
 
 

 
August 3, 2020 

 
 
Mr. Brian P. Brooks 
Acting Comptroller of the Currency 
Office of the Comptroller of the Currency 
400 7th Street, S.W. 
Suite 3E-218  
Washington, DC 20219 
  
Dear Mr. Brooks, 
 
Google welcomes the opportunity to provide comments in response to the Advance Notice of 
Proposed Rulemaking (ANPR) issued by the Office of the Comptroller of the Currency (OCC) on 
June 4, 2020.   
 
Technology is rapidly changing the financial marketplace, perhaps at no time faster than during the 
COVID-19 pandemic.  The ANPR identifies a number of the technologies that are enabling these 
changes, including cloud computing and digital payments.  As the ANPR recognizes, adoption of 
such technologies is helping banking institutions meet evolving customer expectations as well as 
“comply with the complex regulatory framework and enhance cybersecurity to more effectively 
protect bank and customer data and privacy.” 
 
Given this, Google strongly commends the OCC’s effort to ensure that its regulations “continue to 
evolve with developments in the industry” and offers the following comments to support that effort. 
 

I. Cloud Computing 
 

A. Cloud, Digitization, and the Shifting Landscape of Banking  
 
In the ANPR, the OCC asks for an explanation of the “changes to the development and delivery of 
banking products and services for consumers, businesses and communities [that] the OCC be aware 
of and consider.”  Further, the ANPR asks what issues “the OCC should consider in light of 
changes in the banking system that have occurred in response to the COVID-19 pandemic, such as 
social distancing.”  The overall trend towards digitization of the banking industry and, as a part of 
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this, growing industry demand for cloud services are key factors for the OCC’s consideration.  Main 
drivers of this trend include the following: 
 
Customer Expectations and Competition from New Entrants:  The 2020 World Retail Banking 
Report by EFMA/Cap Gemini tracks the move to open, digital-first models in the banking industry, 
noting that customer expectations are a key driving factor, and that demand for digital has grown 
even more rapidly as a result of COVID-19.  According to the Banking Report, 57 percent of 
customers prefer internet banking now, compared to 49 percent prior to COVID-19.  Fifty-five 
percent of customers now prefer mobile apps for banking, compared to 47 percent prior to 
COVID-19.  Further, 21 percent of customers prefer to interact with chatbots/automated voice 
help when interacting with banks, compared to only 15 percent pre-COVID.   
 
This trend is unlikely to abate.  Even before the pandemic, FinTech competitors were driving shifts 
in customer expectations by offering personalized, fast and efficient digital-based services.  FinTech 
companies have been appearing in every segment of the value chain, and are driving incumbents to 
compete or partner.  At the same time, open banking initiatives are leveling the playing field by 
opening up customer data to new providers and products.  These lateral pressures to automate and 
move to digital will continue to mount even after the industry emerges from the pandemic.  Cloud 
and mobile computing will provide many of the underlying technology tools to achieve these goals. 
 
Risk Management and Compliance:  Another significant driver is the growing need to more 
effectively manage risk and compliance.  Certain risk exposures are increasing on a regular basis, 
with banks and other financial services institutions continuing to be top targets for hackers and 
thieves.  Fraud and scams are on the rise too as criminals become more sophisticated in their 
methods.  The cost of these risks are mounting.  So too are the costs of regulatory compliance.  The 
2020 True Cost of Financial Crime Compliance Study by LexisNexis, for example, estimates that 
“the projected total cost of financial crime compliance across all financial institutions in the key 
markets of APAC, EMEA, LATAM, and North America is $180.9B” with an expected increase in 
compliance costs of 12 percent by the end of 2019. 
 
Against this backdrop, cloud offers a number of benefits.  In the case of Google Cloud, customers 
are able to leverage an infrastructure that is designed, built, and operated with security at the core, 
protected by more than 900 experts in information, application, and network security.  This is the 
same infrastructure that Google uses to safely and securely return billions of search results in 
milliseconds, serve 6 billion hours of YouTube video per month, and provide storage for 1 billion 
Gmail users.  When a firm moves to cloud, Google Cloud becomes its partner in security, protecting 
customer data by monitoring data health, detecting anomalous behaviors, and proactively preventing 
security incidents by utilizing machine intelligence.   
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To that end, Google Cloud regularly undergoes independent verification of security, privacy, and 
compliance controls to ensure compliance with stringent global data protection and security 
standards.  Further, Google Cloud is continually expanding the tools available to customers to 
optimize for confidentiality and control for high-sensitivity workloads.  Recent examples include: 
 

● Confidential Computing to encrypt customer data in use (encryption in transit and at rest are 
already provided by default). 

 
● External Key Management options to allow customers to keep data encryption keys offsite 

and air gapped from Google. 
 

● Access Transparency, Access Approval and Key Access Justifications to ensure that 
customers can understand why access for their data is being requested, even by Google, and 
deny access to their data, should they wish.  
 

● Assured Workloads to give customers confidence that they are meeting specific compliance 
requirements and ensuring data is only accessible and supported by designated personnel and 
locations.  

 
These and other controls have been developed to give Google Cloud customers confidence that 
even the most sensitive or highly regulated workloads can be managed in a cloud environment. 
 
Finally, many of the same cutting edge technologies used to assess and mitigate risk are also 
increasingly being used for so-called Regulatory Technology (“RegTech”) and Supervisory 
Technology (“SupTech”) applications, which help financial institutions and supervisors with their 
regulatory and compliance burdens, respectively.  Particular areas of near-term promise include 
anti-money laundering (AML), know your customer (KYC), and Combatting the Financing of 
Terrorism (CFT) systems, which AI/ML techniques could help to move from static rule-based 
systems with extremely high false positive rates and poor detection capabilities, to models that are 
more dynamic and effective.  See Section IV below. 
 
Managing Legacy IT and Data Silos:  Decades of IT acquisitions have created a patchwork of 
systems for many firms that usually do not interoperate and require significant effort and expense to 
maintain.  Amplifying this situation, data often remains in silos across divisions and systems, limiting 
the ability of banks to draw useful insights and develop holistic approaches to their customers. 
 
Cloud-based tools are proving vital for modernizing applications and infrastructure, breaking down 
silos, and making more effective use of data.  Case studies from the financial services industry 
include that of HSBC, which described the complex problem it faced when it began to consider 
cloud: 
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[W]e serve 39 million customers, in-person and online, from consumers to businesses, in 66 
countries. We maintain data centers in 21 countries, with more than 94,000 servers. With an 
on-premises infrastructure supporting our business, we kept running into capacity 
challenges, which really became an innovation blocker and ultimately a business constraint. 
Our teams wanted to do more with data to create better products and services, but the 
technology tools we had weren’t letting us grow and explore. And that data was growing 
continually. Just one of our data warehouses had grown 300% from 2014 to 2018.  We had a 
huge amount of data, but what’s the point of having all that data if we couldn’t get insights 
and business value from it?  

 
According to HSBC, the first legacy data warehouse it migrated to the cloud, “had been built over a 
period of 15 years, with 30 years worth of data comprising millions of transactions and 180 
[terabytes] of data. It ran 6,500 extract, transform, load (ETL) jobs and more than 2,500 reports, 
getting data from about 100 sources.”  Migrating to Google Cloud, and use of cloud-based tools like 
BigQuery, “helped [HSBC] eliminate technical debt and build a data platform that lets us focus on 
innovation, not managing infrastructure.” 
 
Other customers, like Key Bank, began using containers, Kubernetes (an open-source container 
orchestration system developed by Google) and Anthos (Google Cloud’s multi- and hybrid-cloud 
platform) to modernize and bring some of cloud’s functionality to legacy applications.  These tools 
are particularly important in an industry like finance, where the IT environment is highly 
heterogeneous (i.e., a diverse mix of on-premises, private and public cloud) and likely to remain that 
way for the near term.  Such tools take away all-or-nothing aspects of cloud migration and allow 
financial services firms to begin a cloud journey by “modernizing in place.”  They also support 
operational resilience by allowing for smooth transfer between different systems.  
 
Plugging into Innovation:  Cloud provides a key platform for innovation for banks, providing 
easy-to-use access to tools such as AI/ML, big data analysis, and other emerging technologies that 
otherwise would have been out of reach for all but the biggest and most tech-forward institutions. 
Banks are leveraging real-time market information streamed into large-scale, real-time databases and 
AI/ML models to assess, quantify, and calculate risk.  The time saved processing this information 
can potentially allow these banks to offer products at lower cost to their customers.   
 
Another common area of implementation of data analytics and ML is for internal risk management 
systems and regulatory reporting - to determine liquidity and risk exposures quicker, to carry out 
mark-to-market adjustments and for better accounting in general.  The financial services industry is 
also increasingly turning to AI/ML and the cloud to help combat fraud and money laundering.  See 
Section IV below. 
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These technologies are -- and will continue to be -- of critical importance to banking.  According to 
a 2020 report by the Economist Intelligence Unit, 66 percent of banking executives say such new 
technologies will continue to drive the global banking sphere for the next five years.  Further, 77 
percent of bankers believe that unlocking value from AI will be the differentiator between successful 
and unsuccessful banks.  At the same time,  42 percent of banking executives report that regulatory 
concerns around these technologies are top of mind, suggesting that it will be critical for industry 
stakeholders, including regulators, to help shape regulatory approaches and frameworks that mitigate 
emerging risks, while also facilitating innovation, progress, and the ongoing competitiveness of the 
Federal banking system. 
 

B. Review of Electronic Banking Regulatory Provisions 
 
This changing landscape with respect to cloud and digitization is an important backdrop to the 
review that the OCC is conducting of its regulations and should inform that review.  The OCC 
notes that, as it assesses its regulatory approach and framework in the context of technology and 
innovation, it will be guided by three core principles: (i) regulation should be technology neutral; (ii) 
regulation should facilitate consumer protection and privacy, transparency, and the concept of 
informed consent; and (iii) regulation should strive to be principles-based in order to avoid 
prescriptive rules that become outdated or that box-in innovation.  We applaud both the review as 
well as the core principles OCC has articulated to guide the review, and offer some additional 
suggestions. 
 

A. Encouraging the Adoption of New Technologies Consistent with Safety and Soundness 
 
We propose that the OCC add a fourth core principle to guide its update of regulations -- namely, 
that regulation should encourage the adoption of new technologies consistent with safety and 
soundness principles.  To that end, we note Acting Comptroller Brooks’ observation in a recent 
interview that “[b]anks must understand that people are getting their services in fundamentally 
different ways.  At the OCC we need to create clarity around which technologies are OK; what we 
think about new models of doing things.  Because otherwise banks will be inappropriately 
conservative whereas what we want is for them to be optimally conservative.” 
 
While existing regulation contemplates the adoption and incorporation of technology in the banking 
system, the framework largely delegates broad oversight authority to regulators and staff.  This 
approach can, and generally does, work well in allowing for evolutionary developments within the 
industry, but may face challenges when applied to fast-paced innovation.  Guidance may lag market 
developments, lack sufficient clarity, or demonstrate a status quo bias, all of which create ambiguity 
and chill adoption of technologies that would otherwise promote economic growth, opportunity, 
and competitiveness, and help banks operate in a safe and sound manner. 

5 

https://eiuperspectives.economist.com/financial-services/forging-new-frontiers-advanced-technologies-will-revolutionise-banking


 
Google believes there are tools in the regulator’s toolkit that can address these dynamics and help 
promote the safe adoption of new technologies to enhance the Federal banking system. 

 
● Establish open and regular processes for soliciting stakeholder input on regulations and 

guidance.  Given the pace with which technology changes, it is essential for the regulatory 
community both to stay well-informed of innovation and to incorporate the expertise of 
technology providers and consumers into regulatory processes.  The OCC’s review of its 
electronic banking regulations, and this process for collecting feedback, is a useful model. 
Similar approaches could be applied to other aspects of regulation that significantly impact 
cloud adoption.  One example of this is the guidance that the Federal Financial Institutions 
Examination Council (FFIEC) issues in relation to cloud computing.  Google Cloud strongly 
supports the FFIEC’s recent efforts to update the Information Technology Handbook to 
more clearly address cloud and adapt traditional rules of outsourcing and risk management 
to cloud.  We believe, however, that this would be most effectively done through a process 
that seeks formal engagement around contemplated guidance and provides opportunity for 
review and comment.  As a key member of the FFIEC, the OCC could help to push the 
FFIEC in that direction and create more robust fora for engagement and information 
exchange. 

 
● Recognize industry standards, best practices, and certifications/authorizations in areas 

where technology and related expertise have evolved to a point of relative maturity.  Even 
though many in the financial services industry are in early stages of their cloud adoption 
journeys, there are numerous industry standards, certifications and other measures that have 
developed around cloud.  Google Cloud products, for example, regularly undergo 
independent verification of their security, privacy, and compliance controls, achieving 
certifications, attestations of compliance, or audit reports against global standards.  Formal 
nods by the OCC and other regulators to these industry standards, and certifications, or key 
best practices, could help provide clarity to market participants in their cloud adoption 
journeys. 
 
Current examples of such certifications include the Federal Risk and Authorization 
Management Program (FedRAMP) -- “a government-wide program that provides a 
standardized approach to security assessment, authorization, and continuous monitoring for 
cloud products and services,” that is required for cloud sales to the federal government but 
also is used as a security benchmark by financial services and other industries.  Another 
useful example is the NIST cybersecurity framework, which helps underpin the Financial 
Services Sector Cybersecurity Profile, and sets forth security standards, guidance, and 
practices that can be reviewed and validated by third parties “to promote the use of validated 
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products that conform to IT standards and provide Federal agencies and other users with a 
security baseline to use in procuring systems, products, or modules.”   
 
Formal validation of such standards by banking regulators could help streamline and clarify 
regulatory requirements when a registrant seeks to adopt technologies like cloud.  Moreover, 
to further de-risk technology adoption, the OCC could consider the creation of regulatory 
“safe harbors” based on such standards as a way to accelerate the adoption of technologies 
that can enhance the Federal banking system and benefit consumers.  Safe harbors can 
incentivize the adoption of security and technology best practices and accordingly enhance 
the safety and soundness of the banking system. 
 
The State of Ohio offers an example of the safe harbor approach, which can help inform the 
OCC’s efforts to promote best practices in the banking sector.  Under a 2018 Ohio data 
protection law, a business that can demonstrate that it implemented and adhered to a 
recognized cybersecurity framework, such as the NIST standard identified above, would be 
shielded from tort liability for a subsequent data breach.   
 
Drawing from this approach, the OCC could provide explicit no-action guidance or relief to 
a regulated institution that similarly experiences a breach or failure, but that can demonstrate 
that its adoption and reliance on an implicated technology adhered to well-accepted and 
vetted standards.  This approach would facilitate: (i)  adoption of technologies whose net 
benefits to the functioning and competitiveness of the Federal banking system are clear; (ii) 
the ongoing development of standards and best practices intended to safeguard the Federal 
banking system amidst rapid technological innovation; and (iii) clear regulatory expectations 
capable of evolving along with technology and related standards.   
 

● Provide continued support for controlled piloting and testing, including around general 
compliance activities, AML/CFT, regulatory reporting, and fraud prevention.  Given the 
increasing role technology plays in our financial and banking systems, it is important that 
regulation recognizes the benefits of iteration, testing and measuring empirical outcomes.  It 
is only through such testing that regulated entities and the regulator can determine whether 
new tools can drive better compliance, customer, and market outcomes.   
 
To this end, Google applauds the OCC’s “Proposed Innovation Pilot Program,” and 
believes that consistent with feedback received during the public comment period,  such an 1

1 See generally, American Bankers Association, “Comment Letter,” (June 14, 2019), available at 
https://www.aba.com/-/media/documents/comment-letter/occ-pilot-program-bank-innovation-061419.pdf?rev=e888
c753284242be980b10d89bbbd186; Bank Policy Institute, “Comment Letter Re: OCC Innovation Pilot Program,” (June 
14, 2019), available at 
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environment can allow regulated institutions to test, demonstrate, and broadly roll our 
solutions that improve the resiliency, competitiveness, and safety and soundness of the 
Federal banking system.   A piloting regime can and should extend beyond consumer 
products to include RegTech solutions.  Through such a voluntary program and “safe 
space,” banks, technology partners, and the regulator will be able to test the merits of new 
solutions prior to broader industry roll-out. 
 

● Continue efforts to capacity-build including through hackathons, internal pilots and 
innovation competitions.  Google commends the leading role that the OCC Office of 
Innovation has taken in recent years, and believes that further build-out of this effort can 
help the broader banking industry to confidently innovate and adopt technologies that 
benefit consumers, enhance competitiveness, and advance overall safety and soundness. 
 
To that end, the OCC could explore increased use of “hackathons,” internal pilots, and 
innovation competitions as a way to facilitate testing, understanding, and adoption of 
emerging technologies -- both by the industry and the OCC.  These regulatory tools have 
increasingly been used by domestic and global regulators,  and helped advance exploration of 2

the benefits and challenges of emerging technologies.   
 
A helpful case study may be the UK Financial Conduct Authority (FCA) efforts around 
adoption of technologies that facilitate regulatory reporting and express regulatory 
requirements in machine-readable and machine-executable code that can automate the 
compliance process.  Broader academic reviews note that multiple categories of RegTech 
hold substantial promise in modernizing core regulatory functions and processes, including 
through application of machine learning, big data analytics and cloud computing, 
development of Application Programming Interfaces (APIs), cryptography, and biometrics.  
 

The above recommendations are complementary in nature and stand for the proposition that 
providing clarity and certainty around standards and expectations when possible, and then fostering 

https://bpi.com/wp-content/uploads/2019/06/BPI-Comment-Letter-OCC-Innovation-Pilot-Program-6-14-19.pdf; 
Consumer Bankers Association, “Comment Letter Re OCC’s Innovation Pilot Program Proposal,” (June 14, 2019), 
available at 
https://www.consumerbankers.com/cba-issues/comment-letters/cba-comment-letter-re-occs-innovation-pilot-program
-proposal.  
2  See, FDIC, “FDIC Launches Competition to Modernize Bank Financial Reporting,” (June 30, 2020), available at 
https://www.fdic.gov/news/press-releases/2020/pr20079.html; CFPB, “CFPB TechSprints,” available at 
https://www.consumerfinance.gov/policy-compliance/innovation/cfpb-tech-sprints/; FCA, “2019 Global AML and 
Financial Crime TechSprint,” available at 
https://www.fca.org.uk/events/techsprints/2019-global-aml-and-financial-crime-techsprint; BIS, “G20 TechSprint,” 
available at https://www.bis.org/hub/g20_techsprint.htm. 
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innovative cultures that pilot and test both within the industry and the OCC itself could help to 
facilitate technology adoption within the Federal banking system. 
 

C. Use of Artificial Intelligence and Machine Learning in Banking Activities, 
Including “RegTech” 

 
In addition to views about the electronic banking regulations, the ANPR solicits views specifically 
about AI/ML techniques -- in particular their uses in banking and the existence of regulatory 
barriers to use.  Further, the ANPR asks respondents also to comment on the “new or innovative 
tools” that financial institutions use “to comply with applicable regulations and supervisory 
expectations (i.e., “regtech”)” and the extent to which “the OCC’s regulatory approach enable or 
hinder advancements in this area.” 
 
The use of artificial intelligence and machine learning in banking activities holds substantial promise 
in driving efficiency, reducing costs, enhancing compliance, and improving customer experience and 
outcomes.  By 2030, AI is expected to be a top driver of global GDP growth.  Companies that 
effectively absorb AI in their value-producing workflows by 2025 will accordingly have a significant 
impact in the 2030 world economy. 
 
 

 
 
While 80% of today’s enterprises recognize that AI is critical to their future, however, only 14% 
succeed in harnessing it. A gap remains between the potential of AI and its ease of deployment. 
Closing this gap is core to Google’s mission.  We see promise for AI across the range of functions 
for financial services firms, including to (1) transform and modernize customer experience in order 
to increase retention, satisfaction, and value; (2) provide a more flexible financial core to help the 
business evolve more quickly; and (3) enhance financial institutions’ ability to detect and manage 
risk. 
 
As an example, the technology holds particular promise in improving AML/CFT compliance and 
reporting, KYC processes, and fraud detection and prevention.  With respect to AML/CFT, current 
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heavily manual and labor intensive approaches to identifying and combating financial crimes have 
not been effective.  Despite the billions of dollars spent by banks and financial institutions to detect 
and report suspicious activity, 95 percent of alerts are ultimately deemed “false positives” and 
approximately 98 percent of alerts never result in an actual Suspicious Activity Report (SAR) filing. 
  
What is more, despite the billions spent, banks have been fined hundreds of billions more for failing 
to properly identify activity that should have been flagged as suspicious.  This laundering may take 
the form of drug trafficking, human trafficking, and terrorist financing. 
 
The challenge with current approaches is that they are largely “rules-based,” which makes them 
inherently brittle and easily circumvented by bad actors who can game these rules and make their 
transactions look “normal.”  At the same time, these rules can be overly broad and generate 
substantial false-positives.   
 
AI-enabled approaches, on the other hand, can develop a much more sophisticated analytic lens 
capable of ingesting massive volumes of data, in a more timely way, in order to detect new patterns 
and anomalies that might bypass simple, rules-based logic.  These engines can be trained to improve 
accuracy, reduce false-positives, and help banks better determine when, amongst millions of 
legitimate transactions being processed, bad actors are trying to move criminal money.  AI can 
further incorporate more contextual signals and generate more targeted flags for investigators, 
reducing toil and allowing them to focus on the most serious issues that are identified. 
 
Against this backdrop, regulators tasked with ensuring compliance with laws aimed to combat 
financial crimes have recently taken forward-leaning and positive steps to encourage needed 
innovation that can increase the efficacy of compliance efforts and reduce costs.  
  
In a joint statement issued in late 2018 by the Fed, FDIC, OCC, NCUA, and FinCEN, the agencies 
stated that, “innovations and technologies can strengthen BSA/AML compliance approaches, as 
well as enhance transaction monitoring systems. The Agencies welcome these types of innovative 
approaches to further efforts to protect the financial system against illicit financial activity.” 
  
Following this example of agency coordination, the OCC in September 2019 issued an interpretive 
letter in response to a bank request for regulatory clarity on whether it could use software to 
automatically identify a category of suspicious financial activity and submit an auto-populated SAR. 
Subject to certain parameters, the OCC concluded that under this particular fact pattern the use of 
automation to detect suspicious activity “would be permissible under the OCC’s SAR regulation” 
and that the use of automation to populate the SAR form “is legally consistent” with the OCC’s 
requirements. 
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Google views these as important steps toward enabling greater adoption of automation.  The OCC 
could go even further in building on its interpretive letter by outlining the parameters that will allow 
use of machine learning tools in identifying incrementally more complex suspicious activity and 
filing requisite reports.  For example, the OCC could offer more guidance as to what a bank should 
demonstrate (perhaps by way of internal testing) in order to rely on increased automation and 
AI/ML, possibly via an update of its Model Risk Management guidance. 
 
In addition to providing further clarity to the industry around adopting new models, the OCC could 
also work with its regulatory peers, including at FinCEN, to help the industry develop and train 
these models.  More specifically, the banking regulators hold substantial information that could help 
machine learning models improve their accuracy detecting financial crimes and eliminating false 
positives.  OCC and FinCen could anonymize this data and share it with industry to help with the 
development of better models. 
 
With respect to KYC requirements, technology can also help automate workflows and improve the 
customer onboarding experience by decreasing completion times.  More specifically, machine 
learning tools can help automate the processing of KYC data and records, including by powering the 
search and deduping of such information.  
 
Similarly, with respect to fraud detection, machine learning technology can help provide real-time, 
low-latency fraud monitoring that constantly adapts to new fraud patterns, starting with transaction 
fraud but expanding to other attack surfaces.  More specifically, the technology can improve recall of 
prior instances of fraud and fraudulent actors, as well as reduce false positives (i.e. incorrectly 
blocking customer transactions). 
 
For both KYC and fraud detection applications, increased regulatory clarity regarding expectations 
and parameters for when a bank is permitted to rely on machine learning tools and related 
automation is critical.  Given the nature of technology development, robust piloting and testing of 
new models can yield measurable data and outcomes that should be able to demonstrate efficacy. 
The OCC should develop a consistent framework that contemplates how such technologies can 
move from laboratory to broader implementation; this approach will give banks the certainty and 
confidence necessary to pursue further beneficial innovation. 
 

D. Innovation and Small/Community Banks 
 
Finally, the ANPR asks “[a]re there issues unique to smaller institutions regarding the use and 
implementation of innovative products, services, or processes that the OCC should consider?”  We 
note, in response, that one of the most compelling aspects of cloud technology is its ability to help 
smaller financial institutions innovate, compete, and better serve their customers.  Cloud helps to 
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create a base layer technology stack upon which smaller institutions can build scalable business 
models and incorporate leading software and machine learning tools more typical of larger 
competitors.  Open cloud-based platforms can also help smaller institutions reconfigure their 
internal systems away from legacy “walled-garden” designs that can box-in an institution’s ability to 
innovate and help avoid vendor lock-in. 
 
In order to facilitate smaller institution adoption of promising technologies there are a few steps the 
OCC can take to help level the playing field relative to large financial institutions.   
 
First, smaller institutions and community banks may be even more sensitive to regulatory 
uncertainty than larger institutions.  Smaller institutions may lack the means -- in terms of time, 
money, and resources -- to divine regulatory attitudes and requirements if they are not clearly stated. 
Continued, clear expression of regulator receptivity to bank adoption of new technologies will be 
particularly important for these institutions.   
 
The development and recognition of industry standards and best practices could further reduce 
uncertainty around technology adoption and respective responsibilities.  More specifically, clear 
playbooks that establish an accepted standard of care when it comes to incorporating, managing, and 
overseeing technology can reduce the burden on smaller institutions seeking to remain digitally 
competitive.  The OCC can foster such efforts by granting established standards regulatory 
significance, including through inclusion in guidance or safe harbors as outlined above.   
 
On the industry side, technology vendors and bank customers can work closely together to identify 
and document shared and respective responsibilities to ensure that gaps in oversight do not occur. 
The OCC can play a role in advancing these industry efforts by articulating that evolving industry 
norms can help reduce risk, while permitting an adaptive framework that can adjust to technological 
development.  Smaller institutions will substantially benefit from such an approach and more readily 
be able to adopt advanced technologies that can level the playing field with a range of competitors. 
 
II. DIGITAL PAYMENTS 

 
The ANPR askes “[w]hat new payments technologies and processes should the OCC be aware of 
and what are the potential implications of these technologies and processes for the banking 
industry? How are new payments technologies and processes facilitated or hindered by existing 
regulatory frameworks?” 
 
One recent development in payments is real time payments (RTP) networks, which help to drive the 
adoption and usage of digital payments. RTP systems are the rails for modern payment 
infrastructures, offering near-instant transactions with a minimum of friction for all parties. 
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Mounting evidence shows an RTP system can bring myriad benefits — such as reducing poverty 
and corruption, and increasing GDP. Foundational services become more accessible for consumers, 
new services are built, and richer data sources are brought to bear to continually optimize and 
improve the infrastructure. The rollout of these digital payment systems aren’t just transforming 
financial banking systems and commerce, but the countries themselves. The Boston Consulting 
Group estimates “that a move to a cashless model would add about 1 percentage point to the annual 
GDPs of mature economies and more than 3 percentage points to those of emerging economies.” 
As of 2020, more than 50 countries have rolled out RTP systems with many more in the works.  
 
Rolling out an RTP system is no small undertaking. Governments must rework regulations, define 
technical standards and protocols, invest in technology, and align financial institutions with the 
needs of merchants of — in particular small businesses — to deliver a regulatory ecosystem that 
facilitates RTP adoption.  
 
We support the Fed’s effort to build a real-time gross settlement system, directly available to 
non-banks, via clear standards and software interfaces, to make payments more accessible via 
consumer technologies, such as email or phone numbers. Below we outline some of the learnings 
and best practices we see from RTP networks in other countries, which could be useful for the US 
experience.  
 
India 
 
One example of an especially successful RTP model is in India. In a relatively short amount of time, 
India has made substantial progress in transforming a complex and convoluted payments 
infrastructure. India rolled out its Unified Payments Interface (UPI) system in 2016. Today, 
thousands of merchants and millions of people use UPI every day, and 141 banks are live on the 
system. An ambitious plan that brought together government, financial institutions, and Third 
Parties, India’s success offers lessons for other institutions developing or considering the 
introduction of an RTP system. For example, building an open layer on top of the RTP system to 
allow for Third Parties to initiate payments was key to India’s success. The rails of an RTP are the 
foundation, but it is the overlay of services that improve usability and give consumers the frictionless 
payments they need and want. This drives participation at scale, transforming the entire payments 
ecosystem. 
 
RTP principles 
 
In summary, these are the guiding principles that have been shown to be particularly valuable when 
designing RTP systems: 
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1. Open: RTP systems should be "open", meaning they should encourage all qualified 
participants to join, both by removing regulatory hurdles and easing the technical effort 
needed to join the system. 

2. Real time: RTP systems should actually be "real time" (or "near-real time"), meaning the 
payee should have funds available immediately and be notified of that fact immediately. 

3. Push only: A RTP system should rely on pushing money from payer to payee, never 
"pulling" funds. While "request to pay (push)" is a reasonable extension of this, it should still 
rely on a "push payment" under the hood. 

4. Same-day settlement: The system should settle all funds among participants at least once 
per day. This helps to limit exposure to a failing participant and controls liquidity risk. 

5. Irrevocable: Transactions should not be "revocable". Someone might request a refund 
transaction of the same amount, but once funds have cleared, they should be considered 
cleared forever. 

6. System-wide fraud detection: The system should provide a shared fraud-detection service 
for use by all participants. Transactions should not be considered fraudulent by one 
participant and not by another. 

7. Tiered KYC: Rather than a one-size fits all approach, customers should have expanded 
access as they come to be known better by the participants. For example, customers with 
little documentation should still be able to participate in the system, however they may have 
strict (and low) limits for transfer amounts and maximum balances.  

 
For more detail, we recently produced a white paper on RTP design principles. 
 
III. CONCLUSION 
 
Google appreciates the opportunity to submit comments on the OCC’s electronic banking 
regulations and the broader series of questions that the OCC has presented to assess both the 
technological changes in the banking industry and the ways in which these changes interact with the 
regulatory regime.  We strongly support the OCC’s review and stand ready to assist as the OCC 
updates its regulations in this regard. 
 
Sincerely, 
 

 
Behnaz L. Kibria 
Senior Policy Counsel 
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