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The American Bankers Association1 (ABA) appreciates the opportunity to comment on the advance 

notice of proposed rulemaking of the Office of the Comptroller of the Currency (OCC) on digital 

activities2 (ANPR) and supports the OCC’s efforts to promote responsible innovation in banking.  

ABA believes that innovations in financial services have tremendous potential to benefit customers as 

they have throughout the history of banking. Innovation can promote financial inclusion, make it 

possible to extend credit to many more borrowers, and give customers improved transparency into the 

financial products they use every day. In many ways, fintech was born in America’s banks. 

Today, innovations are emerging from both the traditional banking sector and from non-bank 

technology firms. ABA believes that when banks and technology companies partner, they can deliver 

customers the best of both worlds: innovative services that customers demand from a partner that they 

can trust with their financial future.  

The benefits of financial innovation are only realized when they are delivered responsibly, in a way that 

does right by customers. This means getting regulation right is critical. Regulation must be flexible 

enough to allow innovations to be driven from within traditional banks. We must also ensure that 

customers receive the protection they deserve wherever they get their financial services through 

consistent regulation and oversight. 

ABA agrees with the approach to regulation of digital activities laid out in the ANPR and agrees that 

regulation should: 

• Look through the technology that is used as the delivery channel and focus on the risks 

presented by the underlying activities.  

• Facilitate appropriate levels of consumer protection and privacy, and  

• Be principles based, rather than prescriptive.  

 
1 The American Bankers Association is the voice of the nation’s $20.3 trillion banking industry, which is composed 
of small, regional and large banks that together employ more than 2 million people, safeguard $15.8 trillion in 
deposits and extend nearly $11 trillion in loans. 
2 https://www.occ.gov/news-issuances/bulletins/2020/bulletin-2020-59.html 

https://www.occ.gov/news-issuances/bulletins/2020/bulletin-2020-59.html
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The OCC Should Undertake an Open and Transparent Process Before Issuing New 

Charters. 
The OCC’s work to promote innovation builds on a strong base of continued innovation in banking and a 

long history of customer trust. As the OCC moves forward it should be careful not to introduce risks that 

might undermine this trust or establish asymmetries that would encourage regulatory arbitrage. ABA 

believes that innovation thrives when the governing principles apply equally to all market participants 

and inspire public confidence. 

ABA has serious concerns around the recent discussion of a narrow-purpose payments charter. These 

charters could introduce serious risks that would undermine the valuable role that national banks play in 

our dynamic economy. ABA supports competition in banking, charter choice, and tailoring regulatory 

requirements. However, we believe that a payments-focused charter introduces serious unintended 

consequences.  

When the OCC proposed its lending-focused Special Purpose National Bank “fintech” charter in 2016, 

ABA commented on the importance of existing rules and oversight being applied consistent with those 

for any national bank.3 We noted that a bank charter is a clear signal to customers that the consumer is 

dealing with a trusted partner. Any fintech company that is granted a national bank charter will receive 

the instant credibility that comes with being a chartered financial institution. Likewise, any missteps by a 

fintech operating through a national bank charter will inevitably reflect on all banks. 

Through our comments, we have raised questions around how regulations would be tailored to new 

business models and whether oversight would be consistent to that of other banks. We have not yet 

seen a clear indication of how these principles would be applied to a narrow-purposed charter, such as a 

payment charter. The application of these principles has broad implications for longstanding policy 

determinations and we would urge the OCC to clarify its expectations before granting any narrow 

purpose charters.  

Specifically, ABA encourages the OCC to continue to proceed carefully, deliberately, and transparently as 

it has throughout its deliberations on new charters. The issues being considered have broad implications 

for the banking system and longstanding policy determinations. Any change in them should be subject 

to robust public comment.  

Working with the other agencies carefully and cooperatively is also important before any new special 

purpose charter is approved to assure that no current policy lines are directly or inadvertently moved as 

a consequence of this action. Answers to many difficult questions should be made before granting any 

special purpose charter, including how to ensure that regulations and consumer protection are applied 

evenly; what protections must be in place to preserve existing laws regarding the separation of banking 

and commerce; and how would enforcement of operating agreements be accomplished, including those 

related to financial inclusion and CRA responsibilities. 

America’s Payment System is Working 
Given that the United States has the most advanced payment system in the world, it is not clear that 

there are gaps going unaddressed in the interbank payment market would be remedied by this 

intervention. For instance, the speed of interbank payments has featured a step change via introduction 

 
3 https://www.aba.com/advocacy/policy-analysis/occ-charter 
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by the banking industry of the Real Time Payments (RTP) network, which settles transactions 

immediately 24/7. The Federal Reserve is undertaking development of FedNow, a similar system. Taken 

together, these “instant payment” systems are ensuring that people and companies are paid at world-

best speeds. We are concerned that the approaches being taken by other jurisdictions might be 

replicated in the U.S. without sufficiently crediting the strength and breadth of America’s domestically-

driven payments innovation. There is no evidence that the regulatory-driven restructuring of payments 

in Europe and certain other jurisdictions have produced superior results or payment technology. In fact, 

the opposite is true: by the most important metrics, the U.S. possesses the richest array of payment 

options (and provides those out to the rest of the world). 

A rigorous needs analysis, using cost-benefit methodology, is an important prerequisite to creating new 

charters. The Federal Reserve Task Forces that examined payments provided actionable steps derived 

from across the economy, and those have been acted on since the issuance of their final reports. It may 

also be premature to support new charters before regulatory impediments and restraints on bank 

payment products are removed. For instance, the Durbin Amendment is a price ceiling that harkens back 

to a time of centrally-planned economies and has greatly reduced access to free checking accounts and 

debit card rewards. Now that the Durbin Amendment has turned 10 years old, we can see the full 

effects of how this government intervention has prevented banks from accessing market-based pricing 

that any other competitive sector can use to meet the needs of their customers. 

The OCC Should Ensure that Bank Holding Company Oversight is Applied.  
Moreover, depending on the activities the special purpose national bank conducts, its holding company 

may be considered a bank holding company, subject to the Federal Reserve Board’s oversight. The BHCA 

is triggered if the special purpose national bank is considered a bank under the BHCA definition which is 

one that either (i) has FDIC insurance or (ii) both accepts demand deposits and makes commercial loans. 

The OCC contemplates the possibility of a special purpose national bank charter applicant that would 

not take deposits and, therefore, would not have FDIC insurance, or meet the definition of bank. While 

limited purpose charters in the past have a specific exemption from “bank” status under the BHCA. No 

such specific exemption exists for the special purpose charter under consideration by the OCC, and the 

Federal Reserve Board has not yet publicized its views on the potential application of the BHCA to such a 

charter.  

Through its authority under the BHCA, the Federal Reserve Board serves an important role in supervising 

banking organizations on a consolidated basis (i.e., banks together with their owners and affiliates). If 

this kind of oversight matters for full service national banks, that same oversight would be important for 

a special purpose national bank.  

Importantly, the BHCA reflects Congress’s policy determinations regarding oversight and supervision of 

holding companies that engage in activities beyond the bank subsidiary. Any change to this balance 

would represent a significant policy change. We believe that such a significant policy change should be 

subject to scrutiny in the public notice and comment process, and not simply by issuing a special 

purpose national charter. 

Apply Fair Lending Laws and Community Reinvestment Responsibilities.  
New technologies have the potential to expand financial inclusion. As such, applications for new special 

purpose charters should articulate how this might be accomplished and how performance would be 
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demonstrated. Fundamentally, a chartered fintech company should be expected to treat similarly 

situated customers equally and fairly. In offering products and services to the community, such firms 

should take steps to ensure that all members of the community have access to its products and services 

and that no-one is discouraged or turned away based on a characteristic protected under the fair 

lending laws. If the fintech company is one that offers credit facilities, it should institute policies and 

procedures that comply with fair lending requirements.  

Similarly, as the financial services industry evolves and regulators explore the provision of special 

purpose charters to financial technology firms, any such charter should ensure that these entities meet 

the convenience and credit needs of their particular communities, just as banks are expected to do 

under CRA. Moreover, any such CRA-like responsibilities should be enforced through examination. 

 

Limitations on Bank Powers Should Not Inhibit National Banks’ abilities to Innovate within 

the Business of Banking. 
This ANPR also seeks comment on a sub-set of powers for banks and federal savings associations (“bank 

powers”) to engage in certain electronic activities. In particular, the OCC is seeking comment on the 

bank powers found in 12 CFR part 7, subpart E and federal savings association powers in 12 CFR part 

155. As noted in the ANPR, these parts of the code touch on matters such as “furnishing of products and 

services by electronic means and facilities,” “data processing,” “correspondent services,” and “the sale 

of excess electronic capacity and by-products.”  

ABA appreciates the OCC’s interest in bank powers and supports a national bank charter that continues 

to enable “the use of new ways to conduct the very old business of banking.”4 At the outset, ABA has 

not identified nor been made aware of material impediments to innovation that stem from the 

regulations related to electronic activities. As we understand it, bank innovation discussions between 

banks and examiners rarely center on bank powers and instead focus on strategy, compliance, and risk 

management.  

Expanding bank powers has the potential to enable more innovation at all chartered national banks and 

federal savings associations, which brings with it the potential for consumer benefit. However, the 

expansion of bank powers will also extend to new entrants to the banking system, such as all chartered 

Special Purpose National Banks (SPNB). This makes it all the more important for all SPNB chartered 

institutions to be held to the very same regulatory expectations and constraints as full service national 

banks and federal savings associations.  

The OCC Has the Opportunity to Promote Innovation in Banking 
As one of the first banking regulators to establish an Office of Innovation, the OCC is well positioned to 

promote innovation in banking. The introduction of new activities creates risks that must be carefully 

managed, however there is also serious risk for banks that fail to innovate. The OCC can help promote 

innovation in banking by encouraging banks to balance these risks and by better understanding the risks 

associated with new technologies.  

 
4 M & M Leasing Corp. v. Seattle First Nat. Bank, 563 F.2d 1377, 1382 (9th Cir. 1977), cert. denied, 436 U.S. 956 
(1978).  
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OCC should provide a learning center to facilitate innovation  
Though most critical innovation activities will occur in the field, the OCC could possibly assist by 

maintaining a central resource that would allow it and banks (especially community banks) to watch 

trends and benefit from experiences of other institutions. Even with appropriate respect for other 

banks’ intellectual property, the OCC staff will necessarily become aware of experiences in the industry 

that could allow other banks to avoid repetitious trial and error. This kind of facility might be especially 

beneficial to community banks, who often will have smaller budgets for pilot programs and other testing 

that is critical to many innovative efforts. Similarly, as community banks cannot afford to hire employees 

with expertise in specific technologies simply for new product or service testing, a facility that permits 

shared expertise could facilitate pilot programs at community banks. The OCC has previously 

encouraged a similar kind of shared expertise and collaboration for community banks across a range of 

activities.  

Such a facility could provide a common informational ground for banks of all sizes, as well as nonbank 

businesses interested in working with the banking industry. A “learning center” could perhaps serve to 

enhance banks’ use of innovative third-party technology resources and vendor management. Industry 

members large and small report that potential partners and service providers frequently lack 

understanding about the regulations to which banks are subject and the regulatory environment in 

which they operate. Many vendors provide services to industries other than banking and, in many cases, 

are unfamiliar with the regulatory and supervisory structure applicable to banks. Successful vendor 

management means much more than risk management, and this is an ongoing challenge when dealing 

with well-established tech firms as well as start-up companies. For this reason, we recommend 

consideration of a learning center that would provide a centralized location for banks, prospective 

vendors and partners, and existing service providers to obtain information about bank regulation and 

supervisory expectations regarding third-party relationships. There are a variety of ways in which the 

OCC could develop and share its expertise: 

• Develop expertise. Engage with existing expertise within the Executive Branch (e.g. Presidential 

Information fellows, technology and cyber experts at DHS, FBI, Secret Service and others) and 

engage with expert staff at bank and non-bank innovation labs. 

• Self-Service Channels. Provide online educational materials to service providers explaining bank 

regulation, supervision, and what the OCC expects from service providers. 

• Facilitate better relationships with the core providers.  

• Vendor Boot Camp. Host or co-sponsor a symposium that educates service providers about the 

compliance and supervisory environment within which banks operate. 

• Regulatory Trends. Proactively share with banks and service providers “regulatory hot spots,” 

examination trends (including trends identified in vendor exams), and lessons learned from 

third-party relationships. This could take the form of a regular, consolidated report that 

discusses relevant issues learned from the OCC’s examination of critical service providers. This 

could be a joint, FFIEC project that is similar to the Bureau’s quarterly Supervisory Highlights 

publication.  

Coordination is Critical to Promoting Innovation in Banking 
Banks are only as innovative as their least innovative regulator. The OCC can play an important role 

collaborating with other banking agencies to promote a common understanding and consistent 
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application of laws, regulations, and guidance that will support responsible innovation. The OCC could 

work more closely not only with the other banking agencies, but also with nonbank agencies whose 

actions can affect innovation by banks. Because of the wide dispersal of supervisory responsibility for 

bank operations, OCC leadership in the wider supervisory community on matters related to innovation 

will be valuable. Besides the influence of prudential regulators concerned with bank safety and 

soundness on the pace and direction of innovation, “conduct regulators” (such as the Securities and 

Exchange Commission and the Bureau) also significantly affect innovation. A vigorous, forward-leaning 

program that remains contained within a single agency will be limited in its benefits for either the public 

or the banking industry. 

We urge the OCC to coordinate with the CFPB, the FDIC, the Federal Reserve, and the Conference of 

State Bank Supervisors to promote a consistent approach for reviewing and providing feedback on 

innovative products and services. Consistency will be important in situations where regulatory approval 

is required as well as in circumstances where financial institutions are seeking general regulatory 

feedback and clarification. Exchanging information with other regulators and coordinating regulatory 

responses to innovative products would be particularly important in the context of pilot programs and 

trial products. In some cases, regulations and practices do not allow banks to employ widely-used 

technologies that exist today. While the OCC does not issue many of the rules governing consumer 

disclosures or other consumer protection requirements, we note that the prudential regulators evaluate 

regulations promulgated by the Bureau before they are finalized, pursuant to consultation requirements 

of the Dodd-Frank Act. 

In many cases non-bank regulators would benefit from this coordination as well. Many initiatives are 

undertaken by non-bank agencies that directly or indirectly impact banks and their ability to innovate. 

The OCC’s broad and deep understanding of the industry, informed by its innovation framework, could 

be usefully deployed so that these initiatives do not unnecessarily constrain innovation.  

Facilitation of innovation should rarely require special procedures 
Banks can assess whether permission, consultation, or notice is required. Supervisors’ facilitation of 

innovation should rarely require special procedures. Developing and bringing to market new or 

improved financial products, services, and processes is an integral part of a typical bank’s business 

model. Since the ultimate value of innovation is its potential to improve service to customers, banks are 

driven to explore a variety of avenues within the range of their resources, legal authorities, and strategic 

plans, consistent with sound risk management, to continue to preserve, refine, and build their 

competencies on which their customers rely. Continuous innovation has been an important aspect of 

successful banks’ strategies, and therefore it will be part of each bank’s dialogue with its supervisors. 

The ongoing communication that must occur between bank management and examiners concerning the 

bank’s overall strategic direction and general risk management is an appropriate way for supervisors to 

gain insight into each bank’s innovative business strategies, activities, and products. Most successful 

innovations will not call for a specialized supervisor function or process. When specialized technical 

knowledge is relevant to the prudent implementation of new bank products and activities, having 

additional expertise available from agency subject-matter experts from time to time will be valuable. 

What is needed in every case, however, is a supervisory openness to innovation, supported by the 

attitude, sufficient level of knowledge, and judgement of frontline supervisory staff. 
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Pilot programs can help facilitate responsible innovation 
ABA has long advocated for the establishment of pilot programs that allow banks to test new 

innovations in the market with the support and engagement of supervisors that can offer feedback 

regarding safety and soundness expectations, risk management principles and compliance 

requirements. ABA supports the OCC’s efforts to facilitate these kind of programs.  

As technology changes the way banking services are delivered, certain innovations will challenge existing 

regulatory assumptions and raise questions that will require collaboration between banks, regulators, 

technologists, and non-bank third parties. If implemented properly, voluntary pilot programs can 

encourage banks to test new innovations and give regulators insight into new technologies while 

ensuring that customers remain protected in the event of unforeseen adverse consequences.  

If not implemented properly, pilot programs risk becoming an additional roadblock in the way of 

innovation. If banks feel compelled to use this process for every innovative product they introduce, this 

program has the potential to slow the process and stifle the very innovation it is seeking to promote. We 

would urge the OCC to continue to emphasize the voluntary nature of the program to banks and 

examiners. 

ABA has previously offered comments to the OCC to help ensure the efficacy of these pilot programs. 5 

Third party risk management  
In many ways, the intersection of innovation and third-party management is where the rubber meets 

the road. The ability of some banks to compete successfully in the digital marketplace depends on their 

ability to leverage the expertise of third-party service providers. While banks of all sizes benefit from the 

efficiency and cost effectiveness that vendor specialization provides, third-party relationships are 

particularly important for community banks with limited resources or that have difficulty recruiting or 

maintaining full-time expertise on staff.  

Unquestionability, the importance of third-party relationships will continue to grow in the digital age. As 

such, it is imperative that regulators be open minded to new ideas for reducing barriers to such 

partnerships while maintaining prudent risk management capabilities.  

Background 

Third-party relationships must be conducted in a safe and sound manner and in compliance with 

applicable laws and regulations. For this reason, banks conduct initial due diligence and ongoing 

monitoring of their service providers to develop a comprehensive understanding of the product or 

service that a vendor provides as well as other key information about the provider, such as financial 

condition, cyber and physical security practices, professional expertise, and legal and regulatory 

compliance. This type of in-depth evaluation of third parties is necessary to help banks identify and 

prudently manage the risk in their third-party relationships. 

Over the years, the banking industry has experimented with various ways to decrease the costs, burden, 

and the duplicative nature of collecting and analyzing third-party due diligence information. For 

example, to reduce the burden associated with responding to a multitude of due diligence requests, 

vendors developed self-service portals through which banks could access commonly requested due 

 
5 https://bankingjournal.aba.com/2019/06/aba-offers-feedback-on-occ-innovation-pilot-program-proposal/ 

https://bankingjournal.aba.com/2019/06/aba-offers-feedback-on-occ-innovation-pilot-program-proposal/
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diligence materials. In addition, several groups of banks have attempted to develop an agreed upon set 

of specific due diligence questions for various vendor activities. While these efforts decreased the due 

diligence paper chase to some extent, efforts to standardize the due diligence process and eliminate 

duplication have had only mediocre success industry-wide.  

Moreover, as the sophistication and specialization of third parties has become more pronounced over 

time, a number of challenges have emerged with regard to the ability of banks to understand, test, and 

oversee the services provided by third parties—particularly as it relates to vendors that provide 

technology-focused products and services.  

• First, the heart of a bank’s due diligence process lies in the institution’s ability to analyze 

information about the vendor and its product(s) and apply appropriate controls as 

necessary. As vendor technologies become more complex, banks must have staff with the 

requisite knowledge to evaluate and oversee third-party activities as if they were being 

conducted by the bank itself. Affording, attracting, and retaining this type of technical 

expertise has been a particular challenge for some community banks. 

• Second, regulatory expectations regarding the oversight of models and artificial intelligence 

created or used by third parties has discouraged some banks from deploying certain 

technology products that consumers expect and will help banks remain competitive in the 

marketplace. Often, technology firms deem their models to be proprietary and refuse to 

share detailed model information. Even when models are made available, many banks do 

not have the in-house expertise to analyze the models for “fair banking” and other 

concerns, nor is it economically feasible for these banks to hire outside firms to do so.  

• Third, the collection of vendor information as part of a bank’s due diligence process can 

result in delay that negatively impacts speed to market. This tends to be the case in 

situations where a provider is unresponsive due to lack of understanding regarding 

regulatory expectations, bank third-party oversight obligations, and/or the myriad of 

applicable laws and regulations applicable to them. Banks encounter this challenge with 

small start-ups as well as large firms that are household names. 

• Fourth, the duplicative nature of vendor due diligence is inefficient, and arguably, wasteful. 

Commonly, multiple banks request the same or similar information from third parties. Yet, 

each bank must analyze a vendor’s procedures, controls, and compliance with laws and 

regulations. This is costly for both banks and service providers.  

• Fifth, while bank regulatory agencies have the authority to examine certain service 

providers, our members believe that the technology service providers (TSPs) that have been 

examined represent a small subset of the vendors with whom banks have third-party 

relationships. Information regarding service provider performance on regulatory 

examinations would be helpful to banks—both at the due diligence stage, contract 

negotiation (or re-negotiation), and the ongoing monitoring stage. However, this 

information is unavailable in the pre-contract stage and is often delayed even after a bank 

has entered into a business arrangement with the service provider.  
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Public/Private Standard Setting Organization 

While the industry has taken important initial steps to streamline and improve the vendor due diligence 

process, the integration of complex and specialized technologies into the business of banking 

necessitates that banks, regulators, and vendors develop creative solutions to improve the efficiency 

and effectiveness of the third-party management function. The status quo is inefficient and is 

detrimental to the ability of community banks to leverage new technologies that will help them to 

remain viable and competitive.  

To be clear, we are not advocating for a reduction in third-party oversight responsibilities. Rather, we 

urge the OCC to consider new approaches for how due diligence and oversight is conducted. For 

instance, we are studying with great interest the FDIC’s Request for Information (“RFI”) on Standard 

Setting and Voluntary Certification for Models and Third-Party Providers of Technology and Other 

Services.6 This RFI requests input on the pros and cons of establishing a public/private standard setting 

organization that would “certify” financial technology products, models, or providers. Such an 

arrangement might include a voluntary standardization system developed by a consensus body 

comprised of banks, regulators, and other impacted parties.  

While we are in the early stages of gathering input from our members on this concept, we recognize the 

potential benefits that such a framework could provide. 

Banks, service providers, and regulators must conduct extensive study and analysis of the ideas 

presented in the FDIC’s RFI. However, we are encouraged by the new and innovative suggestions for 

encouraging fintech partnerships while preserving—and perhaps improving—bank oversight of their 

fintech partners. 

Supervisory Information 

In addition to the creation of a public/private standard setting or certification organization, there are 

additional steps that the OCC could take to ease the burden of third-party oversight. As discussed above, 

banks are limited in their ability to evaluate a service provider’s compliance with applicable laws and 

regulations prior to entering a contractual relationship. The OCC, on the other hand, has significant 

information and expertise regarding service provider compliance. We urge the OCC to think creatively 

about what information it could provide to assist banks in this regard. For example, one option might be 

for the OCC to share a topical list of MRAs that have been issued to a particular service provider so long 

as a bank has formally extended a request for proposal and is subject to a confidentiality agreement.  

There are also opportunities for the agencies to enhance bank oversight of third parties after 

contracting with a service provider. For example, it would be helpful if regulators were to share a list of 

technology service providers (TSPs) that they examine each year. Banks report that they have to make 

blind requests to gain access to TSP exams without having any visibility into which entities regulators 

actually examine. Moreover, it is important that the agencies provide TSP exam reports in a timely 

fashion. Banks report that it can take several months to obtain an examination report after requesting it. 

This lag is particularly problematic for institutions that are in the process of renewing or renegotiating 

 
6 https://www.fdic.gov/news/press-releases/2020/pr20083a.pdf 

https://www.fdic.gov/news/press-releases/2020/pr20083a.pdf
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their vendor contracts. We urge the OCC, in consultation with other regulators, to consider how to 

provide more timely exam information to service provider clients. 

Reg Tech  
Regulatory technology is an area of significant growth for banks. RegTech, implemented correctly, will 

allow banks to effectively comply with their ever-increasing regulatory requirements at a lower cost, and 

allow regulators easier access to confirm such compliance. ABA distinguishes RegTech as technology 

solutions implemented by regulated entities, whereas Supervisory Technology, or SupTech, is 

technology implemented by regulatory agencies to aid in supervision, examination, and enforcement 

activity. SupTech is rapidly gaining pace among international regulators, including in the United Kingdom 

and Singapore, among others. The US regulators have been slower to adopt SupTech solutions, although 

ABA welcomes the recent announcement from the FDIC regarding its plans to use technology to 

modernize the call reporting process.  

In the past decade, banks have made significant investment and progress in using regulatory technology, 

particularly in compliance with AML/BSA regulations. This progress was aided tremendously by the Joint 

Statement on Innovative Efforts to Combat Money Laundering and Terrorist Financing issued on 

December 3, 2018 by the federal financial regulators along with the Financial Crimes Enforcement 

Network. Industry interpreted this key signal from the regulators as a “green light” to begin investment 

in technology to combat money laundering and related crimes. ABA encourages further interagency 

cooperation and guidance regarding the use of regulatory technology to meet compliance demands. As 

noted above, the OCC’s regulatory approach should be to coordinate with the FFIEC and other 

government agencies to the fullest extent possible, to ensure a level playing field across financial 

institutions. Further, the OCC, along with other agencies, should prioritize encouragement of a 

competitive landscape for vendors in the regulatory technology space.  

Artificial Intelligence 
In banking, AI promises to add efficiencies that can provide more Americans with access to safe and fair 

financial products. AI can also help banks extend credit to more borrowers, enhance the customer 

experience, improve fraud detection, lower the cost of offering services, and more.  

The use of AI does not present novel risks, but may amplify certain existing risks that must be managed. 

Banks are already subject to a strong regulatory framework and proactive supervision that ensures that 

AI and any other new technology is adopted in a careful way that does not lead to unintended 

consequences.  

In many ways, AI is a technology like any other. It facilitates certain activities but does little to change 

the underlying nature of those activities or the services being offered. There are many parallels between 

the state of AI today and the early days of the internet. Despite early calls to “regulate the internet,” as 

the technology has matured it has facilitated a set of uses far too diverse to be covered by a single 

regulation. Instead, regulation has focused on the activities that take place on the internet rather than 

the internet itself.  

ABA supports a principles-based approach that will provide a flexible framework for the use of AI that 

promotes innovation while ensuring that emerging risks are captured. With respect to banking, new 

regulations are generally unnecessary. Instead, the OCC should consider areas where it can clarify 

existing regulation to facilitate the use of AI and related technologies and ensure that these principles 
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are applied consistently to all participants under its jurisdiction. Our views on areas that would benefit 

from regulatory clarification are set forth below.  

Overview - AI in Banking  
This technology has the potential to apply to many areas of banking. The term AI encompasses a broad 

array of interrelated technologies. The following technologies are the most common in banking today. 

• Machine Learning: allows systems to learn and improve as new information is made available 

without specific programming instructions. 

• Natural Language Processing: allows systems to understand the semantics of conversational 

language. 

• Speech/Object Recognition: allows systems to identify objects or words within images and 

understand spoken language. 

Ultimately, AI has applicability to any business line that benefits from better data analytics. In the future, 

it is likely that AI will play a role in all activities a bank does. The current state of adoption by banks 

varies by application and institution. Some applications, like fraud controls, have already seen 

widespread adoption of AI. In other areas, like lending, banks have been more cautious than non-banks 

in adopting this technology. The following areas are a few examples of where AI holds promise to 

improve banking:  

A. Cybersecurity, Data Privacy and Fraud  

Bank systems are constantly under attack from hackers, cybercriminals and fraudsters of all types and 

they have started to use AI techniques to help break into networks to gain access to valuable financial 

and other personal information. This means that banks need to constantly upgrade their systems to 

detect, prevent and mitigate cyber threats and the possible breaches that affect the data security and 

privacy of our customers. AI is a promising tool for that purpose. For instance, AI algorithms can be used 

to protect consumer accounts by learning how the customer normally acts and then flagging any 

unusual behavior in real-time. This can have a major impact in preventing fraudulent transactions and 

also preventing “false positives” that may degrade a customer’s experience with the bank. Another AI 

tool called “natural language processing” can be trained to flag suspicious text in emails that indicate 

phishing attacks, and anomaly detection can be used to alert the bank to deviations in network IP traffic 

that are similar to known cyber threats. AI is almost certain to play a large role in the future of data 

privacy protection, fraud prevention and cybersecurity. 

B. Lending  

AI promises to help banks better evaluate creditworthiness and more quickly provide credit to 

customers at lower cost. This has the potential to lead to credit being available to more creditworthy 

borrowers on more affordable terms, particularly applicants with minimal or no credit records and low-

income applicants. Despite this promise, banks are moving slowly to implement AI in lending to ensure 

that they do not introduce unfair and prohibited biases into the lending process. 

The most immediate application of AI in lending is through robotics process automation. These 

automated processes can apply traditional underwriting decisions in an automated way, reducing 

underwriting times and lowering costs. This allows banks to extend financing to more applicants and 

allows borrowers to more quickly receive loan approvals and, in turn, funds. 
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Machine learning has seen slower adoption in lending, although it can allow banks to incorporate 

nontraditional data like cashflow or a company’s daily sales into their credit decisioning engines. This 

process is sometimes referred to as advanced credit analytics. Advanced credit analytics can reduce 

delinquency rates and allow banks to extend credit to more qualified borrowers with thin or nonexistent 

credit files.  

C. Customer Relationship Management 

As customer interactions move outside of branches and onto online and mobile platforms, banks can 

use AI to better connect with customers. They can help customers better manage budgets and make 

digital tools more accessible. Chatbots, for example, allow people who are not as familiar with 

technology to interact digitally.  

D. Risk and Compliance 

Reg-Tech applications can lower the cost of regulatory compliance allowing banks to profitably serve 

more customers. It can do this without the traditional tradeoff between cost and level of regulatory 

insight. 

AI is Subject to Robust Regulation and Oversight in Banking  
When banks innovate and implement new technologies, they do so within a strong regulatory 

environment. This is backed by a culture of compliance and proactive supervision and examination that 

ensures any risks are identified and remediated before there is consumer harm.  

Today, extensive banking regulation already applies to many of the activities that AI promises to 

support. Furthermore, any risks that AI may pose are well considered and managed by these 

regulations. While nearly every banking regulation could impact the use of AI, we believe the following 

are particularly relevant to promoting the benefits of AI while managing any risks.  

A. Model Risk Management 

Machine learning fits squarely within the “model” definition set out in the prudential regulators’ model 

risk management frameworks. We appreciate that the guidance is principles-based and, accordingly, 

offers an intrinsic flexibility vis-a-vis the risk to an institution and consumers posed by specific use cases. 

As recently described by Federal Reserve Governor Lael Brainard, the guidance “highlights the 

importance of embedding critical analysis throughout the development, implementation, and use of 

models, which include complex algorithms like AI.” The guidance also underscores “effective challenge” 

of models by unbiased, qualified individuals separated from model development, implementation, and 

use (i.e., a “second set of eyes”). The guidance, paired with prudential regulators’ guidance on third 

party risk management, clarify expectations for firms when they turn to outside vendors to assist with 

AI-based tools or services. The guidance emphasizes that regulators’ expectations have to be framed in 

the context of the relative risk and importance of the specific use-case in question. And the guidance 

explains how AI tools that may be unexplainable or opaque may, with particular use cases, be used in 

practice with the appropriate controls. 
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B. Fair Lending 

As banks consider adopting new technologies that promise to make credit more broadly available, they 

also must consider the fair lending7 implications of such technologies. While many commenters tout AI's 

capacity to increase access to credit, it is clear that AI may also pose risks of excluding some consumers 

from credit. Recently, Acting Comptroller Brooks noted that AI could result in many more approvals for 

minority loan applicants, however, he added that use of AI would still result in statistical disparities in 

approval rates for minorities and non-minorities.8 The OCC has made clear that it expects banks to 

understand and manage these fair lending risks of using AI in credit underwriting and pricing, "to 

identify potential disparate impact and other fair lending issues. . . . Bank management should be able to 

explain and defend underwriting and modeling decisions." 9  

Our members fully support the goals of the fair lending laws, and their responsibilities under those laws. 

However, assessing and addressing disparate impact risk is a complicated, lengthy and expensive 

process for many banks, particularly community banks, given the complexity of new models and the 

sheer amount of data that can be manipulated. These tasks may be challenging for many banks when 

massive amounts of data are used and because attributes may be bundled and cannot be readily 

separated, or the vendor may refuse to test or validate predictability if certain attributes are removed. 

Moreover, such testing is beyond many banks' in-house expertise and reliance on outside consultants is 

costly.  

While the OCC may not be able to address these hurdles, the OCC could encourage the adoption of AI in 

lending by convening the CFPB and other regulators, both federal and state, to outline and release joint 

guidance on fair lending. Including the FTC and the Conference of State Bank Supervisors could help 

level the playing field between banks and non-banks when it comes to fair lending. To be sure, 

regulators have engaged in some coordinated efforts. For example, banks welcomed the guidance on 

alternative data in underwriting issued by the CFPB, the OCC, FDIC, and NCUA. However, HUD, which 

administers and enforces the Fair Housing Act, was not a signatory to that guidance. Last fall, HUD 

proposed certain defenses to disparate impact claims based on the use of algorithms. ABA has 

expressed support for HUD's efforts to provide guidance, but has encouraged HUD to work with the 

CFPB and other regulators to ensure a consistent approach to disparate impact under ECOA and the Fair 

Housing Act.  

C. Cybersecurity and Data Privacy  

Banks believe strongly in protecting consumers’ sensitive personal and financial information and their 

privacy. For hundreds of years, customers have relied on banks to protect the privacy of their financial 

information. Because banks are at the center of people’s financial lives, our industry has long been 

subject to federal and state data protection and privacy laws. For example, Title V of the Gramm-Leach-

Bliley Act (GLBA) not only requires banks to protect the security and confidentiality of customer records 

 
7 The primary fair lending laws are the Equal Credit Opportunity Act, 15 USC §§ 1601, et seq., and the Fair Housing 
Act, 12 USC § 2601. 
8 Cite 
9 https://www.occ.treas.gov/publications-and-resources/publications/semiannual-risk-

perspective/files/pub-semiannual-risk-perspective-spring-2019.pdf 

 

https://www.occ.treas.gov/publications-and-resources/publications/semiannual-risk-perspective/files/pub-semiannual-risk-perspective-spring-2019.pdf
https://www.occ.treas.gov/publications-and-resources/publications/semiannual-risk-perspective/files/pub-semiannual-risk-perspective-spring-2019.pdf
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and information, but it also requires banks to provide consumers with notice of their privacy practices 

and limits the disclosure of financial and other consumer information with nonaffiliated third parties. 

The GLBA also required the federal regulatory agencies to establish standards for safeguarding customer 

information. These standards require financial institutions to ensure the security and confidentiality of 

customer information, protect against any anticipated threats to such information, and protect against 

unauthorized access to or use of customer information that could result in substantial harm or 

inconvenience to any customer. And, since April 1, 2005, the federal banking agencies have required 

banks to have in place incident response programs to address security incidents involving unauthorized 

access to customer information, including notifying customers of possible breaches when appropriate. 

As noted in part I (above), AI is already a very promising and useful tool for purposes of protecting 

consumer data while also reducing the risk of cyberattacks and fraud. In the future, it is likely to be even 

more helpful to strengthen banks’ efforts in these areas, consistent with regulatory requirements. 

D. UDAAP  

The Dodd-Frank Act prohibits banks and other covered entities from engaging in any unfair, deceptive, 

or abusive act or practices (UDAAP) in connection with providing consumer financial services. In labeling 

conduct as UDAAP, the regulatory agencies examine whether an act or practice harms the consumer (or 

consumers more generally) and use a consumer-oriented focus to determine whether the conduct is 

unfair, deceptive, or abusive from the perspective of the consumer. Thus, banks’ existing adherence to 

UDAAP principles ensure that consumer well-being is put at the forefront of how banks use AI and other 

machine learning techniques. Banks, in compliance with UDAAP, already engage in a variety of 

prophylactic measures to prevent consumer harm, including tracking and analyzing complaint data , 

managing conduct risk within the institution, and paying close attention to the needs of vulnerable 

consumers, such as students, the elderly, service members, and those with limited English proficiencies. 

For more examples of how banks manage UDAAP risks, please see ABA’s UDAAP Risk Assessment 

Matrix. 

D. BSA/AML  

The use of AI offers a great deal of potential to combat money laundering and terrorist financing. For 

many years, financial institutions have used increasingly sophisticated software programs to detect 

anomalies in customer transaction patterns to detect possible fraud. The progression to applying that 

same technology to detect unusual or inexplicable behavior lends itself naturally to the same type of 

monitoring that is expected in measures for anti-money laundering (AML) and countering the financing 

of terrorism (CFT). In fact, the federal banking regulators and FinCEN confirmed that step in their Joint 

Statement on Innovative Efforts to Combat Money Laundering and Terrorist Financing, issued December 

3, 2018, where they stated:  

“Innovation has the potential to augment aspects of banks’ BSA/AML compliance programs, such as risk 

identification, transaction monitoring, and suspicious activity reporting. Some banks are becoming 

increasingly sophisticated in their approaches to identifying suspicious activity, commensurate with their 

risk profiles, for example, by building or enhancing innovative internal financial intelligence units 

devoted to identifying complex and strategic illicit finance, vulnerabilities and threats. Some banks are 

also experimenting with artificial intelligence and digital identity technologies applicable to their 

BSA/AML compliance programs. These innovations and technologies can strengthen BSA/AML 

compliance approaches, as well as enhance transaction monitoring systems. The Agencies welcome 
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these types of innovative approaches to further efforts to protect the financial system against illicit 

financial activity. In addition, these types of innovative approaches can maximize utilization of banks’ 

BSA/AML compliance resources.” 

Current legislation that is designed to update and make AML/CFT also reflects the increasing 

expectations for applying technological solutions for AML/CFT. On October 22, 2019, the House of 

Representatives passed H.R. 2513, the Corporate Transparency Act of 2019, by a bipartisan margin. 

Among other things, the bill would require the Financial Crimes Enforcement Network (FinCEN) to 

examine technological solutions to streamline the filing of Suspicious Activity Reports (SARs), create an 

Innovation Lab at FinCEN and require each of the federal financial regulators to explore new 

technologies for AML/CFT compliance. It also would require FinCEN to study technology, specifically AI, 

to determine whether it can be further leveraged to make FinCEN’s data analysis more efficient and 

effective and whether technology can help FinCEN better disseminate information.  

Regulatory Clarifications Can Promote Adoption of AI While Managing Risk 
As detailed above, new banking regulations specific to AI are unnecessary and existing regulation 

provides a strong regulatory structure. However, as the OCC moves forward it should look for 

opportunities to provide clarity that can promote the adoption of AI. 

As with many other issues, regulatory coordination is critical to the success of any effort to promote 

innovation. The OCC should coordinate with other banking agencies when possible. Additionally, we 

would encourage the OCC to align with OMB as they finalize their principles for the regulation of AI.  

As outlined below, there are several specific steps that banking agencies could take to promote the 

responsible adoption of AI and ensure that these principles are applied consistently.  

Provide consistent and comprehensive guidance on AI and alternative data in lending  

As discussed above, confusion about how to satisfy fair lending requirements has limited the adoption 

of AI in lending. The CFPB's 2020 Fair Lending Report explained how creditors could comply with the 

requirement to explain reasons for denial to credit applicants when using AI or machine learning.10 

While some regulators have issued guidance on alternative data, the scope is limited and not all 

regulators joined the effort. Regulators should coordinate and provide consistent and clear guidance on 

how to test and demonstrate that models comply with the ECOA, and with the Fair Housing Act’s 

disparate impact liability consistent with the Supreme Court’s Inclusive Communities framework .  

Ensure consumer data remains protected 

Data is the fuel that powers AI insights. The unprecedented proliferation and availability of this data has 

enabled the development of new financial innovations that stand to benefit customers. However, the 

inherent sensitivity of this data means we need to ensure financial data are handled appropriately.  

It is clear that the advent of AI and other technologies has also resulted in new business models that 

may not be well covered by existing regulatory and supervisory structures. Today, many non-bank 

businesses connect directly with customers to offer financial services. While these companies are 

generally subject to the same banking laws, they often lack the proactive oversight that ensures 

 
10 https://www.govinfo.gov/content/pkg/FR-2020-05-08/pdf/2020-09890.pdf 

https://www.govinfo.gov/content/pkg/FR-2020-05-08/pdf/2020-09890.pdf
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regulation is being applied evenly. The banking agencies should consider how they could ensure that 

these principles are being applied evenly to banks and nonbanks alike.  

In particular, banks and technology companies are currently investing in technologies that give 

consumers control when they share their financial data. However current practices in the data 

aggregation market may leave consumers exposed and create risks. Legacy processes known as “screen 

scraping” require users to forfeit their bank username and password, granting technology companies’ 

unfettered access to a customer’s most sensitive data. It is critically important that consumers be fully 

informed about the activities involved, the potential risks, and the security steps that are in play to 

protect their data. 

The CFPB and other banking agencies should allow private sector developments to continue their strong 

progress, but take steps to ensure that consumer financial data remains protected when it leaves the 

secure bank environment. ABA has provided specific recommendations in a statement for the record 

provided to the Task Force on Financial Technology of the House Financial Services Committee.11  

Ensure community banks have the tools to adopt AI and other technologies 

Community banks rely on technology infrastructure from companies that provide software systems 

known as core banking platforms (core providers). Core technology supports everything from accepting 

deposits to originating loans, all of which tie into operating the core ledger that keeps track of 

customers’ accounts. For many banks, their core provider is the heart of their IT infrastructure. Without 

the support of these core providers, it is nearly impossible for community banks to adopt new 

technologies.  

ABA has engaged with the core providers through its banker-driven Core Platforms Committee, made up 

of community and mid-sized banks, in an effort to strengthen relationships between banks and cores. 

One of the key priorities that this committee has identified is data access. Community banks often 

struggle to quickly and easily access the data held in their core platforms, severely limiting the ability to 

apply AI. For community banks to remain competitive, it is critical that the core providers give them the 

ability to quickly analyze their data and apply new technologies to gain insights from it.  

Crypto-Assets 
Effective policy analysis on crypto assets is essential to maintaining banks’ capacity to innovate, but it 

may be inhibited by the lack of common terminology. A common taxonomy and understanding of crypto 

assets’ risks and features, broadly consistent and coordinated across all the relevant regulators, is 

essential to fostering prudent innovation within a sound risk management framework.12 Further, it is 

critical that there is a clear delineation between leveraging DLT as a technology to digitize traditional 

financial activity and activity around crypto assets such as cryptocurrencies. Where technology is being 

used to facilitate traditional activities and the same risks are inherent, existing regulatory oversight 

should apply and if required, clarity provided. 

In addition to a common taxonomy, regulatory authorities must seek a common understanding and 

consistent treatment of these characteristics and their risks, to prevent inconsistent regulatory 

 
11 https://www.aba.com/advocacy/policy-analysis/data-access-statement-for-the-record 
12 https://www.gfma.org/correspondence/gfma-response-to-bcbs-discussion-paper-on-the-prudential-treatment-
for-crypto-assets/ 

https://www.aba.com/advocacy/policy-analysis/data-access-statement-for-the-record
https://www.gfma.org/correspondence/gfma-response-to-bcbs-discussion-paper-on-the-prudential-treatment-for-crypto-assets/
https://www.gfma.org/correspondence/gfma-response-to-bcbs-discussion-paper-on-the-prudential-treatment-for-crypto-assets/
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treatment of banks by different authorities. Further, transactions involving DLT may raise implications 

for multiple, potentially conflicting legal jurisdictions, in circumstances in which relevant geographical 

connections may not, in current practice, be easily discoverable. A lack of clear definitions of types of 

assets and treatment by regulatory authorities leaves banks with a choice between facing unknown 

regulatory standards or foregoing activity.  

Even when they share key characteristics with more familiar asset types, a subset of crypto assets may 

present special concerns. An example of this includes anti-money laundering (AML) compliance. The 

anonymous nature of transactions in some assets, e.g., cryptocurrencies such as bitcoin, requires 

particular attention to AML risks. The OCC could provide substantial support to successful, prudent 

innovation by clarifying AML compliance expectations and encouraging consistent treatment across all 

US regulatory authorities. 

As discussed at length earlier in the letter, the OCC must address these risks without impairing desirable 

innovation. Particularly since many aspects of crypto assets resemble other well-understood asset types, 

the OCC should not create new, conflicting regulatory requirements to the extent the existing 

framework is adequate. When more familiar asset and transaction types involve innovative technology, 

existing regulatory standards for secure, robust, and fully functional technical systems should apply to 

these technologies as well. In addition, as markets in crypto assets continue to evolve, the OCC should 

be prepared to clarify whether transactions in them fit within the scope of the business of banking, and 

how other relevant regulatory standards apply.13 

Conclusion 
Responsible innovation in financial services has tremendous potential to benefit customers, promoting 

financial inclusion, making it possible to extend credit to many more borrowers, and giving customers 

improved transparency into the financial products they use every day.  

ABA appreciates the opportunity to comment on the ANPR and looks forward to working with the OCC 

as it works to promote innovation in America’s banks. Please do not hesitate to reach out with questions 

or to discuss our comments. 

Sincerely, 

Rob Morgan  

 

 

 
13 A recent example is the OCC’s July 22, 2020 Interpretive Letter #1170, “Authority of a National Bank to Provide 
Cryptocurrency Custody Services for Customers,“ available at https://www.occ.gov/topics/charters-and-
licensing/interpretations-and-actions/2020/int1170.pdf 

https://www.occ.gov/topics/charters-and-licensing/interpretations-and-actions/2020/int1170.pdf
https://www.occ.gov/topics/charters-and-licensing/interpretations-and-actions/2020/int1170.pdf

