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Summary of the Contract
This report consists of an evaluation of state statutes, regulations and practices in each of the fifty states, as well as the District of Columbia, Guam, and Puerto Rico, to evaluate sources of state law that might pose additional restrictions upon the use or disclosure of health information relating to the Sentinel System.
The contract to develop this report, FDA1062261, was awarded on September 2, 2009.
Executive Summary

There are no specific prohibitions pertaining to data holders that may choose to participate in the Sentinel Initiative (as currently envisioned by the FDA) so long as health data is stripped of identifiable markers and is shared in summary fashion, or as de-identified or aggregated data. A number of States do provide additional confidentiality protection for certain categories of health information that are viewed as more sensitive, in which unauthorized release could lead to stigmatization or discrimination towards affected individuals. These categories generally include: genetic testing information, mental health information, substance abuse treatment information, and information about HIV/AIDS and other communicable diseases. In most cases, however, States have enumerated statutory exceptions from confidentiality requirements that allow disclosure of this type of information for research purposes, or that allow disclosure of non-individually identifiable information such as summary, de-identified, or aggregated data. 
There are areas of concern for data holders pertaining to State law restrictions on the exchange of certain types of health information deemed as privileged, confidential or strictly confidential. We have noted seven “areas of concern” where additional State restrictions apply as follows:  bloodborne pathogens records, controlled substance records, clinical test records, disease records, mental health records, genetic records, and sexual assault records. In some cases neither the exchange of de-identified, summary, or aggregated information, nor the transfer of information for research purposes, are expressly recognized as exceptions to the general confidentiality rule. State statutes in these seven areas of concern are listed below and organized by area of concern. State statutes with enumerated exceptions for the transfer of de-identified, summary, or aggregated data; or data for research use, are not included on the list below.
Background

In May 2008, the Secretary of the Department of Health and Human Services (HHS) and the Commissioner for the Food and Drug Administration (FDA) announced the Sentinel Initiative. The Sentinel Initiative is a long-term effort by the FDA to create a national electronic system (the Sentinel System) for monitoring product safety. The Sentinel System is intended to augment the FDA’s existing post-market safety surveillance systems, which are primarily passive, and to allow the FDA to actively gather information about the post-market safety and performance of regulated products.

As currently envisioned, the Sentinel Initiative will enable the Agency to capitalize on the capabilities of multiple, existing automated healthcare data systems (e.g. electronic health record systems, administrative claims databases, registries, and other data systems) to augment the FDA’s current surveillance capabilities. The Sentinel Initiative will enable queries of disparate data sources quickly and securely for relevant product safety information. Data will continue to be managed by its owners, and only the data of organizations who agree to participate in this system will be included. Questions would be sent to appropriate, participating data sources, which would, in turn, evaluate their data and send results for FDA review, in accordance with existing privacy and security safeguards.

The Sentinel Initiative is a response to various calls for this type of effort from the FDA. In September 2005, the HHS Secretary asked the FDA to expand its current system for monitoring medical product performance, and to explore the possibility of working with multiple automated healthcare data systems to augment the FDA’s current capabilities to identify and evaluate product safety information. The Secretary recommended that the FDA explore creating a public-private collaboration as a framework for such an effort, leveraging large, automated healthcare databases already in existence.

In 2006, the Institute of Medicine (IOM) issued a report, entitled “The Future of Drug Safety: Promoting and Protecting the Health of the Public.”  Among other suggestions, the IOM report recommended that the FDA identify ways to access other health-related databases and create a public-private partnership to support safety studies.

In 2007, Congress enacted the Food and Drug Administration Amendments Act of 2007 (FDAAA). Section 905 of this statute calls for the HHS Secretary to develop methods to obtain access to disparate data sources, and to establish an active post-market risk identification and analysis system that links and analyzes safety data from multiple sources. The FDAAA sets a goal of access to data from 25 million patients by July 1, 2010, and 100 million patients by July 1, 2012. The law also requires the FDA to work closely with partners from public, academic, and private entities. The FDA views its Sentinel Initiative as a mechanism through which some of the requirements mandated by this legislation can be carried out.

The Sentinel Initiative is a long-term effort that must proceed in stages. The initial stage of the Sentinel Initiative has allowed the FDA to further refine the requirements and develop the scope of this project. The FDA has funded eight contracts to support this initial stage. In addition to this ongoing contractual work, there are many ongoing activities in the public and private sector that will inform the Sentinel Initiative. The FDA has hosted a series of meetings with various stakeholder groups, including other federal agencies; data sources and environments; academics and experts; patient, consumer, and provider groups; and IT vendors. 
In addition, in December 2008, a public workshop was held to discuss the Sentinel Initiative with the following objectives:

· to provide an update on the current status of the Sentinel Initiative and allow for comment from all stakeholders,

· to discuss potential governance models and their implications, and

· to discuss approaches to ensuring continued involvement of all stakeholders as the Sentinel Initiative evolves.

As part of the work conducted under contract with the eHealth Initiative Foundation, an analysis of legal issues related to structuring the FDA Sentinel Initiative activities was conducted. In addition to the work that has been done specifically to support the Sentinel Initiative, HHS has, through the Office of the National Coordinator for Health IT, been exploring state law relating to privacy that could affect electronic health information exchange generally. As part of that effort, it has commissioned a report on state disclosure laws relating to health information that was made available in January of 2010.

Research Protocol


This report surveys the additional state law restrictions relating to the Sentinel Initiative in each of the fifty states, as well as the District of Columbia, Guam, and Puerto Rico. Statutory, constitutional, and common law sources have been researched and analyzed for creating heightened levels of confidentiality for specific types of personal records. 

We expanded on the research of two previous papers that address the privacy concerns relating to the exchange of patient medical records: “An Analysis of Legal Issues Related to Structuring FDA Sentinel Initiative Activities” written by Kristen Rosati, Esq., of Coppersmith Gordon Schermer & Brockelman, PLC, and “Privacy and Security Solutions for Interoperable Health Information Exchange: Report on State Law Requirements for Patient Permission to Disclose Health Information” by Joy Pritts, et al. The first report consisted of a survey of federal laws and a brief overview of state laws that may be relevant for the FDA’s Sentinel System. The second report looked at state and territorial business practices, policies and laws that restrict the creation of an electronic health information exchange. 
In conducting our research, we used online legal research tools, including LexisNexis, Westlaw, and relevant websites operated by state governments to conduct our research. We focused on state statutes, common law and constitutional law. We reviewed the statutes and cases cited by other reports as well as conducting our own word searches. Examples of the word searches we conducted include various combinations and permutations of the following: medical, record, privacy, confidentiality, patient, hospital, health, HIV, mental health, genetic, alcohol, substance, drug, chemical, disclosure, and research.

We reviewed the table of contents for each state’s code of laws to identify relevant statutes. We also referenced other relevant research reports, law journal articles and fifty-state health law surveys. Where relevant, we reviewed applicable and illuminating case law associated with statutes as well as attorney general opinions regarding the statutes. 

We have addressed both the laws governing specific types of records and also the regulations for specific medical professionals and data holders. In particular, we highlighted where the Sentinel System could access certain records through different state government bodies and data holders. We also addressed the penalties and liabilities for misuse of medical records.

The FDA has yet to disclose the specific medical databases that will exchange information, so we relied upon the FDA’s description of the types of databases that it would employ, which could include those of private practice doctors of medicine, hospitals, pharmacists, outpatient substance abuse treatment programs, inpatient mental health care facilities, and independent clinical laboratories (i.e., laboratories not associated with hospitals or public health departments). Finally, we have been instructed by the FDA that it is possible that queries may be submitted to the Sentinel System by non-government entities, such as researchers affiliated with academic institutions, as well as by the FDA.

We have not reviewed administrative law, ethical codes and local regulation of medical records and organizations as being beyond the scope of this Report. Such sources of regulation are state specific and can include State Departments of Aging, State Boards of Behavioral Sciences, State Boards of Healing Arts, State Boards of Nursing, State Boards of Optometry, State Boards of Pharmacy, State Dental Boards, State Departments of Health & Environment, State Emergency Services Boards, State Insurance Commissions, State Departments of Social and Rehabilitation Services, State Workers’ Compensation Agencies, and professional organizations such as State Medical Associations. By way of example, in Kansas the following state agencies also control usage of health information: Kansas State Board of Healing Arts, Kansas Department of Health & Environment, Kansas Department on Aging, Behavioral Sciences Regulatory Board, Dental Board, Emergency Medical Services Board, Kansas Board of Nursing, Kansas State Board of Examiners in Optometry, Kansas State Board of Pharmacy, Kansas Department of Insurance, Kansas Health Policy Authority, Kansas Department of Social and Rehabilitation Services, and the Kansas Division of Workers Compensation. 

Finally, although relevant, this Report does not examine additional restrictions on data holders contained in the HIPAA Security Rule or comparable state statutes.

Bloodborne Pathogens Records and/or Blood Tests Results:

1. Alaska Stat. § 18.15.440 (Alaska)
2. N.D. Cent. Code, § 23-07.5-02 (North Dakota) 

Controlled Substance Records / Substance Abuse Records:

1. Ala. Code § 20-2-215 (Alabama)
2. Alaska Stat. § 47.37.210 (Alaska)

3. Kan. Stat. Ann. § 65-5602 (Kansas)

Clinical Test Results:

1. D.C. Code § 44-211 (District of Columbia)

Disease Records (HIV/AIDS, Venereal and Other Disease):

1. Ala. Code § 22-11A-54 (Alabama)

2. Ark. Code Ann. § 20-16-504 (Arkansas)

3. Conn. Gen. Stat. § 19a-583 (Connecticut)

4. Idaho Code Ann. § 39-606 (Idaho)

5. La. Rev. Stat. Ann. § 40:1300.14 (Louisiana)

6. Mass. Gen. Laws ch. 111, § 70F (Massachusetts)

7. Mich. Comp. Laws § 333.5131 (Michigan)

8. Mo. Rev. Stat. § 191.656 (Missouri)

9. 35 Pa. Stat. Ann. § 7607 (Pennsylvania)

10. P.R. Laws Ann. tit. 24, § 575 (Puerto Rico)

Genetic Records:

1. Tex. Occ. Code Ann. § 58.103 (Texas)

Mental Health Records:

1. Ala. Code § 22-56-4 (Alabama)

2. Colo. Rev. Stat. § 27-10-120 (Colorado)

3. Del. Code Ann. tit. 16, § 5161 (Delaware)

4. Fla. Stat. § 456.059 (Florida)

5. Guam Code Ann. tit. 10, § 82605 (Guam)

6. Kan. Stat. Ann. § 65-5602 (Kansas)

7. Okla. Stat. tit. 43A, § 1-109 (Oklahoma)

8. P.R. Laws Ann. tit. 24, § 6153m (Puerto Rico) 

Sexual Assault Records:

1. Mass. Gen. Laws ch. 111, § 70E (Massachusetts) 
Recommendations for Next Steps

There are few cases that directly address usage of medical data for programs similar to the Sentinel System as it is currently envisioned. While we cannot identify specific statutory prohibitions on voluntary participation in the Sentinel Initiative we advise data holders that further research and advisory opinions be sought relating to specific databases – particularly those databases that contain health information deemed as “areas of concern” above as they are identified for participation with the Sentinel System. Advisory opinions could include both those from local counsel as well as from state authorities such as state attorneys general, state insurance commissioners, and other state or local organizations controlling the ethical standards of medical professionals. 
Appendix A: State Law Summary Chart

Table of contents

1Alabama

SUMMARY
1
I. COMMON LAW
1
II. STATUTORY LAW
3
Alaska
5
SUMMARY
5
I. COMMON LAW
5
II. STATUTORY LAW
6
III. CONSTITUTIONAL LAW
8
Arizona
8
SUMMARY
8
I. COMMON LAW
8
II. STATUTORY LAW
9
III. CONSTITUTIONAL LAW
13
Arkansas
13
SUMMARY
13
I. COMMON LAW
13
II. STATUTORY LAW
15
III. CONSTITUTIONAL LAW
17
California
17
SUMMARY
17
I. COMMON LAW
17
II. STATUTORY LAW
18
III. CONSTITUTIONAL LAW
21
Colorado
21
SUMMARY
21
I. COMMON LAW
21
II. STATUTORY LAW
23
Connecticut
26
SUMMARY
26
I. COMMON LAW
27
II. STATUTORY LAW
28
III. CONSTITUTIONAL LAW
31
Delaware
31
SUMMARY
31
I. COMMON LAW
31
II. STATUTORY LAW
32
District of Columbia
34
SUMMARY
34
I. COMMON LAW
34
II. STATUTORY LAW
35
Florida
36
SUMMARY
36
I. COMMON LAW
37
II. STATUTORY LAW
38
III. CONSTITUTIONAL LAW
42
Georgia
42
SUMMARY
42
I. COMMON LAW
42
II. STATUTORY LAW
43
III. CONSTITUTIONAL LAW
45
Guam
45
SUMMARY
45
I. COMMON LAW
45
II. STATUTORY LAW
45
Hawaii
47
SUMMARY
47
I. COMMON LAW
47
II. STATUTORY LAW
47
III. CONSTITUTIONAL LAW
51
Idaho
51
SUMMARY
51
I. COMMON LAW
51
II. STATUTORY LAW
52
Illinois
53
SUMMARY
53
I. COMMON LAW
54
II. STATUTORY LAW
55
III. CONSTITUTIONAL LAW
57
Indiana
57
SUMMARY
57
I. COMMON LAW
57
II. STATUTORY LAW
58
Iowa
62
SUMMARY
62
I. COMMON LAW
62
II. STATUTORY LAW
63
Kansas
64
SUMMARY
64
I. COMMON LAW
64
II. STATUTORY LAW
66
Kentucky
68
SUMMARY
68
I. COMMON LAW
68
II. STATUTORY LAW
69
III. CONSTITUTIONAL LAW
71
Louisiana
72
SUMMARY
72
I. COMMON LAW
72
II. STATUTORY LAW
73
Maine
74
SUMMARY
74
I. COMMON LAW
74
II. STATUTORY LAW
77
Maryland
79
SUMMARY
79
I. COMMON LAW
79
II. STATUTORY LAW
81
Massachusetts
84
SUMMARY
84
I. COMMON LAW
84
II. STATUTORY LAW
85
Michigan
88
SUMMARY
88
I. COMMON LAW
88
II. STATUTORY LAW
90
Minnesota
92
SUMMARY
92
I. COMMON LAW
92
II. STATUTORY LAW
94
Mississippi
98
SUMMARY
98
I. COMMON LAW
99
II. STATUTORY LAW
100
Missouri
102
SUMMARY
102
I. COMMON LAW
102
II. STATUTORY LAW
103
III. CONSTITUTIONAL LAW
105
Montana
105
SUMMARY
105
I. COMMON LAW
105
II. STATUTORY LAW
106
III. CONSTITUTIONAL LAW
108
Nebraska
108
SUMMARY
108
I. COMMON LAW
108
II. STATUTORY LAW
109
III. CONSTITUTIONAL LAW
113
Nevada
114
SUMMARY
114
I. COMMON LAW
114
II. STATUTORY LAW
115
New Hampshire
117
SUMMARY
117
I. COMMON LAW
117
II. STATUTORY LAW
118
New Jersey
122
SUMMARY
122
I. COMMON LAW
122
II. STATUTORY LAW
124
New Mexico
126
SUMMARY
126
I. COMMON LAW
126
II. STATUTORY LAW
127
New York
130
SUMMARY
130
I. COMMON LAW
130
II. STATUTORY LAW
130
North Carolina
134
SUMMARY
134
I. COMMON LAW
134
II. STATUTORY LAW
135
North Dakota
138
SUMMARY
138
I. COMMON LAW
139
II. STATUTORY LAW
139
III. CONSTITUTIONAL LAW
143
Ohio
143
SUMMARY
143
I. COMMON LAW
143
II. STATUTORY LAW
145
Oklahoma
148
SUMMARY
148
I. COMMON LAW
148
II. STATUTORY LAW
149
Oregon
152
SUMMARY
152
I. COMMON LAW
152
II. STATUTORY LAW
153
Pennsylvania
155
SUMMARY
155
I. COMMON LAW
156
II. STATUTORY LAW
158
III. CONSTITUTIONAL LAW
159
Puerto Rico
160
SUMMARY
160
I. COMMON LAW
160
II. STATUTORY LAW
160
III. CONSTITUTIONAL LAW
163
Rhode Island
163
SUMMARY
163
I. COMMON LAW
163
II. STATUTORY LAW
163
III. CONSTITUTIONAL LAW
168
South Carolina
168
SUMMARY
168
I. COMMON LAW
168
II. STATUTORY LAW
169
South Dakota
171
SUMMARY
171
I. COMMON LAW
171
II. STATUTORY LAW
172
Tennessee
173
SUMMARY
173
I. COMMON LAW
173
II. STATUTORY LAW
174
III. CONSTITUTIONAL LAW
175
Texas
175
SUMMARY
175
I. COMMON LAW
176
II. STATUTORY LAW
176
Utah
180
SUMMARY
180
I. COMMON LAW
180
II. STATUTORY LAW
181
Vermont
184
SUMMARY
184
I. COMMON LAW
184
II. STATUTORY LAW
185
Virginia
187
SUMMARY
187
I. COMMON LAW
187
II. STATUTORY LAW
187
Washington
190
SUMMARY
190
I. COMMON LAW
190
II. STATUTORY LAW
191
West Virginia
193
SUMMARY
193
I. COMMON LAW
193
II. STATUTORY LAW
193
Wisconsin
195
SUMMARY
195
I. COMMON LAW
195
II. STATUTORY LAW
195
Wyoming
198
SUMMARY
198
I. COMMON LAW
198
II. STATUTORY LAW
198



	State
	State Law

	Alabama
	SUMMARY
Alabama courts have adopted all four of the invasion of privacy torts. Additionally, courts recognize a common law fiduciary duty of physicians to maintain patient confidentiality. Courts also allow a claim for a breach of patient confidentiality to be brought under an implied contract theory.

Areas of concern include: (1) Controlled substance databases. Ala. Code § 20-2-215 (2009). (2) HIV/AIDS information. Ala. Code § 22-11A-54 (2009). (3) Mental health data. Ala. Code § 22-56-4 (2009).

I. COMMON LAW
A. Torts

•  General: The tort of invasion of privacy is the intentional wrongful intrusion into one's private activities in such a manner as to outrage or cause mental suffering, shame, or humiliation to a person of ordinary sensibilities. Carter v. Innisfree Hotel, 661 So. 2d 1174 (Ala. 1995). To determine whether governmental or societal interests justify an intrusion into the right to medical privacy, courts evaluate the type of information to be disclosed, the potential for harm in any subsequent nonconsensual disclosure, the injury from disclosure to the relationship in which the information was originally created, the adequacy of safeguards to prevent unauthorized disclosure, the degree of need for access, and whether there is an express statutory mandate, articulated public policy, or other recognizable public interest militating toward access. Ex parte St. Vincent's Hosp., 991 So. 2d 200 (Ala. 2008).

•  Intruding Into Another’s Physical Solitude or Seclusion: For this tort, Alabama courts have adopted the stance of the American Law Institute’s Restatement (Second) of Torts (Restatement). . The acquisition of information from a plaintiff is not a requisite element of this cause of action, nor is “publication” or “communication.” The intrusion does not have to be physical. One's emotional sanctum is certainly due the same expectations of privacy as one's physical environment. Phillips v. Smalley Maintenance Services, Inc., 435 So. 2d 705 (Ala. 1983). If the means of gathering the information are excessively objectionable and improper, a wrongful intrusion may occur. Wrongful intrusion occurs when there has been abrupt, offensive, and objectionable prying into information that is entitled to be private. Johnston v. Fuller, 706 So. 2d 700 (Ala. 1997).

•  Giving Publicity to Private Information About the Plaintiff that Violates Ordinary Decency: The Restatement stance to this tort has been adopted. Publicity must have been given to a large number of people to give rise to a cause of action. Rosen v. Montgomery Surgical Ctr., 825 So. 2d 735 (Ala. 2001). A physician has a general duty to not disclose a patient's medical information acquired in the course of the physician-patient relationship and courts have stated that the “unauthorized disclosure of intimate details of a patient's health may amount to unwarranted publication of one's private affairs with which the public has no legitimate concern such as to cause outrage, mental suffering, shame or humiliation to a person of ordinary sensibilities.” Rosen v. Montgomery Surgical Ctr., 825 So. 2d 735, 738 (Ala. 2001). Unauthorized disclosure of intimate details of a patient's health may amount to unwarranted publication of one's private affairs with which the public has no legitimate concern such as to cause outrage, mental suffering, shame, or humiliation to a person of ordinary sensibilities. If the defendant doctor in the instant case had a legitimate reason for making this disclosure under the particular facts of the case, then this can be raised as a defense. Horne v. Patton, 287 So. 2d 824 (Ala. 1973).

•  Putting the Plaintiff in a False Light: The Restatement stance on this tort has been adopted by state courts. A false light claim does not require that the information made public be private; instead, the information made public must be false. Carter v. Innisfree Hotel, Inc., 661 So. 2d 1174 (Ala. 1995). The publicity must be highly offensive to a reasonable person and the actor must have had knowledge of or acted in reckless disregard as to the falsity of the publicized matter and the false light in which the other would be placed. Schifano v. Greene County Greyhound Park, Inc., 624 So. 2d 178 (Ala. 1993).

•  Appropriating the Plaintiff's Personality for a Commercial Use: Courts have adopted the Restatement stance for this tort. There is a “legitimate public interest” exception to the right to privacy. Broadcast of items of “legitimate public interest” is not prohibited by the right to privacy because the right to privacy is outweighed by the interest of the public in being informed. The plaintiff must demonstrate that there is a “unique quality or value” in his likeness that, if appropriated, would result in commercial profit to the defendant. Minnifield v. Ashcraft, 903 So. 2d 818 (Ala. Civ. App. 2004). The determining factor is the content and character of the publication, not the standing of the individual. Bell v. Birmingham Broadcasting Co., 266 Ala. 266 (Ala. 1957).

•  Physician Fiduciary Duties: While there is no testimonial privilege in Alabama covering communications between a physician and his patient or the physician’s knowledge of the patient’s condition acquired by reason of that relationship, courts have recognized a fiduciary duty. Doctors are under a duty to refrain from making extra-judicial disclosures of the doctor-patient relationship and a breach of that duty will give rise to a cause of action. The physician-patient relationship imposes upon the physician a fiduciary duty to refrain from disclosing confidential information obtained from his patients in the course of treatment unless the maintenance of confidentiality would be offensive to a paramount public interest. Disclosure by the physician of information received in the physician-patient relationship without justification is a breach of the physician's fiduciary duty of confidentiality owed to the patient. A medical doctor is under a general duty to refrain from making extra-judicial disclosures of information acquired in the course of the doctor-patient relationship and a breach of that duty will give rise to a cause of action. It is, of course, recognized that this duty is subject to exceptions prompted by the supervening interests of society, as well as the private interests of the patient himself. Horne v. Patton, 287 So. 2d 824 (1973).

B. Contract Law

•  Breach of an Implied Contract of Confidentiality: The relation of physician and patient is not necessarily contractual, but may be consensual when the physician assumes and undertakes to act in this relation. A physician incurs a duty from the relationship when this occurs. This duty requires that in the practice of the profession the physician will exercise that reasonable and ordinary care, skill, and diligence exercised generally by members of his profession in the same neighborhood, and a failure to observe this degree of care and diligence is negligence. While the general rule in Alabama is that mental anguish is not a recoverable element of damages in an action for breach of contract, an exception to this rule has been recognized that could allow recovery of damages for mental anguish in this type of action. “Where the contractual duty or obligation is so coupled with matters of mental concern or solicitude, or with the feelings of the party to whom the duty is owed, that a breach of that duty will necessarily or reasonably result in mental anguish or suffering, it is just that damages therefore be taken into consideration and awarded.” Taylor v. Baptist Medical Center, Inc., 400 So. 2d 369 (Ala. 1981). Alabama courts have required that information obtained by a physician in the course of a doctor-patient relationship be maintained in confidence, unless public interest or the private interest of the patient demands otherwise. Moreover, public knowledge of the ethical standards of the medical profession, widespread acquaintance with the Hippocratic Oath's secrecy provision, the AMA's Principles of Ethics, and/or Alabama's medical licensing requirements of secrecy (which is a common provision in many states) singly or together may well be sufficient to justify a reasonable expectation on a patient's part that the physician has promised to keep confidential all information given by the patient. Any confidentiality between patient and physician is subject to exceptions if the interests of society or the private interests of the patient intervene. These factors can be raised by a physician as a defense. Horne v. Patton, 287 So. 2d 824 (Ala. 1973). The Alabama Supreme Court has never delineated the precise dimensions of these exceptions to determine whether a patient completely loses his right to non-disclosure upon initiation of litigation in which the information subsequently disclosed by the physician is in issue. An example of recognized exceptions includes disclosure to a potential party in a case where the medical information would have otherwise been discoverable in the litigation. Mull v. String, 448 So. 2d 952, 954 (Ala. 1984). Medical records created during the psychiatrist-patient relationship are included in the confidential relationship, and are also privileged. Ex parte Rudder, 507 So. 2d 411 (Ala. 1987).

II. STATUTORY LAW

A. Health Confidentiality Statutes

•  Medical Professionals: State licensed medical professionals must comply with all laws, rules, and regulations governing the maintenance of patient medical records, including patient confidentially requirements, regardless of the state where the medical records of any patient within this state are maintained. Ala. Code § 34-24-504 (2010). Unprofessional conduct by a physician shall mean the commission or omission of any act that is detrimental or harmful to the patient of the physician or detrimental or harmful to the health, safety, and welfare of the public, and which violates the high standards of honesty, diligence, prudence and ethical integrity demanded from physicians and osteopaths licensed to practice in the State of Alabama. Ala. Admin. Code r. 545-X-4-.06 (2009).
•  Notifiable Disease: Certain medical providers must provide reports of statutorily state government designated notifiable diseases to the State Board of Health or the State Committee of Public Health. Such information is confidential. However, this statement does not prevent disclosure of statistical reports or other summaries provided that said reports or summaries do not identify individual persons. Ala. Code § 22-11A-2 (2009).

•  Sexually Transmitted Diseases: A health care or other testing facility shall maintain confidentiality regarding medical test results with respect to HIV infection or a specific sickness or medical condition derived from such infection. Ala. Code § 22-11A-54 (2009). Sexually transmitted disease reports given by physicians to the State Board of Health, or the State Committee of Public Health, are confidential and shall not be subject to public inspection. Ala. Code § 22-11A-14 (2009); Ala. Code § 22-11A-22 (2009). The State Board of Health or the State Committee of Public Health, upon consultation with and approval of the council, shall establish and maintain a system for the protection, collection, and dissemination of infection data acquired from health care facilities. The Alabama Department of Public Health may contract for any services needed to carry out the provisions of this article. Ala. Code § 22-11A-12 (2009). Courts have stated that the prevention of the spread of HIV/AIDS is a legitimate governmental interest. In certain circumstances, government requirement of the disclosure of HIV-related information will not amount to an impermissible invasion of privacy. Mark Middlebrooks, M.D., P.A. v. State Bd. of Health, 710 So. 2d 891 (Ala. 1998).

•  Controlled Substances Prescription Database: The Alabama Legislature finds that one of the purposes for establishing this database is to monitor the prescription and dispensation of controlled substances, and to materially assist state regulators and practitioners authorized to prescribe and dispense controlled substances in the prevention of diversion, abuse, and misuse of controlled substances, through the provision of education and information, early intervention, and prevention of diversion; and investigation and enforcement of existing laws governing the use of controlled substances. Ala. Code § 20-2-210 (2009). All information in the controlled substances prescription database is privileged and confidential, and is not a public record. Ala. Code § 20-2-215 (2009). The Alabama Department of Public Health has the power to enter into one or more contracts with the State Board of Pharmacy for the performance of designated operational functions for the controlled substances database. Ala. Code § 20-2-212 (2009).

•  Mental Health Services Consumers: Mental health services consumers have the right to confidentiality of all information in the consumer's mental health, medical, and financial records. Ala. Code § 22-56-4 (2009).

•  Insurance Records: Any data or information pertaining to the diagnosis, treatment, or health of any enrollee or applicant, held by a health maintenance organization, shall be held in confidence and shall not be disclosed. Ala. Code § 27-21A-25 (2009).

•  Penalties: Any person violating the confidentiality of sexually transmitted disease reports shall be guilty of a misdemeanor, and, upon conviction, may be fined not less than $100.00 nor more than $500.00. Ala. Code § 22-11A-14 (2009). Persons violating such confidentiality are also guilty of a Class C misdemeanor. Ala. Code § 22-11A-22 (2009). Any person who intentionally makes an unauthorized disclosure of information contained in the controlled substances prescription database shall be guilty of a Class A misdemeanor. Any person or entity who intentionally obtains unauthorized access to or who alters or destroys information contained in the controlled substances prescription database shall be guilty of a Class C felony. Ala. Code § 20-2-216 (2009). The Alabama Board of Examiners in Counseling , by a majority of the board members present and voting, is authorized to withhold, deny, revoke, or suspend any license or certificate issued or applied for in accordance with this chapter, or otherwise discipline a licensed professional counselor or associate licensed counselor upon proof by proper hearing that the applicant, licensed professional counselor, or associate licensed counselor has violated the current code of ethics adopted by the board. Ala. Code § 34-8A-16 (2009). The board shall suspend, place on probation, or require remediation for any psychologist or psychological technician for a specified time, to be determined at the discretion of the board, or revoke any license to practice as a psychologist or psychological technician, or take any other action specified in the rules and regulations whenever the board finds by a preponderance of the evidence that the psychologist or psychological technician has engaged in any of the following acts or offenses: immoral, unprofessional, or dishonorable conduct; or violation of the code of ethics. Ala. Code§ 34-26-46 (2009).

	Alaska
	SUMMARY

Alaska imposes strict penalties for medical professionals who disclose confidential information. Alaska courts have recognized both False Light and Intrusion Upon Seclusion privacy torts. Courts have also recognized a medical professional’s fiduciary duty of maintaining confidentiality. The state constitution explicitly recognizes the right to privacy. Only a compelling state interest can overcome this threshold.

Areas of concern include: (1) Blood tests of prisoners. Alaska Stat. § 18.15.440 (2009); (2) Records from substance abuse facilities. Alaska Stat. § 47.37.210 (2009); (3) Pharmaceutical records. Alaska Stat. § 08.80.315 (2009).

I. COMMON LAW
A. Torts

•  General: State courts have recognized that all persons are entitled to the common-law “right to be free from harassment and constant intrusion into one's daily affairs.” Wal-Mart, Inc. v. Stewart, 990 P.2d 626 (Alaska 1999). A cause of action must show that (1) the plaintiff had a reasonable expectation of privacy, and (2) the defendant intruded in a manner highly offensive to a reasonable person. Greywolf v. Carroll, 151 P.3d 1234 (Alaska 2007). "[C]ourts have construed ‘offensive intrusion’ to require either an unreasonable manner of intrusion, or intrusion for an unwarranted purpose." Luedtke v. Nabors Alaska Drilling, Inc., 768 P.2d 1123 (Alaska 1989). Whether or not an action can stand also depends on whether the matter affects the public, either directly or indirectly. Ravin v. State, 537 P.2d 494 (Alaska 1975). Where a plaintiff’s medical status and information affect health and safety issues, they are afforded less privacy. Luedtke v. Nabors Alaska Drilling, Inc., 768 P.2d 1123 (Alaska 1989).
•  False Light: A false light claim arises when a defendant publicizes a matter that places the plaintiff before the public in a false light. State v. Carpenter, 171 P.3d 41 (Alaska 2007).
•  Intrusion Upon Solitude or Seclusion: This claim arises when a defendant intentionally intrudes upon the solitude or seclusion of another or his private affairs or concerns. The intrusion must be highly offensive to a reasonable person. Wal-Mart, Inc. v. Stewart, 990 P.2d 626 (Alaska 1999).
•  Fiduciary Duties: A fiduciary relationship exists when one imposes a special confidence in another, so that the latter, in equity and good conscience, is bound to act in good faith and with due regard to the interests of the one imposing the confidence. The Alaska Supreme Court has recognized a fiduciary relationship in relationships involving trusts. Seybert v. Cominco Alaska Exploration, 182 P.3d 1079 (Alaska 2008).
•  Physician Fiduciary Duties: Physician and psychotherapist privileges exist for confidential communications. A communication is confidential if it is not intended to be disclosed to third party individuals. Alaska Evidence Rule 504(d)(7). Courts have found that this privilege only applies to testimony that reveals the substance of confidential communications made for the purpose of diagnosing or treating those problems. General information that a person has undergone treatment is not privileged. Cooper v. Dist. Court, 133 P.3d 692 (Alaska App. Ct. 2006).

•  Fiduciary Duties of Insurance Companies: The Alaska Supreme Court has recognized that inherent in every insurance contract is a fiduciary relationship that gives rise to an implied covenant of good faith and fair dealing in execution of the contract. Seybert v. Cominco Alaska Exploration, 182 P.3d 1079 (Alaska 2008).

II. STATUTORY LAW

A. Health Confidentiality Statutes


•  General: Licensed professional counselors may not reveal any communication obtained from clients through professional settings. Alaska Stat. § 08.29.200 (2009). Exceptions to this rule include: (1) a communication to a potential victim, the family of a potential victim, law enforcement authorities, or other appropriate authorities concerning a clear and immediate probability of physical harm to the client, other individuals, or society; (2) a case conference or case consultation with other mental health professionals at which the patient is not identified; (3) the release of information that the client in writing authorized the licensee to reveal; (4) information released to the Board of Professional Counselors during the investigation of a complaint or as part of a disciplinary or other proceeding; and (5) situations where the rules of evidence applicable to the psychotherapist-patient privilege allow the release of the information. Alaska Stat. § 08.29.200 (2009). Certain vital statistics – such as records of deaths, marriage, or divorce – may be disclosed by the Bureau of Vital Statistics for research purposes, such as the Sentinel System. Alaska Stat. § 18.50.310 (2009). Marital and family therapists may release information to the Board of Marital and Family Therapy, which may in turn use the data to answer Sentinel System queries. Alaska Stat. § 08.63.200 (2009).
•  Physicians: The 2002-2003 Principles of Medical Ethics of the American Medical Association
 has been adopted as an ethical standard for all physicians. Alaska Admin. Code tit. 12, § 40.955. The fourth guideline states that “[a] physician shall respect the rights of patients… and shall safeguard patient confidences and privacy within the constraints of the law.”
•  Insurance: All insurance agents, brokers or other sellers must document all insurance transactions. Alaska Stat. § 21.27.350 (2009). Such records are open for examination and inspection by the director of the division of insurance. Alaska Stat. § 21.27.350 (2009). The Director may disclose any information or record designated confidential, such as identifiable health insurance claim information, to federal regulatory agencies, such as the FDA, if the recipient maintains the confidentiality of the information or records. Alaska Stat. § 21.06.060 (2009). The director may also enter into agreements regarding the sharing of confidential information or records with federal regulatory agencies for the purpose of furthering a regulatory action taken as part of the recipient agency’s official duties. Alaska Stat. § 21.06.060 (2009). Additionally, the director may examine the records of authorized insurers and insurance agents in order to review information for response to a Sentinel System query. Alaska Stat. § 21.06.120 (2009). Furthermore, health care insurers may disclose medical and financial information for the purpose of research, subject to federal law and regulations and in a manner that protects the confidentiality and identity of patients. Alaska Stat, § 21.07.040 (2009).
•  Mental Health Records: Mental health information is confidential, but may be copied and disclosed for research purposes or for maintaining health statistics as long as the anonymity of the patient is assured. Alaska Stat. § 21.39.120 (2009); Alaska Stat. § 47.30.845 (2009). Psychologists may not reveal communications made by a client in a professional setting. Alaska Stat. § 08.86.200 (2009).
•  Blood Testing of Prisoners: Bloodborne pathogen test results of criminal offenders and prisoners are given heightened confidentiality status. Alaska Stat. § 18.15.440 (2009).
•  AIDS/HIV: HIV tests ordered by a court due to a sexual offense are confidential and may not be disclosed with personal identifying data. Alaska Stat. § 18.15.310 (2009).
•  Alcohol and Drug Abuse Treatment: The records of treatment facilities are confidential and privileged to the patient. However, the Department of Health and Social Services will allow usage of patient records for research purposes relating to the causes and treatment of alcoholism or drug abuse, as long as such information does not disclose a patient’s name. Alaska Stat. § 47.37.210 (2009).
•  Pharmacists & Pharmacies: Any information contained in a patient’s record or obtained during patient counseling is confidential and may only be disclosed to governmental agencies authorized by law to receive such information. Alaska Stat. § 08.80.315 (2009).

•  Medical Facilities: A facility must maintain procedures to protect the information in medical records from loss, defacement, tampering, or access by unauthorized persons. A patient's written consent is required for release of information that is not authorized to be released without consent. A facility may not use or disclose protected health information except as required or permitted by 45 C.F.R. Part 160, subpart C, and 45 C.F.R. Part 164, subpart E, revised as of October 1, 2005, and adopted by reference. 7 Alaska Admin. Code 12.770 (2010).

•  Penalties: A pharmacist or psychologist who reveals confidential patient information to unauthorized persons is guilty of a Class B misdemeanor. Alaska Stat. § 08.80.460 (2009); Alaska Stat. § 08.86.210 (2009). If a physician violates any  code of ethics regulated by the State Medical Board, sanctions may be imposed. Alaska Stat. § 08.64.326 (2009). Sanctions may also be imposed by the Board if a physician “intentionally or negligently releasing or disclosing confidential patient information.” Alaska Stat. § 08.64.326 (2009); Alaska Admin. Code tit. 12, § 40.96 (2009).
III. CONSTITUTIONAL LAW

•  Article 1, Section 22: “The right of the people to privacy is recognized and shall not be infringed.” Alaska Const. art. I, § 22 (2009). A person’s constitutional right to privacy is invaded when the individual has an actual, subjective expectation of privacy and that expectation was one that society recognizes as reasonable. City and Borough of Juneau v. Quinto, 684 P.2d 127 (Alaska 1984). A compelling state interest has also been defined as something of a serious manner involving the public welfare, or the health, safety, rights, and privileges of others. Anchorage Police Department Employees Ass’n v. Municipality of Anchorage, 24 P.3d 547 (Alaska 2001). Certain information obtained through a physician-patient relationship has been explicitly found to be protected by Alaska’s constitutional zone of privacy. Falcon v. Alaska Public Offices Commission, 570 P.2d 469 (Alaska 1977).There is no constitutional right to privacy against private parties. Chizmar v. Mackie, 896 P.2d 196 (Alaska 1995).

	Arizona
	SUMMARY

State courts have adopted the Restatement stance to the invasion of privacy torts.

I. COMMON LAW
A. Torts

•  General: Privacy rights are limited where they involve the life of a person in whom the public has a rightful interest, or where the information would be of public benefit. Godbehere v. Phoenix Newspapers, 783 P.2d 781 (Ariz. 1989). The Restatement's four-part classification of invasion of privacy torts has been adopted by Arizona courts. Rutledge v. Phoenix Newspapers, 715 P.2d 1243 (Ariz. Ct. App. 1986). Prosser’s approach to the torts has also generally been adopted. Cluff v. Farmers Ins. Exch., 460 P.2d 666 (Ariz. Ct. App. 1969).
•  Intrusion Upon the Plaintiff's Seclusion or Solitude: The invasion may be by physical intrusion into a place in which the plaintiff has secluded himself, as when the defendant forces his way into the plaintiff's room in a hotel or insists over the plaintiff's objection in entering his home. It may also be by the use of the defendant's senses, with or without mechanical aids, to oversee or overhear the plaintiff's private affairs, as by looking into his upstairs windows with binoculars or tapping his telephone wires. It may be by some other form of investigation or examination into his private concerns, as by opening his private and personal mail, searching his safe or his wallet, examining his private bank account, or compelling him by a forged court order to permit an inspection of his personal documents. Hart v. Seven Resorts, 947 P.2d 846 (Ariz. Ct. App. 1997).

•  Public Disclosure of Embarrassing Private Facts About the Plaintiff: The Restatement stance on this tort has been adopted. A person who unreasonably and seriously interferes with another's interest in not having his affairs known to others or his likeness exhibited to the public is liable to the other. Reed v. Real Detective Publishing Co., 162 P.2d 133 (Ariz. 1945). 

•  Appropriation, for the Defendant's Advantage, of the Plaintiff's Name or Likeness: There are no on point cases about this tort.
•  False Light: The Restatement stance on this tort has been adopted. A false light cause of action may arise when something untrue has been published about an individual, or when the publication of true information creates a false implication about the individual. A cause of action does not arise where the interest in protecting free speech outweighs the interest in protecting an individual’s privacy. There can be no false light invasion of privacy action for matters involving official acts or duties of public officers. A plaintiff cannot sue for false light invasion of privacy if he or she is a public official, and the publication relates to performance of his or her public life or duties. Godbehere v. Phoenix Newspapers, 783 P.2d 781 (Ariz. 1989).
II. STATUTORY LAW

A. Privacy Torts

•  Limitations on Lawsuits: No person shall have more than one cause of action for damages for libel, slander, invasion of privacy or any other tort founded upon a single publication, exhibition or utterance, such as any one edition of a newspaper, book or magazine, any one presentation to an audience, any one broadcast over radio or television or any one exhibition of a motion picture. Recovery in any action shall include all damages for any such tort suffered by the plaintiff in all jurisdictions. Ariz. Rev. Stat.. § 12-651 (2009).
•  Nonliability for Publication Made at Instance of Public Officer: An action for damages shall not lie against the editor, publisher, or proprietor of a newspaper or periodical for publication of a report, proceedings or other matter published at the instance of a public officer acting in compliance with law. Ariz. Rev. Stat. § 12-653 (2009).
•  A Soldier’s Right of Publicity: The right to control and to choose whether and how to use a soldier's name, portrait or picture for commercial purposes is recognized as each soldier's right of publicity. A person is liable for using the name, portrait or picture of any soldier for advertising, solicitating patronage for any business, or receiving consideration for the sale of goods, without having obtained prior consent. Ariz. Rev. Stat. § 12-761 (2009).
•  Communicable Disease Disclosures: A protected person who has taken an AIDS test or is HIV positive, may bring an action in superior court for legal and equitable relief on his own behalf against a person who violates the confidentiality of communicable disease information. Ariz. Rev. Stat. § 36-668 (2009)
B. Health Confidentiality Statutes


•  Health Care Providers: A health care provider may disclose medical records or payment records as otherwise authorized by state or federal law, including HIPAA. Disclosure may be made to health profession regulatory boards or health care providers for the purpose of conducting utilization review, peer review or quality assurance. Ariz. Rev. Stat. § 12-2294 (2009).
•  Crime Victim Advocate Data: A crime victim advocate shall not disclose, as a witness or otherwise, any communication, except compensation or restitution information, between himself and the victim, unless the victim consents in writing to the disclosure. Unless the victim consents in writing to the disclosure, a crime victim advocate shall not disclose records or documents made while advising, counseling, or assisting the victim; or that are based on communication between the victim and the advocate. Ariz. Rev. Stat. § 13-4430 (2009).
•  Insurance Records: An insurance institution, insurance producer or insurance support organization shall not disclose any personal or privileged information about an individual collected or received in connection with an insurance transaction. Disclosure is allowed for the purpose of conducting actuarial or research studies, with the following caveats:  no individual may be identified in any actuarial or research report, materials allowing the individual to be identified shall be returned or destroyed as soon as they are no longer needed, and the actuarial or research organization shall agree not to disclose the information unless the disclosure would otherwise be permitted by this section if made by an insurance institution, insurance producer or insurance support organization. Ariz. Rev. Stat. § 20-2113 (2009).
•  Utilization Review Data: A utilization review agent shall file with the director of the department of insurance written procedures for assuring that the patient information it obtains during the process of utilization review is maintained as confidential in accordance with applicable federal and state laws. Utilization review data must be used solely for the purposes of utilization review, quality assurance, discharge planning or catastrophic case management and can be shared only with agencies authorized by the patient, in writing and on a form prescribed by the director, to receive the information. Summary data is not confidential if the data does not provide sufficient information to allow identification of individual patients. Ariz. Rev. Stat. § 20-2509 (2009).
•  Psychologists: The confidential relations and communication between a client and a psychologist are the same as those provided by law between an attorney and a client. A psychologist shall not divulge information that is received by reason of the confidential nature of the psychologist's practice. The psychologist shall ensure that client records and communications are treated by clerical and paraprofessional staff at the same level of confidentiality and privilege required of the psychologist. Ariz. Rev. Stat. § 32-2085 (2009).

•  Behavioral Health Professionals: The confidential relationship between a patient who receives behavioral health services and a behavioral health professional is the same as between an attorney and a client. A behavioral health professional shall not divulge information received by reason of the confidential nature of the behavioral health professional-client relationship. Ariz. Rev. Stat. § 32-3283 (2009).
•  Genetic Testing Results: The results of genetic tests are confidential and no person may disclose, or be compelled to disclose, the identity of any person who has had a genetic test, or the results of a genetic test, in a manner that allows identification of the person tested. Genetic test results may be released to a researcher for medical research or public health purposes only if the research is conducted pursuant to applicable federal or state laws and regulations governing clinical and biological research, or if the identity of the individual providing the sample is not disclosed to the person collecting and conducting the research. Test results may also be released to a health care provider to conduct utilization review, peer review or quality assurance. Persons who have received such test information may not further disclose the results. Ariz. Rev. Stat. § 12-2802 (2010). Information and records held by a state agency, or a local health authority relating to genetic testing information, are confidential and are exempt from \public copying and inspection requirements. A state agency or a local health authority shall not release or make available to the public genetic testing information and records. Ariz. Rev. Stat. § 12-2804 (2010). Where a genetic test is conducted within the context of an insurance business transaction, the results of such tests are privileged and confidential and may not be released to any party. Ariz. Rev. Stat. § 20-448.02 (2010).

•  Mental Health Records: A health care provider, the Department of Health Services, the Arizona health care cost containment system, or a regional behavioral health authority under contract with the department of health services, must keep records, and information contained in records, confidential and not as public records, except as provided in this section. Records and information contained in records may be disclosed to persons doing research only if the activity is conducted pursuant to applicable federal or state laws and regulations governing research. The records may also be disclosed to a person or entity as otherwise required by state or federal law, or to a person maintaining health statistics for public health purposes as authorized by law. Ariz. Rev. Stat. § 36-509 (2009).

•  Communicable Disease Records (Generally): A person who obtains communicable disease related information in the course of providing a health service, or obtains that information from a health care provider pursuant to an authorization, shall not disclose that information. Disclosure may be made for the purpose of quality review, utilization review, or necessity of medical care. A federal government agency authorized by law to receive the information may also receive the information. Additionally, the records can be revealed to a person or entity for research only if the research is conducted pursuant to applicable federal or state laws and regulations governing research. A state, county or local health department or officer may disclose communicable disease related information if the disclosure is specifically authorized or required by federal or state law, or if the disclosure is for the purpose of research as authorized by state and federal law. Ariz. Rev. Stat. § 36-664 (2009).

•  HIV/AIDS Records: No person who obtains confidential HIV-related information in the course of processing insurance information or insurance applications, or pursuant to a release of confidential HIV-related information, may disclose or be compelled to disclose that information except to a government agency specifically authorized by law to receive the information. Ariz. Rev. Stat. § 20-448.01 (2009).

•  Controlled Substances Records: Persons registered to manufacture, distribute, or dispense controlled substances under this chapter shall keep records. These records shall be open for inspection by peace officers in the performance of their duties. An officer shall not divulge any subsequent information obtained. Ariz. Rev. Stat. § 36-2523 (2009).

•  Insurance Records: The Director of Insurance of the State may share nonpublic insurance documents, materials or other information with federal regulatory agencies. Ariz. Rev. Stat. § 20-485.03 (2009).

•  Optometry Records: All patient records, examination materials, records of examination grading and performance, and transcripts of educational institutions concerning applicants and licensees are confidential and are not public records. Ariz. Rev. Stat. § 32-1746 (2009).

•  Health Care Containment System Records: Health care insurer reports obtained by the Arizona health care cost containment system administration, or its director, shall be maintained as confidential as required by HIPAA and other applicable law, and shall only be used for insurance reasons. Ariz. Rev. Stat. § 36-2923 (2009).

•  Penalties: Where there is an unauthorized disclosure of insurance records, the director may order payment of a civil penalty of not more than $500 for each violation, but not to exceed ten thousand dollars in the aggregate for multiple violations. Ariz. Rev. Stat. § 20-2117 (2009). The director may suspend, revoke, or refuse to renew a certificate issued to a utilization review agent if, after giving notice to the utilization review agent, and holding a hearing if demanded by the agent, the director finds that the agent has violated the confidentiality of medical records. Ariz. Rev. Stat. § 20-2508 (2009). If a licensee willfully reveals a privileged communication, the board of podiatry examiners may suspend, revoke, or refuse to issue a license. The board may also impose against a licensee, determined by the board to be in violation, a civil penalty of not more than two thousand dollars. Ariz. Rev. Stat. § 32-852 (2009). The board may invoke disciplinary action against any person licensed for intentional betrayal of a professional confidence, or intentional violation of a privileged communication. Ariz. Rev. Stat. § 32-1263 (2009). In addition to limiting a doctor’s license to practice and imposing various requirements, the Arizona medical board may impose a civil penalty in the amount of not less than one thousand dollars nor more than ten thousand dollars for each violation of professional conduct, such as intentionally disclosing a professional secret or intentionally disclosing a privileged communication, except as otherwise required by law. Ariz. Rev. Stat. § 32-1451 (2009). In addition to imposing license limitations on practicing and various other penalty requirements, the state board of psychologist examiners may impose a civil penalty of at least three hundred dollars but not more than three thousand dollars for each violation of professional conduct. Ariz. Rev. Stat. § 32-2081 (2009). In addition to a variety of license restrictions and other rehabilitation actions, the board of behavioral health examiners may impose a civil penalty, not to exceed one thousand dollars, for a behavioral health professional’s disclosure of a professional confidence or privileged communication. Ariz. Rev. Stat. § 32-3281 (2009). Violation of an individual’s right to maintain the confidentiality of their mental health records may give rise to a cause of action for the greater of either one thousand dollars, or three times the actual amount of damages. It is not a prerequisite to this action that the plaintiff suffers or be threatened with actual damages. Ariz. Rev. Stat. § 36-516 (2009). Knowing disclosing, compelling another person to disclose, or procuring the disclosure of communicable disease related information is a violation of state law. However, a person, health facility, or health care provider disclosing communicable disease related information in good faith and without malice is immune from civil or criminal liability. Good faith and the absence of malice are presumed unless the presumption is overcome by a demonstration of clear and convincing evidence to the contrary. Ariz. Rev. Stat. § 36-666 (2009). The department of health services may impose a civil penalty of not more than $5,000 if a person discloses, compels another person to disclose, or procures the disclosure of communicable disease related information in violation of state law. Ariz. Rev. Stat. § 36-667 (2009).
III. CONSTITUTIONAL LAW

•  Article 2, Section 8: “No person shall be disturbed in his private affairs, or his home invaded, without authority of law.” Ariz. Const. art. II, § 8 (2009). Courts have held that this article was not intended to give rise to a private cause of action between private individuals, but was intended as a prohibition on the State, and has the same effect as the U.S. Const. amend. IV (2009). Cluff v. Farmers Ins. Exch., 460 P.2d 666 (Ariz. Ct. App. 1969).

	Arkansas
	SUMMARY

Arkansas government agencies have been given legal authority to utilize and disclose de-identified health data from both public and private sources for research purposes. Arkansas courts have adopted the standard intrusion of privacy torts, and have established a fiduciary duty relationship between medical professionals and their patients.

Areas of concern include: (1) HIV-related information. Ark. Code. Ann. § 20-16-504 (2009); (2) Venereal disease testing records. Ark. Code. Ann. § 20-16-504 (2009).
I. COMMON LAW
A. Torts

•  Unreasonable Intrusion Upon the Seclusion of Another: Liability is found when a defendant intentionally intrudes upon the solitude or seclusion of the plaintiff in a manner that would be highly offensive to a reasonable person. An intrusion claim cannot succeed unless the plaintiff has a reasonable expectation of privacy. Such an expectation is at its greatest in a nonpublic setting. Collection Consultants, Inc. v. Bemel, 623 S.W.2d 581 (Ark. 1981).
•  Appropriation of Another's Name or Likeness: Arkansas courts have adopted the Restatement stance on this privacy tort. Subsequently, a cause of action arises for this tort when an individual uses another’s name or likeness for  “his own use or benefit.” Olan Mills, Inc. v. Dodd, 353 S.W.2d 22 (Ark. 1962).
•  Unreasonable Publicity Given to Another's Private Life: There are no reported Arkansas cases of this privacy tort. However, since the court has adopted the Restatement stance for the other privacy torts, it is likely that they would do the same for this cause of action. Arkansas Law Notes, THE PRIVACY TORT: AN ARKANSAS GUIDE, 1993. The Restatement states that a defendant is held liable when he discloses embarrassing, but true, information that the plaintiff would rather not have circulated to the general public. Restatement (Second) of Torts § 652D. Two federal diversity cases also support this cause of action, particularly in the case of personal medical information. Williams v. ABC, Inc., 96 F.R.D. 658 (W.D. Ark. 1983); Boyd v. Thomson Newspaper Publishing Co., 621 F.2d 441 (1st. Cir. 1980).
•  Publicity That Unreasonably Places Another in a False Light Before the Public: The Restatement formulation of this tort has also been adopted in Arkansas. This definition states that one who gives publicity to a matter which places another before the public in a false light is subject to liability for invasion of his privacy, if: (a) the false light in which the other was placed would be highly offensive to a reasonable person, and (b) the actor had knowledge of or acted in reckless disregard as to the falsity of the publicized matter, and the false light in which the other would be placed. Dodson v. Dicker, 812 S.W.2d 97 (Ark. 1991); Dodrill v. Arkansas Democrat Co., 590 S.W.2d 840, (Ark. 1979). The heart of a false light claim is not reputational harm, but rather the embarrassment or humiliation that a person might feel as a result of being described inaccurately to the public. Arkansas Law Notes, THE PRIVACY TORT: AN ARKANSAS GUIDE, 1993.
•  Fiduciary Duties: Fiduciaries must meet requisite standards of fair dealing, good faith, honesty, and loyalty. Sexton Law Firm v. Milligan, 948 S.W.2d 388 (Ark. 1997). Requirements of confidentiality would fall under these general standards.
•  Fiduciary Duties of Insurance Agencies: Insurers have a fiduciary duty to properly handle insurance claims and act in the best interest of their insureds. Employers Ins. of Wausau v. Didion Mid-South Corp., 987 S.W.2d 745 (Ark. App. Ct. 1999). Maintaining the confidentiality of claims records may fall under this mandate.
•  Physician Fiduciary Duties: Courts have acknowledged that a fiduciary duty exists between a physician and his or her patients. One case has stated that “[t]he relation of a physician to his patient and the immediate family is one of the highest trust.” Davis v. Rodman, 227 S.W. 617 (Ark. 1921). While the exact scope of this duty has not been fully defined, it is likely that maintaining patient confidentiality would be included as part of this duty.
II. STATUTORY LAW

A. Health Confidentiality Statutes


•  General: Social workers, counselors, and psychologists must treat information acquired through professional consultations as confidential. Ark. Code. Ann. § 17-103-107 (2009); Ark. Code. Ann. § 17-27-311 (2009); Ark. Code. Ann. § 17-97-105 (2009). The State Board of Health may publish for general distribution such reports and other matters as it may deem useful in promoting the interest of the public health of the state. Responses to Sentinel System queries could be characterized as such reports. Ark. Code. Ann. § 20-7-122 (2009). The Director of the Division of Health of the Department of Health and Human Services may release data collected from public and private sources, including Medicaid data and hospital information. However, such data shall not include any information which identifies or could be used to identify any individual patient, provider, institution, or health plan. Such information may be released in response to Sentinel System queries. Ark. Code. Ann. § 20-7-304 (2009). The Department of Human Services may provide data for purposes of research and aggregate statistical reporting, including Sentinel System purposes. Statutory law also states that the Department may not release any patient-identifying information to nongovernmental third parties. Ark. Code. Ann. § 20-7-305 (2009). Whether the Sentinel System would be considered a governmental or nongovernmental system may affect the medical information it can obtain. Additionally, the Director of Health Services Permit Agency may release health care data collected from state agencies, insurance claims, and state-approved health facilities. Such data can be released as long as the data does not identify patients or third-party payors. Ark. Code. Ann. § 20-8-110 (2009). Healthcare data of the State Board of Health, the Arkansas Medical Society, allied medical societies, or licensed hospitals used in the course of medical studies for the purpose of reducing morbidity or mortality may be used by approved national medical organizations for medical research. Ark. Code. Ann. § 20-9-304 (2009).
•  Reproductive Health Information: Hospitals with pediatric, obstetric, or spontaneous abortion patient records may contract to share information with bona fide licensed medical facilities as well as the Centers for Disease Control and Prevention. Ark. Code. Ann. § 20-16-404 (2009). No one shall be held liable for releasing or publishing the findings of research studies conducted based on such information for the purpose of reducing morbidity or mortality or to advance medical research or medical education. Ark. Code. Ann. § 20-16-408 (2009). The Arkansas Reproductive Health Monitoring System may contract to allow production of information from any state department or agency, including identifying data, relevant to monitoring reproductive health. Ark. Code. Ann. § 20-16-206 (2009); Ark. Code. Ann. § 20-16-201 (2009). However, the state agencies or departments which originally supplied the information must grant release of the information for a specific purpose, such as the Sentinel System. Ark. Code. Ann. § 20-16-207 (2009).
•  Vital Statistics: The State Board of Health may authorize the disclosure of information contained in vital records as part of the Vital Statistics Act for research purposes, which would include research conducted via the Sentinel System. Identifying information may be disclosed pursuant to written requests by researchers. Researchers may not disclose the name of any person or institution. Ark. Code. Ann. § 20-18-204 (2009).
•  HIV/AIDS: All information and reports connected to persons suffering from or suspected to be suffering from the diseases specified in this section shall be regarded as confidential by every person, body, or committee whose duty it is or may be to obtain, make, transmit, and receive such information and reports. Ark. Code. Ann. § 20-15-904 (2009). The Division of Health of the Department of Health and Human Services has a free HIV testing program. Statutory law strictly states that this program must be managed so as to maintain the secrecy of the identities of persons voluntarily participating in the program. Ark. Code. Ann. § 20-15-901 (2009).
•  Venereal Diseases: Evidence of venereal diseases (such as syphilis, gonorrhea, chancroid, Lymphogranuloma Venereum and Granuloma Inguinale) are reported to the Division of Health Maintenance of the Department of Health. This information is  confidential and shall not be open for inspection by anyone except public health personnel. Ark. Code. Ann. § 20-16-504 (2009). Such information might not be directly available for use by the Sentinel System, but could be available through the data collections of the Director of the Division of Health of the Department of Health and Human Services.
•  Genetic Information: It shall be permissible to publish or otherwise use the results of genetic research studies for research, if no individual subject is identified. Ark. Code. Ann. § 20-35-103 (2009).
•  Cancer Registry of Arkansas: Information accumulated and maintained in the Cancer Registry of Arkansas shall not be divulged, except in the form of statistical information which does not identify individuals, and for purposes of such research as approved by the State Board of Health. Ark. Code. Ann. § 20-15-203 (2009). Such statistical information can be used in response to Sentinel queries. 
•  Insurance: The Insurance Commissioner may examine the health care records of individuals, and records of physicians and hospitals providing service under contract to a health care insurer, as often as, in the Commissioner's sole discretion, he or she deems advisable. Ark. Code. Ann. § 23-76-122 (2009). The health care information pertaining to any individual and maintained by a health care insurance organization shall be held in confidence and may not be disclosed. Ark. Code. Ann. § 23-76-129 (2009).
•  Data on Unexpected Child Deaths: Information obtained by the Arkansas Child Death Review Panel or local review panels concerning any child death investigation is confidential. However, such data may be disclosed for public health reasons as allowed by HIPAA, including for research purposes. Ark. Code. Ann. § 20-27-1706 (2009).
•  Penalties: If the Director of the Division of Health of the Department of Health and Human Services discloses health data in an unauthorized manner, the Director will be guilty of a Class C misdemeanor. Each day of violation is considered a separate offense. Knowing violations will be punished with a fine of no more than $500. Ark. Code. Ann. § 20-7-307 (2009). A willful disclosure of insurance health care information is a Class A misdemeanor. Ark. Code. Ann. § 23-76-105 (2009).
III. CONSTITUTIONAL LAW

•  Article 2, Section 2: “All men… have certain inherent and inalienable rights; amongst which are those of enjoying and defending life and liberty…” Ark. Const. Art. 2, § 2 (2009). Courts have found that these words indicate a fundamental right to privacy. Jegley v. Picado, 80 S.W.3d 332 (Ark. 2002).
•  Article 2, Section 29: The Arkansas constitution explicitly states that its list of enumerated rights is not complete and “shall not be construed to deny or disparage others retained by the people.” Ark. Const. Art. 2, § 29 (2009). The right to keep personal matters private has also been recognized. McCambridge v. City of Little Rock, 766 S.W.2d 909 (Ark. 1989).

	California
	SUMMARY

The invasion of privacy actions of misappropriation and unauthorized disclosure of government agency records have been codified by California statute. California courts have recognized the tortious actions of Intrusion Into Private Matters, Public Disclosure, and Appropriation. Hospital and physician fiduciary duties have also been acknowledged. The state constitution explicitly recognizes privacy rights.
I. COMMON LAW
A. Torts

•  Intrusion into Private Matters: This intentional tort is a cause of action embodying “the right to be let alone.” Gill v. Curtis Publishing Co., 239 P.2d 630 (Cal. 1952). Whether an intrusion is actionable depends upon whether the reasonable person would find the intrusion objectionable or offensive. Redner v. Workmen's Comp. Appeals Bd., 485 P.2d 799 (Cal. Ct. App. 1971); Forsher v. Bugliosi, 608 P.2d 716 (Cal. Ct. App. 1980). One of the key questions in public disclosure cases is whether the information disclosed is private, or is newsworthy and, therefore, public. If the information is public and newsworthy, then the publication of the information is privileged. Whether or not an invasion is actionable requires the court and jury to balance the public's interest in knowing versus the person's interest in keeping certain information private. Diaz v. Oakland Tribune, 188 Cal. Rptr. 762 (Cal. Ct. App. 1983).
•  Public Disclosure of Private Facts: This tort protects an individual’s interest in controlling the extent to which his or her private information is made widely known to the public. The factors of this cause of action consist of: “(1) public disclosure (2) of a private fact (3) which would be offensive and objectionable to the reasonable person and (4) which is not of legitimate public concern.” Diaz v. Oakland Tribune, 188 Cal. Rptr. 762 (Cal. Ct. App. 1983). A cause of action is more likely to arise if the disclosure interferes with another compelling state interest. Briscoe v. Reader's Digest Association, Inc., 483 P.2d 34 (Cal. Ct. App. 1971). Additionally, public disclosure means that the information must have been widely published, and that there was more than just a limited disclosure of the private facts. Kinsey v. Macur, 165 Cal. Rptr. 608 (Cal. Ct. App. 1980). 
•  Misappropriation of Another’s Name or Picture: This action protects an individual’s economic interest in the value of his or her name or picture. There is economic value in each person's name or picture, and use of that value by another without permission is wrongful. Additionally, each person has the right to control the use of his or her name or picture. The factors of this action are as follows: “(1) the defendant's use of the plaintiff's identity; (2) the appropriation of the plaintiff's name or likeness to the defendant's advantage, commercially or otherwise; (3) lack of consent; and (4) resulting injury.” In order for a case to be valid, there must have been a commercial exploitation, such as use in a commercial or advertisement. Eastwood v. Superior Court (National Enquirer, Inc.), 198 Cal. Rptr. 342 (Cal. Ct. App. 1983).
•  Fiduciary Duties: The elements of a cause of action for breach of fiduciary duty are: (1) the existence of a fiduciary duty, (2) a breach of the fiduciary duty, and (3) resulting damage. Pellegrini v. Weiss, 81 Cal. Rptr. 3d 387 (6th Dist. 2008). “Confidential relations” and “fiduciary relations” are, in law, synonymous, and exist whenever trust and confidence is reposed by one person in the integrity and fidelity of another. Michelson v. Hamada, 36 Cal. Rptr. 2d 343 (2d Dist. 1994). "Fiduciary" and confidential relationships are relationships existing between parties to a transaction wherein one party is duty bound to act with the utmost good faith for the benefit of the other; such a relationship ordinarily arises when one party reposes a confidence in the integrity of the other, and the other voluntarily accepts that confidence. Brown v. Wells Fargo Bank, NA, 85 Cal. Rptr. 3d 817 (Cal. Ct. App. 2008).
•  Hospital Fiduciary Duties: The hospital-patient relationship has been recognized as a fiduciary one. Wohlgemuth v. Meyer, 293 P.2d 816 (Cal. Ct. App. 1956).
•  Physician Fiduciary Duties: The doctor-patient relationship has been recognized as a fiduciary one. Wohlgemuth v. Meyer, 293 P.2d 816 (Cal. Ct. App. 1956).It has also been noted that this relationship is a confidential one. Macaulay v. Booth, 128 P.2d 386 (Cal. Ct. App. 1942). The law demands strict good faith in all of a physician’s dealings. Cole v. Wolfskill, 192 P. 549 (Cal Ct. App. 1920). 
II. STATUTORY LAW

A. Torts

•  General: The knowing disclosure of private information which is known to have originated from state or federal agency records raises an action for invasion of privacy. Plaintiffs shall be awarded a minimum of $2500 in damages, as well as other litigation costs. Government officials acting in official capacity are exempt from this liability. Cal. Civ. Code § 1798.53 (2009). Private hospitals are not considered a government agency for this purpose, even if they contract with government programs. Jennifer M. v. Redwood Women's Health Center, 105 Cal. Rptr.2d 544 (Cal. App. Ct. 2001). A patient who suffers physical injury or economic loss due to an unauthorized disclosure of medical information is entitled to recover compensatory damages, limited punitive damages, and attorneys' fees. Cal. Civ. Code § 56.35 (West 2009). Anyone guilty of either negligent, willful, or malicious disclosure of identifiable health records shall be liable for all economic, bodily, and psychological damages suffered by the injured party. Cal. Health & Safety Code § 121025 (West 2009).
• Misappropriation: Any person who knowingly uses another's name, voice, signature, photograph, or likeness for commercial purposes, without prior consent, is liable for damages sustained by the injured plaintiff. Cal. Civ. Code § 3344 (2009). A cause of action may arise even if the injured person has died. Cal. Civ. Code § 990 (2009).
B. Health Confidentiality Statutes

•  General: All medical records procured by the California Department of Health Services in connection with morbidity and mortality studies shall be confidential, and identities of individual patients may only be used solely for the purposes of the study. Cal. Health & Safety Code § 100330 (West 2009). This only requires that the identity of subjects be kept confidential, and does not necessarily protect all information gathered. Wolpin v. Philip Morris Inc., 189 F.R.D. 418 (Dist. Ct. Cal. 1999). No health care provider, health care service plan, or contractor shall disclose medical information regarding a patient except to public agencies or health care research organizations, such as the Sentinel System, for bona fide research purposes. Such organizations may not disclose the information in a way that would disclose the identity of a patient. Cal. Civ. Code § 56.10 (West 2009). All information and records, including mental health records, obtained in the course of providing Division 4, Division 4.1, Division 4.5, Division 5, Division 6, or Division 7 services to either voluntary or involuntary patients shall be confidential, but may be disclosed for research, provided the research be reviewed by the appropriate institutional review boards, and all researchers sign an oath of confidentiality. Cal. Welf. & Inst. Code § 5328 (West 2009); Cal. Welf. & Inst. Code § 5540 (West 2009). As long as relevant Sentinel System researchers agree to these conditions, this information may be used for Sentinel System purposes. Additionally, statutory law states that no state agency may disclose any information with personal identifiers unless the information is disclosed for solely statistical research or reporting purposes, and will be disclosed in a form that will not identify individuals. The Sentinel System would likely qualify for these purposes and such personal identifiers may be disclosed to the program if the previous conditions are complied with. Cal. Civ. Code § 1798 (West 2009).
•  Controlled Substance Utilization Review and Evaluation System (CURES): Data obtained from the CURES System, that monitors controlled substance consumption, may be provided to public or private entities for statistical or research purposes, provided that patient information, including any information that may identify the patient, is not compromised. Cal. Health & Safety Code § 11165 (West 2009). This information will likely be accessible by the Sentinel System.
•  Insurance Records: The Insurance Commissioner shall provide for the education of, and dissemination of information to, members of the general public. Cal. Ins. Code § 12921.3 (West 2009). Such education and dissemination may include answering Sentinel System queries. Also, an insurance institution may disclose personal or privileged information about an individual for the purpose of conducting research studies as long as no individual may be identified in any research report. Cal. Ins. Code § 791.13 (2009). The Sentinel System would likely qualify for receipt of this information.
•  Confidentiality of Medical Information Act: The state legislature has declared that persons receiving health care services have a right to expect that the confidentiality of individually identifiable medical information derived by health service providers be reasonably preserved. The legislature additionally enacted statutes to “provide for the confidentiality of individually identifiable medical information, while permitting certain reasonable and limited uses of that information.” Cal. Civil Code Div. 1, Part 2.6 Note (2009). Health care providers are precluded from disclosing medical information. Cal. Civ. Code § 56.05 (West 2009). However, health care providers may disclose patient information to public agencies, clinical investigators, health care research organizations, and accredited public or private nonprofit educational institutions for bona fide research purposes as long as no information may be further disclosed in any way that would permit identification of the patient. Cal. Civ. Code, § 56.10 (West 2009). The Sentinel System may qualify for use of this information under any of these categorizations. 
•  HIV/AIDS:  Public health records relating to HIV/AIDS, containing personally identifying information, that were developed or acquired by state or local public health agencies, or an agent of such an agency, shall be confidential and shall not be disclosed. State or local public health agencies, or an agent of such an agency, may disclose personally identifying information in public health records to other local, state, or federal public health agencies or to corroborating medical researchers, when the confidential information is necessary to carry out the duties of the agency or researcher in the investigation, control, or surveillance of disease, as determined by the state or local public health agency. Cal. Health & Safety Code § 121025 (West 2009).

•  Penalties: Medical care providers who disclose medical information without permission are subject to civil and criminal penalties. Cal. Civ. Code § 56.35 (West 2009). Any person who negligently discloses the results of an HIV test to any third party without permission is subject to a civil penalty of $2500 plus court costs, to be paid to the subject of the test. Any person who willfully discloses the results of an HIV test to a third party in a manner that identifies the tested person is subject to a civil penalty of between $5000 and $10,000, and is guilty of a misdemeanor. Any person who willfully, maliciously, or negligently discloses the results of an HIV test in a manner that results in economic, bodily, or psychological harm to the subject of the test, is guilty of a misdemeanor, punishable by imprisonment in county jail for a period not to exceed one year, or a fine not to exceed $25,000, or both. Cal. Health & Safety Code § 120980 (West 2009). Negligent disclosure of identifiable health records shall be subject to a maximum penalty of $2,500 plus court costs, to be paid to the injured person. Willful or malicious disclosure of such records shall be fined between $5000 and $10,000 plus court costs. Anyone who has caused such economic, bodily or psychological harm is guilty of a misdemeanor, punishable by either imprisonment in county jail for less than one year or a fine of less than $25,000 plus court costs paid to the injured person. Cal. Health & Safety Code § 121025 (West 2009). Negligent disclosure of personally identifiable research data shall be assessed a civil penalty of up to $2500 plus court costs. Anyone who willfully or maliciously discloses personally identifiable research information shall be assessed a civil penalty between $5000 and $10,000 plus court costs. The willful, malicious, or negligent disclosure of personally identifiable research information in a manner that results in economic, bodily, or psychological harm to the research subject is a misdemeanor, punishable by imprisonment in county jail for a period not to exceed one year, or a fine not to exceed $25,000, or both. Persons who disclose such information are also liable for all economic, bodily, or psychological harm. Cal. Health & Safety Code § 121110 (West 2009).
III. CONSTITUTIONAL LAW

•  Article 1, Section 1: “All people are by nature free and independent and have inalienable rights. Among these are… privacy.” Cal. Const. Art. 1, §1 (2009). Additionally, the state legislature has noted that “the right to privacy is a personal and fundamental right… and that all individuals have a right of privacy in information pertaining to them.” Cal. Civil Code § 1798.73 (West 2009). The California Supreme Court has found that the primary purpose of this statement is to provide protection against the encroachment on personal freedom caused by increased surveillance and data collection. The amendment was designed to address four major issues, one of which was voters’ desire to protect against the improper use of information properly obtained for a specific purpose. White v. Davis, 533 P.2d 222 (Cal. 1975). Many cases have supported the idea that private medical information is protected by constitutional privacy rights. Urbaniak v. Newton, 277 Cal. Rptr. 354 (Cal. Ct. App. 1991). Personal medical information certainly falls under the state’s constitutional zone of privacy. Gross v. Recabaren, 253 Cal. Rptr. 820(Cal. Ct. App. 1988); Mormile v. Sinclair, 26 Cal. Rptr. 2d 725 (Cal. Ct. App. 1994). Any incursion into the right to privacy must be justified by a compelling interest. California courts have acknowledged that a state's interest in insuring the quality of health and medical care available within its borders is compelling, and that individual medical records may be relevant and material in furtherance of that purpose. This means disclosure can be compelled upon a showing of good cause, i.e. “a factual exposition of a reasonable ground for the sought order.” Board of Medical Quality Assurance v. Gherardini, 156 Cal. Rptr. 55 (Cal. Ct. App. 1979).

	Colorado
	SUMMARY

Colorado state courts have recognized the four invasion of privacy torts. Additionally, courts allow a cause of action for breach of physician fiduciary duties.

Areas of concern include: (1) Mental health records. Colo. Rev. Stat. 27-10-120 (2009).

I. COMMON LAW
A. Torts

•  General: State courts have recognized three of the four invasion of privacy torts. The Colorado Supreme Court explicitly declined to recognize the false light invasion of privacy tort. Denver Publ. Co. v. Bueno, 54 P.3d 893 (Colo. 2002). 

•  Appropriation: The Restatement stance towards this tort has been adopted. Generally, this tort is not applicable when a person's name or picture is used to illustrate a non-commercial, newsworthy article. Nor can a plaintiff recover if use of the name or likeness is merely incidental. Issues of material fact including the purpose of the publication, whether defendants derived any benefit, and whether plaintiff was harmed. Fame of the person whose identity is appropriated is not a prerequisite to recovery for appropriation. Nor is it dispositive that plaintiff's conviction is a matter of public record, her photo was taken in a public place, and articles regarding the trial were published in a local newspaper. Here, the information was included in a commercial publication allegedly intended to promote defendant's commercial interests. However,  some cases in Colorado have indicated that disclosure of facts that are already public will not support a claim for appropriation. Dittmar v. Joe Dickerson & Assocs., LLC, 9 P.3d 1145, 1146 (Colo. App. 1999).

•  Intrusion Upon Seclusion as a Violation of One's Privacy: The Restatement stance towards this tort has been adopted. Plaintiff must show that another has intentionally intruded, physically or otherwise, upon the plaintiff's seclusion or solitude, and that such intrusion would be considered offensive by a reasonable person. One who suffers an intrusion upon his or her seclusion is entitled to recover damages for the harm to the particular privacy interest that has been invaded. Here, the alleged harm stems from the improper appropriation of that information, not for the dissemination of the information. Damages for this invasion may include: (1) general damages for harm to a plaintiff's interest in privacy resulting from the invasion; (2) damages for mental suffering; (3) special damages; and (4) nominal damages if no other damages are proven. A person has a privacy interest in his or her blood sample and in the medical information that may be obtained from it. Doe v. High-Tech Inst., Inc., 972 P.2d 1060 (Colo. App. 1998).

•  Unreasonable Publicity Given to One's Private Life. The Restatement stance towards this tort has been adopted. In order to prevail on such a claim, the following requirements must be met: (1) the fact or facts disclosed must be private in nature; (2) the disclosure must be made to the public; (3) the disclosure must be one which would be highly offensive to a reasonable person; (4) the fact or facts disclosed cannot be of legitimate concern to the public; and (5) the defendant must act with reckless disregard of the private nature of the fact or facts disclosed. The disclosure of facts that are already public will not support a claim for invasion of privacy. The requirement of public disclosure connotes publicity, which requires communication to the public in general or to a large number of persons, as distinguished from one or a few individuals. There is no threshold number which constitutes a “large number" of persons. Rather, the facts and circumstances of a particular case must be taken into consideration in determining whether the disclosure was sufficiently public so as to support a claim for invasion of privacy. The determination of whether a disclosure is highly offensive to the reasonable person is a question of fact and depends on the circumstances of the particular case. The right of privacy may potentially clash with the rights of free speech and free press guaranteed by the United States and Colorado Constitutions. As such, the right of the individual to keep information private must be balanced against the right to disseminate newsworthy information to the public. To properly balance freedom of the press against the right of privacy, every private fact disclosed in an otherwise truthful, newsworthy publication must have some substantial relevance to a matter of legitimate public interest. The term newsworthy is defined as "any information disseminated for purposes of education, amusement or enlightenment, when the public may reasonably be expected to have a legitimate interest in what is published.” In determining whether a subject is of legitimate public interest, "the line is to be drawn when the publicity ceases to be the giving of information to which the public is entitled, and becomes a morbid and sensational prying into private lives for its own sake." The newsworthiness test "properly restricts liability for public disclosure of private facts to the extreme case, thereby providing the breathing space needed by the press. A person acts with reckless disregard if, at the time of the publicity, the person knew or should have known that the fact or facts disclosed were private in nature. Robert C. Ozer, P.C. v. Borquez, 940 P.2d 371 (Colo. 1997). Doe v. High-Tech Inst., Inc., 972 P.2d 1060 (Colo. App. 1998).


•  Fiduciary Duties: Colorado statute provides for a patient-physician privilege. Courts have interpreted this privilege to provide a cause of action whenever a physician discloses patient communications in court. Communications made by a patient to a physician or surgeon authorized to practice medicine in Colorado are privileged if "acquired in attending the patient which was necessary to enable the [physician] to prescribe or act for the patient. . . ." The determinative factor is whether the physician is retained to prescribe or act for the patient, so that any communications from the patient to the physician are necessary to achieve that goal. Anderson v. Glismann, 577 F. Supp. 1506 (D. Colo. 1984).

II. STATUTORY LAW

A. Privacy Torts

•  Theft of Medical Records: Any person who, without proper authorization, knowingly obtains a medical record or medical information with the intent to appropriate the medical record or information to his or her own use or to the use of another; who steals or discloses to an unauthorized person a medical record or medical information; or who, without authority, makes or causes to be made a copy of a medical record or medical information commits theft of a medical record or medical information. The term “medical record” includes  any information contained in the medical record. The term “medical information” includes any information pertaining to medical, mental health, or health care services performed at the direction of a physician or other licensed health care provider. This section only pertains to entities not covered by HIPAA. Colo. Rev. Stat. 18-4-412 (2009).

B. Health Confidentiality Statutes

•  General: The Colorado general assembly has declared that maintaining the confidentiality of medical records is of the utmost importance to the state and of critical importance to patient privacy for high quality medical care. The assembly has further stated that patients have a strong interest in preserving the privacy of their personal health information, but they also have an interest in medical research and other efforts by health care organizations to improve the medical care they receive. Col. Rev. Stat. 25-1-1201 (2009).
•  General HIV Information: Statutorily mandated HIV public health reports required to be submitted to local government shall be strictly confidential information. Such information shall not be released, shared, or made public except release may be made of such information for statistical purposes in a manner such that no individual person can be identified. Release may be made of such information to the extent necessary to enforce the provisions of this section and related rules and regulations concerning the treatment, control, and investigation of HIV infection by public health officials. Colo. Rev. Stat. 25-4-1404 (2009).
•  Insurance HIV Information: No person shall disclose HIV-related test results that identify the individual applicant to anyone without first obtaining separate, written, informed consent for such disclosure from the applicant; except that, if the result of the HIV-related test of an applicant is positive or indeterminate, such person may report the test finding to the Medical Information Bureau but only if a nonspecific blood test result code is used which does not indicate that the applicant was tested for HIV infection. Colo. Rev. Stat. 10-3-1104.5 (2009).

•  Genetic Information: Genetic information is the unique property of the individual to whom the information pertains. Information derived from genetic testing shall be confidential and privileged. Such testing means any laboratory test of human DNA, RNA, or chromosomes that is used to identify the presence or absence of alterations in genetic material which are associated with disease or illness. This confidentiality only covers those tests that are direct measures of such alterations rather than indirect manifestations thereof. Any release of genetic testing information, for purposes other than diagnosis, treatment, or therapy, of genetic testing information that identifies the person tested with the test results released requires specific written consent by the person tested. Col. Rev. Stat. 10-3-1104.7 (2009). 
•  Pharmacists: The practice of pharmacy is declared a professional practice affecting the public health, safety, and welfare and is subject to regulation and control in the public interest. It is a matter of public interest and concern that the practice of pharmacy merits and receives the confidence of the public. Pursuant to these standards and obligations, the state board of pharmacy may adopt, by rule and regulation, rules of professional conduct. Col. Rev. Stat. 12-22-101 (2009). All records of receipt, distribution, or other disposal of prescription drugs or controlled substances shall be available to the State Board of Pharmacy upon request for inspection, copying, verification, or any other purpose. Such records shall be retained for two years. Col. Rev. Stat. 12-22-131 (2009). 
•  Public Record Exemptions: The custodian of public records is not prohibited from transferring records containing specialized details of security arrangements or investigations to the Office of Preparedness, Security, and Fire Safety in the Department of Public Safety, the governing body of any city, county, city and county, or other political subdivision of the state, or any federal, state, or local law enforcement agency; except that the custodian shall not transfer any record received from a nongovernmental entity without the prior written consent of such entity unless such information is already publicly available. The custodian of any public records shall allow any person the right of inspection of such records or any portion thereof except if such inspection would be contrary to any state statute. The custodian shall deny the right of inspection of the following records: medical, mental health, sociological, and scholastic achievement data on individual persons, other than scholastic achievement data submitted as part of finalists' records and exclusive of coroners' autopsy reports and group scholastic achievement data from which individuals cannot be identified; but either the custodian or the person in interest may request a professionally qualified person, who shall be furnished by the said custodian, to be present to interpret the records. Colo. Rev. Stat. 24-72-204 (2009).
•  Insurance Records: Any data or information pertaining to the diagnosis, treatment, or health of any enrollee or applicant obtained from such person or from any provider by any health maintenance organization shall be held in confidence and shall not be disclosed to any person, unless otherwise required or permitted by state or federal law. Colo. Rev. Stat. 10-16-423 (2009). The privacy of individually identifiable health information collected for or by a health care coverage cooperative shall be protected. Disclosure of such information is prohibited except for disclosures to federal, state, or local law enforcement agencies for lawful purposes. However, all disclosures of individually identifiable health information shall be restricted to the minimum amount of information necessary to accomplish the purpose for which the information is being disclosed. Any cooperative shall implement administrative, technical, and physical safeguards for the security of identifiable health information. Colo. Rev. Stat. 10-16-1003 (2009).
•  Group Sickness and Accident Insurance Mental Health Records: Every group sickness and accident insurance providing hospitalization or medical benefits shall provide benefits for conditions arising from mental illness and shall not: disclose mental health history, diagnosis, or treatment services information received in an initial application for coverage or subsequent claims for benefits to any person, group, organization, or governmental agency, without written consent of the insured, except for purposes of obtaining professional review and judgments of quality and appropriateness of treatment rendered; for purposes of litigation proceedings involving the insured and when ordered by a court; for purposes of reinsurance, when required; for purposes of applying overinsurance provisions; and for purposes of claiming benefits for services on behalf of the insured. Colo. Rev. Stat. 10-16-104 (2009).
•  Viatical Settlement Records: Medical information solicited or obtained by a licensee is subject to the applicable provisions of state law relating to confidentiality of medical or protected health information. Colo. Rev. Stat. 10-7-609 (2009).

•  Chiropractors: A licensee shall not disclose confidential communications made between such licensee and a patient in the course of such licensee's professional employment unless such patient gives his or her consent prior to the disclosure. An employee or associate of a licensee shall not disclose any knowledge of confidential communications acquired in his or her capacity as an employee or associate. Colo. Rev. Stat. 12-33-126 (2009). 
•  Nurse Responsibilities: It is considered to be grounds for discipline when a nurse has violated the confidentiality of information or knowledge as prescribed by law concerning any patient. Colo. Rev. Stat. 12-38-117 (2009).

•  Mental Illness Records: A mental health professional, school psychologist, registrant, certificate holder, or unlicensed psychotherapist shall not disclose any confidential client communications or advice given in the course of professional employment; nor shall a licensee's, school psychologist's, registrant's, certificate holder's, or unlicensed psychotherapist's employee or associate, whether clerical or professional, disclose any knowledge of said communications acquired in such capacity; nor shall any person who has participated in any therapy conducted under the supervision of a licensee, school psychologist, registrant, certificate holder, or unlicensed psychotherapist, including, but not limited to, group therapy sessions, disclose any knowledge gained during the course of such therapy without the consent of the person to whom the knowledge relates. Col. Rev. Stat. 12-43-218 (2009). All information obtained and records prepared in the course of a mental health facility’s providing mental health services to individuals shall be confidential and privileged matter. The information and records may be disclosed only if the Department of Human Services has promulgated rules for the conduct of research. Such rules shall include, but are not limited to, the requirement that all researchers must sign an oath of confidentiality. All identifying information concerning individual patients, including names, addresses, telephone numbers, and social security numbers, shall not be disclosed for research purposes. Colo. Rev. Stat. 27-10-120 (2009).

•  Records of Developmental Disability Services: Records of private community boards regarding certain developmental disability services must include at least information pertaining to the determination of eligibility for services and the individualized plan. Such records are not public records. Except as otherwise provided by law, all information obtained and any records prepared in the course of determining eligibility or providing services shall be confidential. The disclosure of this information and these records in any manner shall be permitted only in communications between qualified professional personnel, including the board of directors of community centered boards and service agencies providing services to persons with developmental disabilities, to the extent necessary for the acquisition, provision, oversight, or referral of services. Additionally, the records may be disclosed for the purposes of evaluation, gathering statistics, or research when no identifying information concerning an individual person or family is disclosed. Identifying information is information which could reasonably be expected to identify a specific individual and includes, but is not limited to, name, address, telephone number, social security number, Medicaid number, household number, and photograph. Colo. Rev. Stat. 27-10.5-120 (2009).

•  Penalties: Any person who willfully and knowingly discloses confidential medical information in violation of state laws regarding records exempt from public disclosure, is guilty of a misdemeanor and, upon conviction thereof, shall be punished by a fine of not more than one hundred dollars, or by imprisonment in the county jail for not more than ninety days, or by both such fine and imprisonment. Colo. Rev. Stat. 24-72-206 (2009).

	Connecticut
	SUMMARY

State courts have adopted the Restatement’s stance on invasion of privacy torts. There is no court-recognized fiduciary duty of confidentiality by medical professionals. The state constitution also fails to recognize privacy rights.

Areas of concern include: (1) HIV-related information. Conn . Gen. Stat. § 19a-583 (2009).

I. COMMON LAW
A. Torts

•  General: Connecticut courts have adopted the Restatement’s stance on invasion of privacy torts. However, an “individual’s right to privacy in the public space is severely limited because wherever the title of streets and parks may rest, they have immemorially been held in trust for the use of the public.” United States v. Vazquez, 31 F. Supp. 2d 85 (D. Conn. 1998). Courts have stated that damages arise when the right of privacy is invaded by another. Goodrich v. Waterbury Republican–American, Inc., 448 A.2d 1317 (Conn. 1982). Liability for such an invasion occurs when a defendant should have realized that his actions would be offensive to a person of ordinary sensibilities. Korn v. Rennison, 156 A.2d 476 (Conn. 1959). Additionally, a plaintiff is entitled to recover damages for the harm to his privacy interest, any mental distress suffered that would normally arise from such an invasion, and additional special damages. Jonap v. Silver, 474 A.2d 800 (Conn. App. Ct. 1984). Punitive damages may also be awarded if the tortious action involved a reckless indifference to the rights of others or an intentional and wanton violation of those rights. However, such damages are restricted to the cost of litigation less taxable costs. Alaimo v. Royer, 448 A.2d 207, 210 (Conn. 1982).
•  Unreasonable Intrusion Upon the Seclusion of Another: “One who intentionally intrudes, physically or otherwise, upon the solitude or seclusion of another or his private affairs or concerns, is subject to liability to the other for invasion of privacy, if the intrusion would be highly offensive to a reasonable person.” Restatement (Second) of Torts § 652B (1977). No Connecticut appellate court has addressed the details of this tort. 14 Conn. Prac., Employment Law § 3:1. Several trial courts have held that a valid claim must establish a physical intrusion upon a privacy interest of another and show that the intrusion was “highly offensive to a reasonable person.” Mashantucket Pequot Tribe v. State Dept. of Revenue Services, Div. of Special Revenue, 1994 WL 463625 (Conn. Super. Ct. 1994); Fields v. Kichar, 1995 WL 276110 (Conn. Super. Ct. 1995); Schwartz v. Royal, 1996 WL 383334 (Conn. Super. Ct. 1996). Other courts have ruled that physical contact is not necessary to substantiate a claim. Bonanno v. Dan Perkins Chevrolet, 2000 WL 192933 (Conn. Super. Ct. 2000); WVIT, Inc. v. Gray, 1996  WL 649334 (Conn. Super. Ct. 1996). The question of whether an intrusion is highly offensive to a reasonable person is for the trier of fact to decide. Rafferty v. Hartford Courant Co., 416 A.2d 1215 (Conn. Super. Ct.1980). Nonconsensual use or procurement of private information is recognized as giving rise to an intrusion upon seclusion claim. Mashantucket Pequot Tribe v. State Dept. of Revenue Services, Div. of Special Revenue, 1994 WL 463625 (Conn. Super. Ct. 1994). Courts have also recognized other similar cases as valid actions, including secret tapings of conversations. WVIT, Inc. v. Gray, 1996 WL 649334 (Conn. Super. Ct. 1996).
•  Appropriation of Another's Name or Likeness: A person may be liable to another for an invasion of privacy when he “appropriates to his own use or benefit the name or likeness of another.” Restatement (Second) of Torts § 652C (1977).
•  Unreasonable Publicity Given to the Other's Private Life: This cause of action arises when there is “unreasonable publicity given to a person's private life.” Perkins v. Freedom of Infomation Comm'n., 635 A.2d 783 (Conn. 1993). The elements of the tort are: (1) publicity is given by the defendant; (2) the publicity is given “to a matter concerning the private life of the plaintiff”; and (3) the publicized matter is “of a kind that (a) would be highly offensive to a reasonable person, and (b) would not be of legitimate concern to the public.” Handler v. Arends, 1995 WL 107328 (Conn. Super. Ct. 1995). Whether the matter publicized is “highly offensive” is to be decided by the trier of fact. Tarka v. Filipovic, 694 A.2d 824 (Conn. App. Ct. 1997).
•  Publicity that Unreasonably Places the Other in a False Light Before the Public: “To establish invasion of privacy by false light, [a plaintiff is] required to show that (a) the false light in which the [plaintiff] was placed would be highly offensive to a reasonable person, and (b) the actor had knowledge of or acted in reckless disregard as to the falsity of the publicized matter and the false light in which the [plaintiff] would be placed.” Honan v. Dimyan, 726 A.2d 613 (Conn. App. Ct. 1999) (internal citation omitted). “The essence of a false light privacy claim is that the matter published concerning the plaintiff (1) is not true; … and (2) is such a major representation of [the plaintiff's] character, history, activities or beliefs that serious offense may reasonably be expected to be taken by a reasonable man. . . .” Goodrich v. Waterbury Republican–American, Inc., 448 A.2d 1317 (Conn. 1982) (internal citation omitted). In order to prove “reckless disregard” there must be “sufficient evidence to permit the conclusion that the defendant in fact entertained serious doubts as to the truth of his publication.” Woodcock v. Journal Pub. Co., Inc., 646 A.2d 92 (Conn. 1994). No Connecticut appellate court has defined the term “publicity” as applied to a false light claim. Pace v. Bristol Hospital, 964 F. Supp. 628 (D. Conn. 1997). However, several trial courts have applied the Restatement definition of publicity, which states that communication must be made to the public at large or in such a way that it would certainly become public knowledge. Pace v. Bristol Hospital, 964 F. Supp. 628 (D. Conn. 1997); Galligan v. Edward D. Jones & Co., 2000 WL 1785041 (Conn. Super. Ct. 2000). A defense exists to this tort if the information disclosed about the person is true. Goodrich v. Waterbury Republican-American, Inc., 448 A.2d 1317 (Conn. 1982).
•  Fiduciary Duties of Physicians and Hospitals: There is no established cause of action for breach of confidentiality in the context of patient-physician or patient-hospital fiduciary duties. Meade v. Orthopedic Associates of Windham County, 2007 Conn. Super LEXIS 3424 (Conn. Super. Ct. 2007).
II. STATUTORY LAW

A. Privacy Torts

•  Mental Health Violations: Any person aggrieved by an unauthorized disclosure of confidential psychiatrist-patient information may petition the superior court for appropriate relief, including temporary and permanent injunctions, and the petition shall be privileged with respect to assignment for trial and may prove a cause of action for civil damages. Conn. Gen. Stat. § 52-146j (2009).
B. Health Confidentiality Statutes

•  General: No pharmacist or pharmacy shall reveal any records or information concerning the nature of pharmaceutical services rendered to a patient without the oral or written consent of the patient or the patient's agent. However, pharmaceutical information may be released to any governmental agency with statutory authority to review or obtain such information, or to any individual, corporation, partnership or other legal entity which has a written agreement with a pharmacy to access the pharmacy's database, provided the information accessed is limited to data which does not identify specific individuals. Conn. Gen. Stat. § 20-626 (2009). The FDA may qualify as a governmental agency with statutory authority, or the Sentinel System may enter into a partnership with a pharmacy. Additionally, courts have found that pharmacy billing records are not protected by this statute. Shiffrin v. I.V. Services of America, Inc., 729 A.2d 784 (Conn. App. Ct. 1999). Medical files maintained by public agencies are not public records for the purpose of Freedom of Information Act disclosures and are closed for public inspection. Conn. Gen. Stat. § 1-210 (2009). The Department of Public Health may, at the discretion of the Commissioner, publish, make available, and disseminate aggregate health data, anonymous medical case histories, and reports of the findings of studies of morbidity and mortality, provided that such data, histories, and reports are prepared for the purpose of medical and scientific research, and do not include identifiable health data. Conn. Gen. Stat. § 19a-25 (2009). The Sentinel System may apply to the Department of Public Health for qualification as a “patient safety organization.” Such organizations may enter into contracts with health care providers for receipt of health care data. Patient safety organizations may not disclose any patient identifying information or any other information prohibited by law. Conn. Gen. Stat. § 19a-127o (2009). Licensed hospitals are required by law to contract with a patient safety organization. Conn. Gen. Stat. § 19a-127p (2009).
•  Mental Health: No person may disclose to any person, corporation, or government agency, any mental health records that would identify a patient. Conn. Gen. Stat. § 52-146e (2009). Psychiatric communications and records with identifiers may be used for research purposes, such as by the Sentinel System, if the research plan is first submitted to and approved by the director of the mental health facility. Such records shall not be removed from the mental health facility which prepared them, but coded data or data which does not identify a patient may be removed from a mental health facility, provided the key to the code shall remain on the premises of the facility. The researchers must preserve the anonymity of patients and shall not disseminate such data. Conn. Gen. Stat. § 52-146g (2009). The Commissioner of Mental Health and Addiction Services may collect the health records of any behavioral health facility contracting to provide services for the Department of Mental Health and Addiction. The Commissioner may use this information for research purposes, such as in answer to System queries. Any identifying information shall be encrypted and the key to the encryption code shall only be released to the Commissioner. Conn. Gen. Stat. § 52-146h (2009). All patient records of mental health hospitals are confidential. Regs. Conn. State Agencies § 17-227-14m (2010). The Sentinel System may be able to receive coded mental health information. All confidential psychiatrist-patient information that is disclosed must be labeled with the disclosure detailed in Conn. Gen. Stat. § 52-146i (2009).
•  Adverse Event Reporting: Certain adverse events reported to the Commissioner of Public Health may only be publicly disclosed in a manner without patient identifiers. Conn. Gen. Stat. § 19a-127n (2009). The Sentinel System may use this publicly disclosed information.
•  Insurance: Insurance companies that handle personalized health care information must limit access to this information to only those persons who need to use the records for the purpose of their jobs. Companies must additionally develop disciplinary measures for those who violate these policies. There must also be additional protection against disclosure of particularly sensitive medical information, including information related to sexually transmitted diseases, mental health, substance abuse, the human immunodeficiency virus and acquired immune deficiency syndrome, and genetic testing. Medical information that does not contain personal identifiers, or where such identifiers have been encrypted, may be disclosed. Conn. Gen. Stat. § 38a-999 (2009). Medical information concerning a person who has filed a complaint or inquiry with the Insurance Department must be maintained as confidential by the Insurance Commissioner. Conn. Gen. Stat. § 38a-8 (2009). An insurance institution, agent or insurance support organization may not disclose information from an insurance transaction which concerns any individual, except for the purpose of conducting research studies, which may include answering Sentinel System queries.. However, no individual may be identified in a research report; the materials in which the individual may be identified must be returned or destroyed as soon as they are no longer necessary; and the research organization must agree not to disclose the information unless the disclosure would otherwise be permitted by this section if made by an insurance institution, agent or insurance support organization. Conn. Gen. Stat. § 38a-988 (2009).
•  HIV/AIDS: Confidential HIV-related information means any information pertaining to the protected individual or obtained pursuant to a release of confidential HIV-related information, concerning whether a person has been counseled regarding HIV infection, has been the subject of an HIV-related test, or has HIV infection, HIV-related illness or AIDS, or information which identifies or reasonably could identify a person as having one or more of such conditions, including information pertaining to such individual's partners. Conn. Gen. Stat. §19a-581 (2010). Persons with confidential HIV-related information may disclose such information to (1) a federal, state or local health officer when such disclosure is mandated or authorized by federal or state law; or (2) health facility staff committees or accreditation or oversight review organizations which are conducting program monitoring, program evaluation, or service reviews. Conn. Gen. Stat. § 19a-583 (2009). Records of the Department of Health Services that contain information identifying AIDS-infected individuals are confidential and exempt from disclosure under the Freedom of Information Act. Op. Att’y Gen. No. 92-010 (April 13, 1992), 1992 WL 532099.
•  Penalties: Knowing and unauthorized disclosure by the Insurance Commissioner of controlled substance prescription information reported by pharmacies is a class D felony. Conn. Gen. Stat. § 21a-254 (2009). Willful disclosure requires egregious conduct. Doe v. Marselle, 660 A.2d 871 (Conn. App. Ct. 1995).
III. CONSTITUTIONAL LAW

•  General: The tort of invasion of privacy is not a constitutionally incorporated common-law right. Falco v. Institute of Living, 718 A.2d 1009 (Conn. App. Ct. 1998). There appears to be no Connecticut case law that expressly states that there is a constitutional right to privacy in terms of a psychiatrist-patient relationship. Furthermore, in Connecticut, there is no common law physician-patient privilege. Lieb v. Dept. of Health Services, 542 A.2d 741 (Conn. App. Ct. 1988).

	Delaware
	SUMMARY

A violation of privacy is a codified privacy tort, classified as a Class A Misdemeanor. Delaware courts have adopted the Restatement stance on common law invasion of privacy torts. No cases have specifically discussed the fiduciary duty of confidentiality as related to medical professionals. The constitution does not recognize the right to privacy.

Areas of concern include: (1) Mental health data. Del. Code Ann. tit. 16 § 5161 (2009).
I. COMMON LAW
A. Torts

•  General: Delaware courts have adopted the Restatement stance on invasion of privacy torts. Barbieri v. News-Journal, Co., 189 A.2d 773 (Del. 1963). The general purpose of protecting the right of privacy relates to one's private life and not to situations when that life has become a matter of legitimate public interest. Reardon v. News-Journal Co., 164 A.2d 263 (Del. 1960).
•  Intrusion on the Plaintiff's Physical Solitude: One who intentionally intrudes, physically or otherwise, upon the solitude or seclusion of another or his private affairs or concerns, is subject to liability to the other for invasion of his privacy, if the intrusion would be highly offensive to a reasonable person. Restatement (Second) of Torts § 652B. There must have been an intrusion into a private space for a valid claim to stand. Barker v. Huang, 610 A.2d 1341 (Del. 1992).
•  Publication of Private Matters Violating Ordinary Decencies: One who gives publicity to a matter concerning the private life of another is subject to liability to the other for invasion of privacy, if the matter publicized is of a kind that (a) would be highly offensive to a reasonable person, and (b) is not of legitimate concern to the public. Restatement (Second) of Torts § 652D. Where a private matter is only disclosed to a small number of people, such as only hospital personnel, it is not "publicized" within the meaning contemplated by § 652D. Additionally, the publication must represent true statements of fact. Atamian v. Gorkin, 1999 WL 743663 (Del. Super. 1999).
•  Putting Plaintiff in a False Position in the Public Eye: “One who gives publicity to a matter concerning another that places the other before the public in a false light is subject to liability to the other for invasion of his privacy, if: (a) the false light in which the other was placed would be highly offensive to a reasonable person, and (b) the actor had knowledge of or acted in reckless disregard as to the falsity of the publicized matter and the false light in which the matter would be placed.” Restatement (Second) of Torts, § 652E. The essence of such a claim is the attribution to a plaintiff of certain statements, views, or conduct, that he or she does not hold or did not perform, and that would be objectionable to a reasonable person under the circumstances. Barker v. Huang, 610 A.2d 1341 (Del. 1992).
•  Fiduciary Duties: A fiduciary relationship will arise “where one person reposes special confidence in another, or where a special duty exists on the part of one person to protect the interests of another, or where there is a reposing of faith, confidence, and trust, and the placing of reliance by one person on the judgment and advice of another.” Duties of a fiduciary character will only be imposed where the relationship or trust can be characterized as “special.” Additionally, such duties do not exist for typical arms-length business relationships. Total Care Physicians, P.A. v. O’Hara, 798 A.2d 1043 (Del. Super. Ct. 2001). No specific cases discuss the duty to maintain the confidentiality of health records.
II. STATUTORY LAW

A. Privacy Torts

•  Private Communications: It is a violation of privacy to either intercept or divulge a private communication without the consent of all parties without the consent of all parties. Such violations are a class A misdemeanor. Del. Code Ann. tit. 11, § 1335 (2009).
B. Health Confidentiality Statutes 


•  General: Governor Ruth Ann Minner has stated that “[the Health Record Privacy Statute] … gives Delaware residents the most privacy protection of any state in the country for their health information that is in the hands of the state.” Delaware Governor's Message, July 3, 2002 (Fact Sheet). This would support giving health record privacy a liberal scope. Identifiable health information collected by the Department of Health and Social Services and by the Child Death, Near Death, and Still Birth Commission shall be used solely for legitimate public health purposes, which may include Sentinel System purposes. However, whenever possible, the Department of Health and Social Services shall use non-identifiable health information. Del. Code Ann. tit. 16, § 1231 (2009). Legitimate public health purposes as defined by this statute include “the health needs of the community” and “developing public health policy.” Legitimate activities include public health surveillance and epidemiological research. This seems likely to encompass Sentinel System activities. Del. Code Ann. tit. 16, § 1230 (2009). Protected health information is not public information as defined at Del. Code Ann. tit. 29, § 10002 and may not be disclosed. Disclosure of protected health information by the Department of Health and Social Services shall be disclosed in a non-identifiable form whenever possible, consistent with the accomplishment of legitimate public health purposes. Additionally, such disclosures shall be limited to the minimum amount of information necessary to accomplish the purpose of the disclosure. Del. Code Ann. tit. 16,. § 1232 (2009). No licensed clinical social worker may disclose any information acquired from persons consulting with the social worker in a professional capacity. Del. Code Ann. tit. 24,. § 3913 (2009). Any medical file held by public officials is not public and cannot be disclosed for the purposes of the state’s Freedom of Information Act. Del. Code Ann. tit. 29,. § 10002 (2009). Patient identifying information shall not be released under the Hospital Infections Disclosure Act. Del. Code Ann. tit. 16,. § 1006A (2009).
•  HIV/AIDS: All information and records held by the Division of Public Health relating to known or suspected cases of sexually transmitted diseases, including HIV and AIDS cases, are strictly confidential. However, medical and epidemiological information may be released, without personal identifiers, for statistical purposes, such as the Sentinel System. Del. Code Ann. tit. 16,. § 711 (2009). No person may disclose or be compelled to disclose the identity of any person who has taken an HIV test, or connect the results of any such test with personal identifiers. Del. Code Ann. tit. 16,. § 1203 (2009). However, an insurer may report a confirmed positive HIV test result to a medical information exchange agency, such as the Medical Information Bureau, as long as the informed consent form clearly explains that such disclosure may be made. Additionally, the results must either be reported in a manner that only identifies that the applicant has had an abnormal blood test result; or that utilizes a neutral identifier to keep the identity of the individual confidential and anonymous to such agency. The Sentinel System could potentially be classified as an information exchange agency. Del. Code Ann. tit. 18,. § 7404 (2009).
•  Mental Health: The records and pleadings of persons who have been involuntarily committed to mental health treatment are confidential unless a court orders otherwise. Del. Code Ann. tit. 16,. § 5006 (2009). No information reported to the Department of Health and Social Services, and no clinical records maintained with respect to mental health patients, shall be public records. Such information and records shall not be released. However, such information may be disclosed to rights-protection agencies that advocate for the rights of disabled individuals, and are otherwise entitled to access under applicable federal or state law or implementing interagency agreement. Del. Code Ann. tit. 16,. § 5161 (2009).
•  Sterile Needle and Syringe Exchange Pilot Program: Patient records of the program that would identify program participants are confidential and may not be disclosed. Del. Code Ann. tit. 29,. § 7996 (2009).
•  Insurance: Information pertaining to the diagnosis, treatment, or health of any dental plan enrollee shall be confidential and shall not be disclosed to any person. Del. Code Ann. tit. 18,. § 3820 (2009). Except where the Insurance Commissioner deems information to be prejudicial to the public interest, the Commissioner shall permit inspection of the papers, records and filings in the Insurance Department by persons found to have an identified and proper interest therein. Del. Code Ann. tit. 18,. § 314 (2009). The Insurance Commissioner may participate in and support other cooperative activities of public officials having supervision of the business of insurance; this may include Sentinel System activities. Del. Code Ann. tit. 18,. § 316 (2009). Any health care information pertaining to an enrollee or applicant and obtained by a health care insurance organization is confidential and shall not be disclosed. Del. Code Ann. tit. 18,. § 6412 (2009).
•  Delaware Health Information Network (DHIN): DHIN is a statewide health care information exchange system. The Delaware Health Care Commission shall ensure that patient-specific health information be disclosed only in accordance with the patient's consent or the best interest to those having a need to know. Del. Code Ann. tit. 16,. § 9926 (2009). The Commission may allow data disclosure to the Sentinel System.
•  Penalties: Any dental plan organization which fails to respect the confidentiality of dental health information of enrollees shall be liable for a civil penalty of no more than $1000 for each violation. Del. Code Ann. tit. 18,. § 3817 (2009). A determination that a hospital or correctional facility has disclosed patient identifying information which was released under the Hospital Infection Control Act may result in (1) termination of licensure or licensure sanctions; or (2) a civil penalty of up to $500 per day per violation for each day the hospital or correctional facility is in violation of the chapter. Del. Code Ann. tit. 16,. § 1007A (2009).

	District of Columbia
	SUMMARY

Courts in the District of Columbia have adopted the Restatement approach to invasion of privacy torts. Courts have also recognized a cause of action for breach of patient-physician confidentiality.

Areas of concern include: (1) Clinical test results. D.C. Code § 44-211 (2010).

I. COMMON LAW
A. Torts

•  Generally: District of Columbia courts have adopted the Restatement stance on invasion of privacy torts. Vassiliades v. Garfinckel's, Brooks Bros., 492 A.2d 580 (D.C. 1985).

•  Publicly Disclosing Private Facts: This cause of action requires that publicity be “highly offensive” and that the nature of the publicity must ensure that the disclosure would reach a public audience. Courts have found this tort to protect against public disclosure of medical facts. In one case, a plaintiff’s surgery photographs were publicized for medical educational purposes without her consent, which was held to constitute public disclosure of private facts. Courts have stated that this is “the right to obtain medical treatment at home or in a hospital for an individual personal condition without personal publicity.” Additionally, courts have noted that “[c]ertain private facts about a person should never be publicized, even if the facts concern matters which are, or relate to persons who are, of legitimate public interest.” Vassiliades v. Garfinckel's, Brooks Bros., 492 A.2d 580 (D.C. 1985). Furthermore, courts have found that this tort does not prevent the further publicity of what a plaintiff has himself left open to the public eye. The views of the Restatement and Prosser’s The Law of Torts have been adopted. Harrison v. Washington Post Co., 391 A.2d 781, 784 (D.C. 1978).

•  Breach of a Physician-Patient Relationship: Confidences made by a patient to a physician may not be disclosed without the permission of the patient. Patients have the right to rely on this common understanding of the ethical requirements which have been placed on the medical profession and to obtain damages against a physician if he violates such confidentiality. Vassiliades v. Garfinckel's, Brooks Bros., 492 A.2d 580 (D.C. 1985).

II. STATUTORY LAW

A. Privacy Torts

•  Breach of Mental Health Confidentiality: Any person who negligently violates the provisions of this chapter shall be liable in an amount equal to the damages sustained by the client plus the costs of the action and reasonable attorney's fees. Any person who willfully or intentionally violates the provisions of this chapter shall be liable in damages sustained by the client in an amount not less than $1000 plus the costs of the action and reasonable attorney's fees. Either party is entitled to trial by jury, upon request. D.C. Code § 7-1207.01 (2009).
B. Health Confidentiality Statutes

•  Mental Health Information: Mental health information means any written, recorded, or oral information acquired by a mental health professional in attending a client in a professional capacity which indicates the identity of a client, and relates to the diagnosis or treatment of a client's mental or emotional condition. D.C. Code § 7-1201.01 (2009). No mental health professional, mental health facility, data collector or employee or agent of a mental health professional, mental health facility or data collector shall disclose or permit the disclosure of mental health information to any person, including an employer. No client in a group session shall disclose or permit the disclosure of mental health information relating to another client in the group session to any person. D.C. Code § 7-1201.02 (2009). If a mental health professional makes personal notes regarding a client, such personal notes shall not be maintained as a part of the client's record of mental health information. Notwithstanding any other provision of this chapter, access to such personal notes shall be strictly and absolutely limited to the mental health professional and shall not be disclosed. D.C. Code § 7-1201.03 (2009). A mental health professional or mental health facility may disclose mental health information to qualified personnel, if necessary, for the purpose of conducting scientific research or management audits, financial audits, or program evaluation of the mental health professional or mental health facility; provided that such personnel have demonstrated and provided assurances, in writing, of their ability to insure compliance with the requirements of this chapter. Such personnel shall not identify, directly or indirectly, an individual client in any reports of such research, audit, or evaluation, or otherwise disclose client identities in any manner. D.C. Code § 7-1203.05 (2009).
•  HIV Testing: An insurer shall not disclose the fact that a proposed insured was tested for HIV for insurance reasons or the results of such a test. An insurer that requires testing of a proposed insured shall maintain records and establish procedures in a manner that protects the privacy of the proposed insured and the confidentiality of the test results. However, an insurer shall report numerical data regarding test results to actuaries employed or consulted by the insurer for the limited purpose of performing actuarial studies related to the business of insurance. The name, address, or other information that reveals the identity of the individual tested shall not be reported to the actuaries. Additionally, the Commissioner of Insurance and Securities may, by rule, require an insurer to report numerical data regarding test results to the Commissioner for the limited purpose of performing epidemiological studies. The name, address, or other information that reveals the identity of the individual tested shall not be reported to the Commissioner of Insurance and Securities. D.C. Code § 31-1606 (2009).
•  Public Records Exemptions: Information of a personal nature where the public disclosure thereof would constitute a clearly unwarranted invasion of personal privacy, and investigatory records compiled for law enforcement purposes, including the records of Council investigations and investigations conducted by the Office of Police Complaints, may be exempt from disclosure, but only to the extent that the production of such records would constitute an unwarranted invasion of personal privacy. D.C. Code § 2-534 (2009).
•  Health Maintenance Organization (HMO) Records: Any data or information pertaining to the diagnosis, treatment, or health of any enrollee or applicant obtained from such person or from any provider by any HMO shall be held in confidence and shall not be disclosed to any person. However, a person who, in good faith and without malice or negligence, takes any action or makes any decision or recommendation as a member, agent, or employee of a health care review committee, or who furnishes any records, information, or assistance to such a committee shall not be subject to liability for civil damages or any legal action in consequence of such action. Nor shall the HMO which established such committee or the officers, directors, employees, or agents of such HMO be liable for the activities of any such person. The information considered by a health care review committee and the records of their actions and proceedings shall be confidential. Information considered by a health care review committee and the records of its action and proceedings, which are used pursuant to this subsection by a state licensing or certifying agency or in appeal, shall be kept confidential. D.C. Code § 31-3426 (2009). The Commissioner of the Department of Insurance, Securities, and Banking may levy an administrative penalty in an amount not to exceed $ 50,000 for any violation. D.C. Code § 31-3401 (2009).
•  Clinical Test Records: All requests for clinical laboratory services, the results of all clinical laboratory tests, and the contents of patient specimens shall be confidential. D.C. Code § 44-211 (2010).
•  Penalties: Any person who willfully violates the provisions of this chapter shall be guilty of a misdemeanor and shall be fined not more than $ 1000 or imprisoned for not more than 60 days, or both. Any person who knowingly obtains mental health information from a mental health professional, mental health facility or data collector, under false pretenses or through deception, shall be guilty of a misdemeanor and shall be fined not more than $ 5000 or imprisoned not more than 90 days, or both. D.C. Code § 7-1207.02 (2009).

	Florida
	SUMMARY

The appropriation and invasion of privacy torts have been codified. The false light tort is not recognized by Florida courts. The other standard invasion of privacy torts have been recognized. In general, actions supported by a legitimate public health purpose and done in a reasonable manner are protected from tort liability. Courts have recognized a confidential fiduciary duty by medical professionals.

Areas of concern include: (1) Mental health records. Fla. Stat. § 456.059 (2009).
I. COMMON LAW
A. Torts

•  General: Relatives of a deceased person have no right of action for invasion of privacy of the deceased person regardless of how close such personal relationship was with the deceased. Additionally, Florida courts are wary of actions for injury which is purely emotional due to the danger of spurious claims. However, relatives of a deceased person have their own privacy interest in protecting their rights in the character and memory of the deceased as well as the right to recover for their own humiliation and wounded feelings caused by the publication. Such relatives must shoulder a heavy burden in establishing a cause of action and the defendant’s conduct must have been sufficiently egregious in nature. Loft v. Fuller, 408 So.2d 619 (Fla. Dist. Ct. App. 1981). Invasion of privacy is an intentional tort. Purrelli v. State Farm Fire & Cas. Co., 698 So.2d 618 (Fla. Dist. Ct. App. 1997). Neither the truth of the published matter, nor the entire absence of any malice or wrongful motive on the part of the writer or publisher, constitute any defense to such an action; nor does the plaintiff have to allege or prove any special or pecuniary damages. Cason v. Baskin, 20 So.2d 243 (Fla. 1945).
•  Public Disclosure of Private Facts: The defendant’s actions must be “highly offensive to a reasonable person” in order for this action to stand. The publication of any such records will necessarily meet this threshold merely because of their nature. Post-Newsweek Stations Orlando, Inc. v. Guetzloe, 968 So.2d 608 (Fla. Dist. Ct. App. 2007). This action is for the dissemination of truthful private information which a reasonable person would find objectionable. Allstate Ins. Co. v. Ginsberg, 863 So.2d 156 (Fla. 2003).
•  Intrusion: This tort states a claim for the intrusion upon a plaintiff's seclusion or solitude. However, a legitimate general or public interest is a defense to such a claim. Armstrong v. H & C Communications, Inc., 575 So.2d 280 (Fla. Dist. Ct. App. 1991). An intrusion does not have to be physical, but can also be an electronic intrusion into the plaintiff’s private quarters. Allstate Ins. Co. v. Ginsberg, 863 So.2d 156 (Fla. 2003); Purrelli v. State Farm Fire & Cas. Co., 698 So.2d 618 (Fla. Dist. Ct. App. 1997). Whether or not the sphere of privacy protects an area depends on whether an ordinary man in the plaintiff's position could reasonably expect that the particular defendant should be excluded from that space. Fletcher v. Florida Pub. Co., 319 So.2d 100 (Fla. Dist. Ct. App. 1975).
•  Appropriation: This tort has been codified at Fla. St. § 540.08 (2009). This action can only be maintained by a living individual whose privacy is invaded. Courts have also used the Restatement to interpret law. Nestor v. Posner-Gerstenhaber, 857 So. 2d 953 (Fla. Dist. Ct. App. 2003). The custodian of public records may be subject to tort liability resulting from the custodian's intentionally communicating public records or their contents to someone outside the agency which is responsible for records, unless the person inspecting those records has made a bona fide request to inspect them, in accordance with the Public Records Act, or if it is necessary to the agency's transaction of its official business to reveal records to a person who has not requested to see them Williams v. City of Minneola, 575 So.2d 683 (Fla. Dist. Ct. App. 1991).
•  False Light: This tort is not recognized in Florida. Anderson v. Gannett Co., Inc., 994 So.2d 1048 (Fla. 2008); Jews for Jesus, Inc. v. Rapp, 997 So.2d 1098 (Fla. 2008).
•  Fiduciary Duties: The elements of a cause of action for breach of fiduciary duty are: (1) the existence of a fiduciary duty; (2) the breach of that duty; and (3) damage proximately caused by that breach. Gracey v. Eaker, 837 So.2d 348 (Fla. 2002). 
•  Physician Fiduciary Duties: Courts have recognized that a confidential fiduciary duty arises from the physician-patient relationship. Nardone v. Reynolds, 333 So.2d 25 (Fla. 1976). Additionally there is a fiduciary duty stemming from counseling relationships. Doe v. Evans, 814 So.2d 370 (Fla. 2002). This duty has also been recognized for mental professionals. This fiduciary relationship consists of the duty to not disclose the confidences reposed in him by his patients. The finder of fact ultimately determines which allegations of injury are meritorious and which are not. Legislature has established as the public policy of this state that emotional status is of equal importance as physical status, and that this information is  confidential and privileged, and protected from disclosure. Therefore, plaintiffs can recover from purely emotional injuries. Gracey v. Eaker, 837 So.2d 348 (Fla. 2002).
II. STATUTORY LAW

A. Privacy Torts

•  Appropriation: Using a person's name or likeness for a commercial purpose without consent is not allowed. Any injured party may bring an action to recover for any loss or damages sustained, including any reasonable royalties, and punitive damages. If the injured party is a member of the armed forces, a civil penalty of up to $1000 may be imposed. Matters having a current and legitimate public purpose are exempt from this statute. Fla. Stat. § 540.08 (2009). The statute was designed to prevent the unauthorized use of a name to directly promote the product or service of the publisher. Thus, the publication is harmful not simply because it is included in a publication that is sold for a profit, but rather because of the way it associates the individual's name or personality with something else. Therefore, mere commercial use of the person’s name or likeness is not relevant, but, rather, such usage must actually promote the product in some way. Loft v. Fuller, 408 So.2d 619 (Fla. Dist. Ct. App. 1981).
B. Health Confidentiality Statutes


•  General: Patient records of hospitals and surgical facilities are confidential and must not be disclosed. The Department of Health may examine these records for the purpose of epidemiological investigations, such as the Sentinel System. Fla. Stat. § 395.3025 (2009). Any information obtained from patient records by a state agency pursuant to its statutory authority is confidential. Fla. Stat. § 400.611 (2009). Confidential health care data, such as personal identifiers, collected by the Department of Health, may be released to other governmental entities such as the FDA. The receiving entity or party shall retain the confidentiality of such information as provided for in this statute. Fla. Stat. § 408.061 (2009). Patient clinical information may be used for statistical and research purposes, such as the Sentinel System, if the information is abstracted in such a way as to protect the identity of individuals. Fla. Stat. § 394.4615 (2009).
•  Optometrists: A licensed practitioner shall maintain full and independent responsibility and control over all records relating to his or her patients and his or her optometric practice. All such records shall remain confidential except as otherwise provided by law. The records shall be maintained in the licensed practitioner's office or solely in the possession of the licensed practitioner, and that the licensed practitioner shall not share, delegate, or relinquish either possession of the records or his or her responsibility or control over those records with or to any entity which is not itself a licensed practitioner. 64B13-3.003, Fla. Admin. Code Ann. (2009). An optometrist shall keep in confidence whatever he or she may learn about a patient in the discharge of his or her professional duties. All reports and records relating to the patient, including those records relating to the identity, examination, and treatment of the patient, shall constitute patient records. Such records may not be furnished to, and the condition of the patient may not be discussed with, any person. 64B13-3.001, Fla. Admin. Code Ann. (2009).

•  Quality Assurance Activities: All quality assurance activity information which is confidential by operation of law and which is obtained by the Department of Health, a county health department, healthy start coalition, or certified rural health network, or a panel or committee assembled by the Department of Health, a county health department, healthy start coalition, or certified rural health network pursuant to this section, shall retain its confidential status. Such information may be released for statistical purposes, such as for the Sentinel System, as long as medical or epidemiologic information is summarized so that no person can be identified and no names are revealed. Fla. Stat. § 381.0055 (2009).
•  Trauma Registry Data: Such data is confidential, but the Department of Health may also use or provide such data for research purposes, such as for the Sentinel System. Research groups shall use or publish said material only for the purpose of advancing medical research or medical education in the interest of reducing morbidity or mortality. A summary of such studies may be released by any such group for general publication. In all events the identity of any person whose condition or treatment has been studied shall be confidential. Fla. Stat. § 395.404 (2009).
•  Assisted Living Facilities: Any person, hospital, assisted living facility, hospice, sanatorium, nursing or rest home or other organization may provide resident information relating to conditions or treatments to research groups to be used in the course of any study for the purpose of reducing morbidity or mortality. Sentinel System activities are likely to qualify to access such data. Additionally, no liability of any kind shall arise or be enforced against those who provide this information. There will also be no liability for releasing or publishing the findings and conclusions of such groups to advance medical research and medical education. Fla. Stat. § 405.01 (2009). Research groups shall use or publish said material only for the purpose of advancing medical research or medical education in the interest of reducing morbidity or mortality, except that a summary of such studies may be released by any such group for general publication. Fla. Stat. § 405.02 (2009). In all events the identity of any person whose condition or treatment has been studied shall be confidential. Fla. Stat. § 405.03 (2009). The personal and medical records of nursing home residents shall be confidential. Fla. Stat. § 400.022 (2009). Information about patients received by home health services agencies or their licensing agency, through reports or inspection, shall be confidential. Fla. Stat. § 400.494 (2009). Hospice patient records and portions of those records of care are confidential, subject to three enumerated exceptions. The relevant exception for the Sentinel System allows for the release of records to a state or federal agency if it, acting under its statutory authority, requires submission of aggregate statistical data. Fla. Stat. § 400.611 (2009). The FDA may qualify as such a government agency.
•  Employee Records: Any medical records and medical reports of an injured employee and any information identifying an injured employee in medical bills which are provided to the Department of Health are confidential. Fla. Stat. § 440.125 (2009).
•  HIV/AIDS: No person who has obtained or has knowledge of a test result pursuant to this section may disclose or be compelled to disclose testing information in a manner that permits identification of the subject of the test. However, the information may be released to authorized medical or epidemiological researchers, who may not further disclose any identifying characteristics or information. Fla. Stat. § 381.004 (2009).
•  Workers’ Compensation Documents: Any medical records and medical reports of an injured employee and any information identifying an injured employee in medical bills which are provided to the Department of Health are confidential. Fla. Stat. § 440.125 (2009). 
•  Emergency Services: The rescue reports of the municipal fire department of the City of Belleair Bluffs, which contain medical information from an emergency medical technician in performing his duties as a member of the fire department, are subject to inspection and examination and copying by any person desiring to do so as prescribed by statute. Fla. Op. Att’y Gen. 80-21 (March 13, 1980). Reports to the Department of Health from any life support service organization which cover statistical data are public records, except that the names of patients and other patient-identifying information contained in such reports are confidential. Fla. Stat. § 401.30 (2009). Records of emergency calls which contain patient examination or treatment information are confidential and may not be disclosed. Fla. Stat. § 401.30 (2009).
•  Tuberculosis: All information and records held by the Department of Health or its authorized representatives relating to known or suspected cases of tuberculosis or exposure to tuberculosis shall be strictly confidential. Such information shall not be released or made public by the Department or its authorized representatives or by a court or parties to a lawsuit, except that release may be made for statistical purposes, as long as medical or epidemiologic information is summarized so that no person can be identified and no names are revealed. Fla. Stat. § 392.65 (2009).
•  Mental Health: Communications between a patient and a psychiatrist shall be held confidential and shall not be disclosed. Fla. Stat. § 456.059 (2009). Communications between a licensed psychological service provider and her or his patient shall be confidential. Fla. Stat. § 490.0147 (2009). Any communication between a psychotherapist and her or his patient or client shall be confidential. Fla. Stat. § 491.0147 (2009). Courts have found that the legislature intended that sensitive records regarding mental health treatment require at least a court to find good cause in order to release them. Butterworth v. X Hosp., 763 So. 2d 467 (Fla. Dist. Ct. App. 2000).
•  Insurance: An insurer must maintain strict confidentiality against unauthorized or inadvertent disclosure of confidential information to persons regarding claims for payment of psychotherapeutic services provided by psychotherapists, and psychotherapeutic records and reports related to the claims. However, an insurer may provide aggregate data which does not disclose subscriber identities or identities of other persons to researchers. Fla. Stat. § 627.4195 (2009). A health maintenance organization or prepaid health clinic must maintain strict confidentiality against unauthorized or inadvertent disclosure of confidential information to persons inside or outside the health maintenance organization or prepaid health clinic regarding psychotherapeutic services provided to subscribers by psychotherapists licensed under chapter 490 or chapter 491 of the Florida Statutes, and psychotherapeutic records and reports related to the services. A health maintenance organization or prepaid health clinic may provide aggregate data which does not disclose subscriber identities or identities of other persons to entities such as payors, sponsors, researchers, and accreditation bodies. Fla. Stat. § 641.59 (2009). Health care provider patient records may not be disclosed. However, such records may be furnished for statistical and scientific research, such as for the Sentinel System, provided the information is abstracted in such a way as to protect the identity of the patient, or provided written permission is received from the patient or the patient's legal representative. Fla. Stat. § 456.057 (2009).
•  Florida Center for Health Information and Policy Analysis: The Agency for Health Care Administration shall develop written agreements with local, state, and federal agencies for the sharing of health care-related data or using the facilities and services of such agencies. State agencies, local health councils, and other agencies under state contract shall assist the Center in obtaining, compiling, and transferring health care-related data maintained by state and local agencies. Written agreements must specify the types, methods, and periodicity of data exchanges and specify the types of data that will be transferred to the Center. Fla. Stat. § 408.05 (2009).
•  Penalties: The unauthorized release of information by agents of the relevant department that would identify an individual patient is a misdemeanor of the first degree and may be sentenced to imprisonment for up to 1 year and/or fined $1000. Fla. Stat. § 395.3025 (2009); Fla. Stat. § 775.082 (2009); Fla. Stat. § 775.083 (2009). Willfully permitting unauthorized disclosure of information relating to a patient or his or her records constitutes grounds for denial of license or disciplinary action by the Board of Nursing Home Administrators. Fla. Stat. § 468.1755 (2009).
III. CONSTITUTIONAL LAW

• Article 1, Section 23: “Every natural person has the right to be let alone and free from governmental intrusion.” Fla. Const. 1, § 23. Courts have found this provision to protect patient medical records. Government attempts to obtain these records must be supported by a compelling state interest. State v. Johnson, 814 So.2d 390 (Fla. 2002).

	Georgia
	SUMMARY

Under current Georgia law, the concept of invasion of privacy encompasses four loosely related but distinct torts. Fiduciary duties are defined by professional ethical standards, which likely include the duty to maintain patient confidentiality.

I. COMMON LAW
A. Torts

•  General: The four invasion of privacy torts include: (1) intrusion upon plaintiff's seclusion or solitude, or into her private affairs; (2) public disclosure of embarrassing private facts about the plaintiff; (3) publicity which places the plaintiff in a false light in the public eye; and (4) appropriation, for the defendant's advantage, of the plaintiff's name or likeness. Yarbray v. Southern Bell Tel. & Tel. Co., 261 Ga. 703, 409 S.E.2d 835, 836 (1991); Cabaniss v. Hipsley, 114 Ga.App. 367, 151 S.E.2d 496, 500 (1966).

•  Intrusion Upon Plaintiff’s Seclusion or Solitude: "[H]ighly personal questions or demands by a person in authority may be regarded as an intrusion on psychological solitude or integrity and hence an invasion of privacy. …Generally, the case is one in which the recitation of the facts to an average member of the community would arouse his resentment against the actor, and leave him to exclaim 'Outrageous!'" The resulting emotional distress must be severe to impose liability for this tort. Yarbray v. S. Bell Tel. & Tel. Co., 409 S.E.2d 835 (Ga. 1991).

•  Public Disclosure of Embarrassing Facts: The elements of this tort are (a) the disclosure of private facts must be a public disclosure; (b) the facts disclosed to the public must be private, secluded, or secret facts and not public ones; (c) the matter made public must be offensive and objectionable to a reasonable person of ordinary sensibilities under the circumstances. "The interest protected is that of reputation, with the same overtones of mental distress that are present in libel and slander. It is in reality an extension of defamation into the field of publications that do not fall within the narrow limits of the old torts, with the elimination of the defense of truth." Cabaniss v. Hipsley, 151 S.E.2d 496 (Ga. Ct. App. 1966).

•  False Light: This tort does not require the invasion of something secret, secluded or private, however, it does require falsity or fiction. The interest protected by this cause of action is clearly that of reputation, with the same overtones of mental distress as in defamation. There is a resemblance to the tort of public disclosure of embarrassing facts, but the two differ in that “one involves truth and the other lies, one private or secret facts and the other invention." Cabaniss v. Hipsley, 151 S.E.2d 496 (Ga. Ct. App. 1966).

•  Appropriation: This cause of action arises when a defendant uses, for his own benefit, the plaintiff's name or likeness. The interest protected in such cases is not so much a mental as a proprietary one, and is an interest in the exclusive use of the plaintiff's name and likeness as an aspect of his identity. Cabaniss v. Hipsley, 151 S.E.2d 496 (Ga. Ct. App. 1966).

•  Fiduciary Duties: Three elements are essential to establish a medical malpractice claim: the doctor's duty to his patient; the doctor's breach of that duty through the failure to exercise the requisite degree of skill and care; and an injury proximately caused by the doctor's failure. Plaintiff must prove “that the injury complained of proximately resulted from [a] want of care or skill. A bare possibility of such result is not sufficient.” Haughton v. Canning, 650 S.E.2d 718 (Ga. Ct. App. 2007). The Georgia Supreme Court has recognized that professional ethical standards constitute evidence of a common law duty of care so long as they are intended to protect a person in the position of the alleged injured party or are specifically addressed to the particular harm suffered by that party. Bala v. Powers Ferry Psychological Assocs., 491 S.E.2d 380 (Ga. Ct. App. 1997).

II. STATUTORY LAW

A. Health Confidentiality Statutes


•  General: Any health care facility may provide patient medical information to either research groups approved by the medical staff of the institution involved or to governmental health agencies to be used in the course of any study for the purpose of reducing rates of morbidity or mortality. The Sentinel System may qualify as one of these groups. Additionally, such groups can publish study findings to advance medical research or medical education, or to achieve the most effective use of health manpower and facilities. The identity of any person whose condition or treatment has been studied pursuant to this section shall be confidential and shall not be revealed under any circumstances. Ga. Code Ann. § 31-7-6 (2009). Courts have held that medical records can be disclosed under the state’s open records law if a hospital expunges confidential information before disclosure. Griffin-Spalding County Hosp. Auth. v. Radio Station WKEU, 241 S.E.2d 196 (Ga. 1978). Ga. Code Ann. § 37-7-166 (2009); Ga. Code Ann. § 37-3-166 (2009). Employer drug test results are not covered by these statutes because employees are not “patients” seeking treatment from their employer. Foster v. Swinney, 588 S.E.2d 307 (Ga. Ct. App. 2003). No report or disclosure of a ward's personal or medical records shall be made except as required or authorized by law. Ga. Code Ann., § 29-10-7 (2009). There is no requirement for a public right to inspect state medical records, as the disclosure of these records would be an invasion of personal privacy. Ga. Code Ann., § 50-18-72 (2009).
•  Mental Health: Mental health records are to be held confidential, with only certain enumerated exceptions. Ga. Code Ann. § 37-3-166 (2010); Ga. Code Ann. § 37-4-125 (2010). A mental health "clinical record" means a written record pertaining to an individual patient and includes all medical records, progress notes, charts, admission and discharge data, and all other information which is recorded by a facility or other entities responsible for a patient's care and treatment under this chapter and which pertains to the patient's hospitalization and treatment. Ga. Code Ann. § 37-3-1 (2010). Summary or de-identified data relating to mental health may not qualify for confidential protection.
•  Substance Abuse: A clinical record for each substance abuse patient shall be maintained. Such records are confidential. Ga. Code Ann. § 37-7-166 (2009). "Clinical record" means a written record pertaining to an individual patient and shall include all medical records, progress notes, charts, admission and discharge data, and all other information which is recorded by a facility which pertains to the patient's hospitalization and treatment. Such other information as may be required by rules and regulations of the board shall also be included. Ga. Code Ann. § 37-7- 1 (2009). Summary or de-identified data relating to substance abuse may not qualify for confidential protection.
•  Insurance: Any data or information pertaining to the diagnosis, treatment, or health of any enrollee or applicant obtained from the person or from any provider by any health care insurance organization shall be held in confidence and shall not be disclosed to any person. Ga. Code Ann. § 33-21-23 (2009). An insurance institution shall not disclose any personal or privileged information about an individual collected or received in connection with an insurance transaction except for the purpose of conducting research studies, such as the Sentinel System. However, no individual may be identified in a research report, and identifying information must be returned or destroyed when it is no longer needed. Additionally, the research organization must agree not to disclose the information except in the circumstances enumerated in the statute. Ga. Code Ann. § 33-39-14 (2009). No cause of action in the nature of defamation, invasion of privacy, or negligence shall arise against any person for disclosing personal or privileged information in accordance with this chapter, nor shall such a cause of action arise against any person for furnishing personal or privileged information to an insurance institution, agent, or insurance-support organization; provided, however, this Code section shall provide no immunity for disclosing or furnishing false information with malice or willful intent to injure any person. Ga. Code Ann. § 33-39-22 (2009). Names and individual identification data for all owners and insureds shall be considered private and confidential information and shall not be disclosed by the Commissioner unless required by law. Ga. Code Ann. § 33-59-7 (2009). Any medical information concerning a patient that was obtained by or released to an insurer from a pharmacy or pharmacist shall be confidential and privileged and may be released by such insurer to a third party for purposes of appropriate medical research provided that such release does not provide any information that identifies an individual or organization. Information released in accordance with the provisions of this subsection may be used for appropriate medical research, such as the Sentinel System. Ga. Code Ann. § 33-24-59.4 (2009).
•  AIDS/HIV: Georgia law governs the use or disclosure of information which reveals AIDS diagnoses, testing information, or HIV status of an individual. No person which receives or maintains such confidential information shall intentionally or knowingly disclose that information. "AIDS confidential information" means information which discloses that a person: (A) Has been diagnosed as having AIDS; (B) Has been or is being treated for AIDS; (C) Has been determined to be infected with HIV;  (D) Has submitted to an HIV test; (E) Has had a positive or negative result from an HIV test; (F) Has sought and received counseling regarding AIDS; or (G) Has been determined to be a person at risk of being infected with AIDS, and which permits the identification of that person. Ga. Code Ann. § 31-22-9.1. De-identified or summary information is likely to not qualify as AIDS confidential information. AIDS confidential information may be disclosed to any agency or department of the federal government if that information is authorized or required by law to be reported to that agency or department. Ga. Code Ann. §  24-9-47.
•  Penalties: Unauthorized disclosure of confidential AIDS information is a misdemeanor. Merely negligent, unintentional disclosure of AIDS confidential information shall not give rise to civil or criminal liability, unless such disclosure was due to gross negligence or wanton and willful misconduct. Ga. Code Ann. § 24-9-47 (2009).
III. CONSTITUTIONAL LAW

•  Article 1, Section 1, Paragraph 1:  In 1905, the Georgia Supreme Court expressly recognized that the state’s citizens have a "liberty of privacy" guaranteed by the Georgia constitutional provision which declares that no person shall be deprived of liberty except by due process of law. The "right to be let alone" guaranteed by the Georgia Constitution is far more extensive that the right of privacy protected by the U.S. Constitution. Pavesich v. New England Life Ins Co., 50 S.E. 68 (Ga. 1905). An individual’s privacy rights are more important than the public policy of open government where the matters at issue are not of legitimate public concern. Harris v. Cox Enterprises, 348 S.E.2d 448 (Ga. 1986). The "right of personal liberty" also embraces "the right to withdraw from the public gaze at such times as a person may see fit, when his presence in public is not demanded by any rule of law. . . ." Additionally, the right of privacy is a fundamental right and a government-imposed limitation on the right to privacy will pass constitutional muster if the limitation is shown to serve a compelling state interest and to be narrowly tailored to effectuate only that compelling interest. Powell v. State, 510 S.E.2d 18 (Ga. 1998).

	Guam
	SUMMARY

Guam courts have yet to decide whether there is a common law protection against invasion of privacy or breach of medical confidentiality. Guam statutory law governs the use of medical records by hospitals, but does not directly regulate medical professionals.

Areas of concern include: (1) Mental health records. Guam Code Ann. tit. 10, § 82605 (2009).

I. COMMON LAW
•  General: There are no cases in Guam that address privacy torts or medical privacy.

II. STATUTORY LAW

A. Privacy Torts

•  Violation of the Confidentiality of Records Regarding Mental Illness Treatment: Any person may bring an action against an individual or agency that has willfully and knowingly released confidential information or records concerning him in violation of the provisions of this Chapter, for the greater of $2500 or three times the amount of actual damages, if any, sustained by the plaintiff. It is not a prerequisite to an action under this section that the plaintiff had suffered or been threatened with actual damages. Guam Code Ann. tit. 10, § 82607 (2009).
B. Health Confidentiality Statutes

•  Guam Memorial Hospital Records: Patient medical records are confidential and copies thereof may be released only upon the written consent of the patient involved or by written order of the Superior Court of Guam; provided, however, that any information, data or reports with respect to cases of malignant diseases may be furnished to, or procured by, the Guam Tumor Registry-Tumor Clinic or Guam Memorial Hospital, for statistical, scientific and medical research. Additionally, no physician, surgeon, dentist, institution or hospital, furnishing such information, shall be deemed to have violated any confidential relationship or to be held liable therefore. Guam Code Ann. tit. 10, § 80114 (2009).
•  Allied Health Examiner Records: No Allied Health Examiners may disclose any information acquired from a patient being consulted in his professional capacity. Guam Code Ann. tit. 10, § 12815 (2009). Allied Health Examiners are prohibited from either acting, aiding or abetting another to act, in any manner which is reprehensible; immoral; illegal; against the public interest, policy or safety; or which tends to degrade, destroy or bring discredit upon the licensee, the community or the profession. The following includes, but is not limited to, acts of unprofessional conduct which shall result in disciplinary action for breach of privileged communication or breaching the confidentiality of patient records. Guam Code Ann. tit. 10, § 12811 (2009).
•  Public Record Exemptions: Nothing in this Chapter shall be construed to require disclosure of records that are personal, medical, or similar files, the disclosure of which would constitute an unwarranted invasion of personal privacy. Guam Code Ann. tit. 5, § 10108 (2009).
•  Public Health Emergency Records: Protected health information obtained during public health emergency activities and held by the public health authority shall not be disclosed to others without the individual’s written, specific informed consent, except for disclosures made to appropriate federal agencies or authorities pursuant to federal law. Guam Code Ann. tit. 10, § 19607 (2009).
•  Mental Illness Treatment Records: All information and records obtained in the course of providing service to either voluntary or involuntary recipients of services shall be confidential. Information and records may be disclosed only for research, provided that the Attorney General provides by regulation, rules for the conduct of research. Such rules shall include, but need not be limited to, the requirement that all researchers must sign an oath of confidentiality. Guam Code Ann. tit. 10, § 82605 (2009).

	Hawaii
	SUMMARY

Courts have adopted the Restatement stance on invasion of privacy torts. Hawaii’s state constitution explicitly protects a right to privacy.

I. COMMON LAW
A. Torts

•  General: The Restatement stance has been adopted by courts. Mehau v. Reed, 869 P.2d 1320 (Haw. 1994). Invasion of privacy torts are also encompassed in Article 1, Section 6 of the state constitution. State v. Lester, 649 P.2d 346 (Haw. 1982).

•  False Light: The elements of the tort are as follows: one who gives publicity to a matter concerning another that places the other before the public in a false light is subject to liability to the other for invasion of his privacy, if: (1) the false light in which the other was placed would be highly offensive to a reasonable person; and (2) the actor had knowledge of or acted in reckless disregard as to the falsity of the publicized matter and the false light in which the other would be placed. Chung v. McCabe Hamilton & Renny Co., 128 P.3d 833 (Haw. 2006).

•  Public Disclosure of Private Facts: Courts have adopted the Restatement stance for this tort. State Org. of Police Officers v. Society of Professional Journalists-University of Haw. Chapter, 927 P.2d 386 (Haw. 1996).

•  Appropriation: Courts afford protection against the appropriation of a person’s name or picture for commercial purposes. Individuals have a right not to have their name and picture used without their permission as part of an advertising campaign. Fergerstrom v. Hawaiian Ocean View Estates, 441 P.2d 141 (Haw. 1968).

•  Unreasonable Intrusion: There are no recorded cases addressing this cause of action.

•  Physician Fiduciary Duties: Physicians hold a position of public trust. As such, they have an ongoing duty to maintain the highest standards of professional conduct. Loui v. Board of Medical Examiners, 889 P.2d 705 (Haw. 1995). State courts have provided some support for a physician’s duty to maintain patient confidentiality. Dubin v. Wakuzawa, 970 P.2d 496, 503 (Haw. 1998).

II. STATUTORY LAW

A. Privacy Torts

•  Medical Tort: Statutory law defines “medical tort” to mean a professional negligence, the rendering of professional service without informed consent, or an error or omission in professional practice, by a health care provider, which proximately causes death, injury, or other damage to a patient. Haw. Rev. Stat. § 671-1 (2009).

B. Health Confidentiality Statutes

•  General: Hawaii used to have an act titled “Privacy of Health Care Information” (Chapter 323C of the Hawaii Code) which governed the disclosure of health care data. However, this act was recently repealed because the legislature found that the federal rules and regulations by the United States Department of Health and Human Services were adequate. Additionally, the legislature noted that there was no evidence of widespread health privacy issues in Hawaii. 2001 Haw. Sess. Laws, Act 244, Sec 3.

•  HIV/AIDS: The records of any individual or entity which indicate the HIV-positive status of any person shall be strictly confidential. The statute uses the term “records” broadly to include all communication identifying any individual who has HIV infection, AIDS related complex or AIDS. This information shall not be released or made public upon subpoena or any other method of discovery. Any person who receives or comes into possession of any record or information released or disclosed pursuant to this subsection shall be subject to the same obligation of confidentiality as the party from whom the record or information was received. Haw. Rev. Stat. § 325-101 (2009). These rules would likely only allow de-identified information to be disclosed for Sentinel System purposes.


•  Mental Health Studies: Any person may provide information relating to individuals to the Department of Health to be used in the course of any study for the purpose of reducing morbidity or mortality resulting from mental illness or mental retardation. Such uses would include responding to Sentinel queries. No liability for damages shall arise against any person for having this provided such information or for publishing medical reports based on receipt of this information. Haw. Rev. Stat.§ 324-11 (2009). The material shall be used or published only for the purpose of advancing medical research in the interest of reducing morbidity or mortality. The Sentinel System could be included in this. The identity, or any group of facts which tends to lead to the identity, of any person whose condition or treatment has been studied, shall be confidential and shall not be revealed in any reports or any other matter prepared, released, or published by research or study committees under any circumstances. Haw. Rev. Stat.§ 324-12 (2009).

•  Pharmaceutical Records: Any person who furnishes a substance under the Uniform Controlled Substance Act must keep a record or it and report it to the Department of Public Safety. Haw. Rev. Stat.§ 329-63 (2009). All such records and information shall be kept confidential; provided that disclosure of records and information to authorized federal agencies is permissible. Haw. Rev. Stat.§ 329-68 (2009). The FDA may qualify as an authorized federal agency.

•  Electronic Prescription Accountability System: Information collected by the controlled substance electronic accountability prescription system (regarding usage/purchase of certain controlled substances) shall not be available to the public or used for any commercial purpose. Responsibility for limiting access to information in the system is vested in the administrator of the system. However, the administrator may disclose the information to other state-authorized governmental prescription-monitoring programs. The FDA or Sentinel System may be able to become an authorized program. Haw. Rev. Stat. § 329-10 (2009).

•  Maternal and Perinatal Studies: Any person or facility may provide information relating to the condition and treatment of any person to the maternal and perinatal mortality study committee of the Hawaii Medical Association or the Department of Health to be used in the course of any study for the purpose of reducing morbidity or mortality. Answering Sentinel System queries could be considered such a purpose. No liability of any kind or character for damages or other relief shall arise or be enforced against any person or organization by reason of having provided the information or material, or by reason of having released or published the findings, conclusions, and summaries of the research or study committees to advance medical research and medical education. Haw. Rev. Stat. § 324-1 (2009). The maternal and perinatal mortality study committee of the Hawaii Medical Association, the Department of Health, or any in-hospital staff committee, shall use or publish this material only for the purpose of advancing medical research in the interest of reducing morbidity or mortality. In all events, the identity, or any group of facts which tends to lead to the identity, of any person whose condition or treatment has been studied shall be confidential and shall not be revealed under any circumstances. Haw. Rev. Stat. § 324-2 (2009).

•  Cancer Studies: Any person or organization may provide information relating to individuals with cancer or pre-cancerous conditions to the Hawaii Tumor Registry. This information may be used in the course of any cancer research study approved by the cancer commission of the Hawaii Medical Association and the appropriate federally authorized human subjects protection board. Sentinel System activities could qualify as research study activities. No liability of any kind or character for damages shall arise or be enforced against any person for providing such information or by reason of having released or published the findings, conclusions, and summaries of the researchers to advance medical research and medical education. Haw. Rev. Stat. § 324-21 (2009). Additionally, the Hawaii Legislature has stated that one of the goals of the comprehensive cancer control coalition to advance cancer control to perform “[r]esearch to advance the capabilities in Hawaii for prevention, early detection, treatment, and quality of life.” 2008 Haw. Sess. Laws, Act 117, sec 1. This statement supports the coalition’s assistance with the Sentinel System. Material collected by the Tumor Registry shall be used or published only for the purpose of advancing medical research in the interest of reducing morbidity or mortality. The identity of any person whose condition or treatment has been studied shall be confidential and shall not be revealed in any report or any other matter prepared, released, or published. Researchers, however, may use the names of persons when requesting additional information for research studies after being approved by the cancer commission of the Hawaii Medical Association and the appropriate federally authorized human subjects protection board. Where the patient is still living and the information is to be obtained directly from the patient, the researcher shall first obtain the approval of the patient or the patient’s immediate family, including a reciprocal beneficiary, in that order of priority. Haw. Rev. Stat. § 324-22 (2009).

•  Health Surveillance: The identity, or any group of facts or any system of records which may lead to the identity, of any person whose condition or treatment has been studied shall be confidential and shall not be revealed in any report, release, or publication. Haw. Rev. Stat. § 324-31 (2009). The Department of Health may release statistical records or information relating to the health surveillance program. The materials collected under this part shall only be used for the analysis of health, demographic, socio-economic, environmental and related factors for the evaluation of health problems, health programs, delivery and utilization of medical care, analysis and interpretation of public health trends, forecasting long and short range public health needs, and for the determination of programs to meet such needs. Sentinel System activities certainly qualify under this statement. The Department of Health may also collect additional information requested by other public or private agencies and may release statistical information from the health surveillance program for research use to the public or private agencies or individuals. Haw. Rev. Stat. § 324-32 (2009). The Sentinel System will probably be able to gather information in this manner.

•  Birth Defect Studies: The information collected under Hawaii’s birth defects program shall be used by the Department of Health or by researchers only for the purpose of advancing medical and public health research in the interest of reducing morbidity or mortality and as approved by an institutional review board. Sentinel System activities will likely qualify as such activities. However, the identity of, or any information which alone or in combination with other reasonably available information may be used to identify, any person whose condition or treatment has been studied under this statute, shall be confidential. If the Hawaii birth defects program or researchers intend to collect additional information directly from a patient or patient’s relative for research studies approved by an institutional review board, the researcher shall first obtain approval for the request from the patient’s attending physician. Haw. Rev. Stat. § 324-43 (2009).

•  Public Records: All government records are open for public inspection, except where disclosure would be a clearly unwarranted invasion of personal privacy. HRS § 92F-13 (2009). This statement was “intended to serve as a clear legislative expression of intent should any dispute arise as to the meaning of these provisions” and “once a significant privacy interest is found, the privacy interest will be balanced against the public interest in disclosure. If the privacy interest is not ‘significant,’ a scintilla of public interest in disclosure will preclude a finding of a clearly unwarranted invasion of personal privacy.” Conf. Comm. Rep. No. 112-88, in 1988 House Journal, at 817-18. Information where an individual has significant privacy concerns include information relating to medical, psychiatric, or psychological history, diagnosis, condition, treatment, or evaluation, other than directory information while an individual is present at such facility. Haw. Rev. Stat. § 92F-14 (2009).

•  Penalties: Any person disclosing mental health study information in an unauthorized manner shall be guilty of a misdemeanor and fined not more than $500. Haw. Rev. Stat. § 324-12 (2009). Any person who has knowingly obtained and accessed controlled substance information from confidential records and then intentionally discloses such information in an unauthorized manner, or who intentionally or knowingly aids or abets in such disclosure, shall be imprisoned not more than thirty days or fined not more than $5000, or both. Haw. Rev. Stat. § 329-68 (2009). Without authorization, any person who shall knowingly disclose, attempt to disclose, or use or attempt to use information in the controlled substance electronic accountability prescription system is guilty of a class C felony. Haw. Rev. Stat. § 329-10 (2009). Any person misusing maternal and perinatal study information shall be guilty of a misdemeanor and fined not more than $500. Haw. Rev. Stat. § 324-4 (2009). Any person violating the rules governing disclosure or use of Hawaii Tumor Registry information shall be guilty of a violation. Haw. Rev. Stat. § 324-24 (2009). Any person misusing or improperly disclosing health surveillance information shall be guilty of a misdemeanor. Haw. Rev. Stat. § 324-34 (2009). Any person or institution who willfully violates the confidentiality of HIV-related medical information shall be fined not less than $1000 nor more than $10,000 for each violation plus reasonable court costs and attorney’s fees as determined by the court. The penalties and costs shall be paid to the person or persons whose records were released. Haw. Rev. Stat. § 325-102 (2009).

III. CONSTITUTIONAL LAW

•  Article 1, Section 6: “The right of the people to privacy is recognized and shall not be infringed without the showing of a compelling state interest. The legislature shall take affirmative steps to implement this right.” Haw. Const. art. I, § 6 (2009). One of the privacy rights protected by this section is the right to keep confidential information which is highly personal and intimate, such as medical records. State Org. of Police Officers v. Society of Professional Journalists-University of Haw. Chapter, 927 P.2d 386 (Haw. 1996). This section also encompasses the common law right to privacy or tort privacy, and the ability of a person to control the privacy of information about himself, such as unauthorized public disclosure of embarrassing or personal facts about himself. It concerns the possible abuses in the use of highly personal and intimate information in the hands of government or private parties. State v. Lester, 649 P.2d 346 (Haw. 1982).

	Idaho
	SUMMARY

Idaho courts recognize all four invasion of privacy torts.

Areas of concern: (1) HIV/Aids and other disease. Idaho Code Ann. § 39-606 (2009).

I. COMMON LAW
A. Torts

•  False Light: This tort requires that there is publicity which places the plaintiff in a false light in the public eye. It requires that there be “public disclosure of falsity or fiction concerning the plaintiff.” Baker v. Burlington N., Inc., 587 P.2d 829 (Idaho 1978). There is a heavy burden on plaintiffs for bringing such actions since First Amendment protections allow some disclosure. Bandelin v. Pietsch, 563 P.2d 395 (Idaho 1977).

•  Public Disclosure of Private Facts: In order to make out a claim for public disclosure of private facts “there must be a public disclosure [and] the facts disclosed must be entitled to be private.” Hoskins v. Howard, 971 P.2d 1135 (Idaho 1998). Additionally, “the matter made public must be one which would be offensive and objectionable to a reasonable man of ordinary sensibilities.” Baker v. Burlington N., Inc., 587 P.2d 829 (Idaho 1978). For instance, worker compensation forms certainly contained private information and a reasonable person would not want those facts made public. However, public disclosure must occur for an action to lie. Nation v. State, 158 P.3d 953 (Idaho 2007). Courts have held that there is no public disclosure where a record indicated that only a limited number of persons received the private information and those persons had a right to know the information. Baker v. Burlington N., Inc., 587 P.2d 829, 832 (1978). Liability can still hold if publicity is given to true statements of fact. There is no liability when the defendant merely gives further publicity to information about the plaintiff which is already public. Thus there is no liability for giving publicity to facts about the plaintiff’s life which are matters of public record. Uranga v. Federated Publs., Inc., 67 P.3d 29 (Idaho 2003).

•  Intrusion Into Plaintiff’s Seclusion or Solitude or Into His Private Affairs: This tort involves (1) an intentional intrusion by the defendant; (2) into a matter which the plaintiff has a right to keep private; (3) by the use of a method which is objectionable to the reasonable person. The interest protected by this tort is primarily a mental one. It has been useful chiefly to fill the gaps left by the torts of trespass, nuisance, and the intentional infliction of mental distress; and whatever remedies there may be for the invasion of constitutional rights. Further, an intrusion into private affairs requires the invasion of something secret, secluded or private pertaining to the plaintiff. “[T]he right of privacy is relative to the customs of the time and place, and is determined by the norm of the ordinary person.” An act must also be of such a nature as a reasonable person can see might and probably would cause mental distress and injury to anyone possessed of ordinary feelings and intelligence, situated in like circumstances as the plaintiff. Furthermore, it is not necessary to prove the presence of malice. Consent is a complete defense. Merely asking someone to disclose private facts is not an invasion of privacy. Jensen v. State, 72 P.3d 897 (Idaho 2003). This form of invasion of privacy does not depend upon any publicity given to the person whose interest is invaded or to his affairs. Uranga v. Federated Publs., Inc., 67 P.3d 29, 33 (Idaho 2003).

•  Appropriation of the Plaintiff’s Name or Likeness for Defendant’s Advantage: This claim arises when there has been an appropriation of an aspect of the plaintiff’s identity, and of his name or likeness to the defendant’s own advantage. Peterson v. Idaho First Nat’l Bank, 367 P.2d 284 (Idaho 1961).

II. STATUTORY LAW

A. Health Confidentiality Statutes

•  General: A person licensed as a psychologist under the provisions of this act cannot be examined in a civil or criminal action as to any information acquired in the course of his professional services on behalf of the client. The confidential relations and communications between a psychologist and his client are on the same basis as those provided by law between an attorney and client, and nothing in this article shall be construed to require any such privileged communication to be disclosed. Idaho Code Ann. § 54-2314 (2009). No licensed social worker shall disclose any information acquired from professional consultations that were necessary to enable him to render services in his professional capacity to those consulted. Idaho Code Ann. § 54-3213 (2009). These statutes do not refer to psychological and social worker records that have been admitted as court records. State v. Brown, 825 P.2d 482 (Idaho 1992). Confidentiality of communication between any counselor or therapist and client shall be privileged from disclosure. Idaho Code Ann. § 54-3410 (2009).

•  Mental Health: Information about mental health patients that identify a patient may generally not be disclosed. Idaho Code Ann. § 66-348 (2009).

•  Pharmaceutical Records: Pharmaceutical prescription information that specifically identifies an individual patient shall be held in the strictest confidence. No person in possession of such information shall release the information, unless it is done so by the Department of Health and Welfare acting in official capacity with reference to issues related to the practice of pharmacy. This suggests the information may be used to respond to Sentinel queries. Additionally, such information may be directly disclosed to the FDA for purposes relating to monitoring of adverse drug events in compliance with the requirements of federal law or rules or regulations adopted by the FDA. Furthermore, data can be disclosed that does not identify patients to qualified researchers, including pharmaceutical manufacturers, for purposes of clinical, pharmacoepidemiological or pharmacoeconomic research. This would likely allow disclosure to the Sentinel System even if the System did not specifically operate under the FDA’s authority. Idaho Code Ann. § 54-1727 (2009).

•  Residential Care or Assisted Living Facility: Records required for admission to a facility shall be maintained and updated for administrative purposes only and shall be confidential. Their availability shall be limited to administrators, professional consultants, the resident’s physician or authorized provider, and representatives of the licensing agency. Idaho Code Ann. § 39-3315 (2009). Each resident must be assured the right to privacy with regard to accommodations, medical and other treatment, written and telephone communications, visits, and meetings of family and resident groups. Idaho Code Ann. § 39-3316 (2009).

•  HIV/AIDS: Reports of venereal diseases are confidential and are not discoverable, nor are they to be produced in any civil or administrative hearing. Idaho Code Ann. § 39-610 (2009). Confidential disease reports containing patient identification reported under this section shall only be used by public health officials who must conduct investigations. Idaho Code Ann. § 39-606 (2009).

•  Penalties: Failure to safeguard the confidentiality of medical records or other medical information pertaining to identifiable patients, except as required or authorized by law,, can result in medical discipline by the State Board of Medicine. Idaho Code Ann. § 54-1814 (2009). Such discipline may include license revocation, suspension, or restriction as well as the imposition of conditions or probation upon the physician. A fine of not more than $10,000  may also be imposed for each offense. Idaho Code Ann. § 54-1806A (2009). Any person who willfully or maliciously discloses the content of any confidential venereal disease report shall be guilty of a misdemeanor. Idaho Code Ann. § 39-606 (2009). Any person or entity found by the Idaho State Board of Pharmacy to have released pharmaceutical records in an unauthorized manner shall be subject to an administrative penalty not to exceed $ 3000. Idaho Code Ann. § 54-1727 (2009).

	Illinois
	SUMMARY

Health care facilities and providers are allowed to use their internal data for research activities with the purpose of improving the general standard of health care.

I. COMMON LAW
A. Torts

•  Public Disclosure: A cause of action for the tort of public disclosure must show that publicity was given to private facts in a manner that would be highly offensive to a reasonable person. Cordts v. Chicago Tribune Co., 860 N.E.2d 444 (Ill. App. Ct. 1st Dist. 2006). By definition, databases providers could only be found liable for disclosing information to the FDA if that information contained individually identifiable information. Without identifying information, there could be no identified injured party and no plaintiff to bring suit. Moreover, case law has found the “public” element of this tort necessitates that the disclosure was made either to the public at large or to people who have a “special relationship” with the plaintiff such that these communications were as devastating as if they had been made to the general public. See, e.g., Miller v. Motorola, Inc., 560 N.E.2d 900 (Ill. App. Ct. 1st Dist. 1990); Poulos v. Lutheran Social Services of Illinois, Inc., 728 N.E.2d 547 (Ill. App. Ct. 1st Dist. 2000); Duncan v. Peterson, 835 N.E.2d 411 (Ill. App. Ct. 2d Dist. 2005). Since the Sentinel System will not be made accessible to the general public, database providers and users could only be found liable for these torts if persons with access to the System discovered sensitive information about people with whom they had a special relationship. The FDA should consider providing safeguards and policies against this. Additionally, a defense exists against a claim for a public disclosure tort if the disclosure was made because the recipient of the information had a “natural and proper” interest in the information. Cordts v. Chicago Tribune Co., 860 N.E.2d 444 (Ill. App. Ct. 1st Dist. 2006). This defense extends to the public’s natural and proper interest and would also encompass any reasonable interest of the FDA. Kurczaba v. Pollock, 742 N.E.2d 425 (Ill. App. Ct. 1st Dist. 2000).

•  Publicity Which Places Another in False Light Before the Public: A cause of action is valid under this tort if a malicious, knowledgeable, or reckless action places an individual in a false light before the public in a manner that a reasonable person would find to be highly offensive. Poulos v. Lutheran Social Services of Illinois, Inc., 728 N.E.2d 547 (Ill. App. Ct. 1st Dist. 2000). The only way such a liability could arise for either the FDA or any database is if the Sentinel System had errors and stated that an individual had a false medical condition. Additionally, the publicity standard for this tort is the same used for the tort of public disclosure, as discussed above. It is thus unlikely that any cause of action would arise from System activities, but the FDA should consider creating guidelines to ensure that individuals cannot access medical information regarding persons with whom they have a “special relationship.”

•  Unreasonable Intrusion into Seclusion: This is a cause of action for situations where there is an intrusion into an individual’s private matter. Benitez v. KFC Nat. Management Co., 714 N.E.2d 1002 (Ill. App. Ct. 2d Dist. 1999). In order for such a cause of action to be valid, the intrusion must have been highly offensive to a reasonable person and subsequently caused anguish and suffering. Schmidt v. Ameritech Illinois, 768 N.E.2d 303 (Ill. App. Ct. 1st Dist. 2002). Users of the Sentinel System and database providers likely would not be held liable under this tort. While obtaining a person’s private information is certainly an intrusion that may cause anguish and suffering, obtaining de-identified data for the purposes of medical research and to further the cause of health care is not likely to be highly offensive to a reasonable person. This is supported by the well-accepted practice in society of conducting clinical trials, participating in peer review processes and even mandated reporting to the Department of Public Health, all of which utilize medical records for the purposes of reviewing and improving health care practices.

•  Fiduciary Duties of Health Care Professionals: Professionals have a fiduciary duty of confidentiality towards their patients, as provided for by statute and under the common law physician-patient privilege. This duty is to refrain from engaging in conduct inconsistent with the good faith required of a fiduciary, including refraining from engaging in unreasonable or unauthorized disclosure of medical record information. A breach of this duty would allow for a cause of action to be raised under contract law. Petrillo v. Syntex Laboratories, Inc., 499 N.E.2d 952 (Ill. App. Ct. 1st Dist. 1986). While physicians who participate directly in the Sentinel System and violate their fiduciary duty could potentially be held liable, there is no liability for subsequent disclosure of a physician’s patient’s information. 735 Ill. Comp. Stat. 5/8-802 (2009).

II. STATUTORY LAW

A. Health Confidentiality Statutes


•  General: Illinois law provides that patient medical records are confidential and generally may only be disclosed in a manner that does not identify any individual. Exceptions to the general confidentiality requirement would include disclosure of medical record contents to a relative or guardian, upon the patient’s death, or under judicial proceedings. 210 Ill. Comp. Stat. 85/6.14 (2009); Ill. Admin. Code tit. 80, § 2160.335 (2009); 410 Ill. Comp. Stat. 50/3 (2009); 210 Ill. Comp. Stat. 85/6.17 (2009).

•  Peer Review Exception: Because the candid and conscientious evaluation of clinical practices is essential to the provision of adequate hospital care, it is the policy of this State to encourage peer review by health care providers. Therefore, no hospital and no individual who is a member, agent, or employee of a hospital, hospital medical staff, hospital administrative staff, or hospital governing board shall be liable for civil damages as a result of the acts, omissions, decisions, or any other conduct, except those involving willful or wanton misconduct, of a medical utilization committee, medical review committee, patient care audit committee, medical care evaluation committee, quality review committee, credential committee, peer review committee, or any other committee or individual whose purpose, directly or indirectly, is internal quality control or medical study to reduce morbidity or mortality, or for improving patient care within a hospital, or the improving or benefiting of patient care and treatment, whether within a hospital or not, or for the purpose of professional discipline, including institution of a summary suspension. Nothing in this Section shall relieve any individual or hospital from liability arising from treatment of a patient. For the purposes of this Section, “willful and wanton misconduct” means a course of action that shows actual or deliberate intention to harm or that, if not intentional, shows an utter indifference to or conscious disregard for a person’s own safety and the safety of others. 210 Ill. Comp. Stat. 85/10.2 (2009).

•  Hospital Usage of Internal Data: Hospitals are allowed to use and review internal medical data for the purpose of utilization review, quality assurance or risk management activities. 210 Ill. Comp. Stat. 85/6.17 (2009). Hospital analysis of internal data for the purpose of responding to Sentinel System queries would likely fall under these categories.

•  Reviewing Medical Records for Studies: Illinois law allows hospital committees to review a hospital’s medical records with the purpose of conducting medical studies related to either reducing morbidity or mortality, or improving patient care and treatment, without fear of civil liability inflicted on any hospital staff. 735 Ill. Comp. Stat. 5/8-2101 (2009).
• Clinical Research Databases: Data obtained through clinical research studies may only be used for medical research or the improvement of the quality of care. 735 Ill. Comp. Stat. 5/8-2101 (2009). Sentinel System activities probably qualify as such activities and this data may be released to the FDA.

•  Genetic Information: Genetic information maintained by any database may likely be queried by the System as long as the specific data is only disclosed to specified health facility staff committees for the purpose of conducting program monitoring and evaluation. 410 Ill. Comp. Stat. 513/30 (2009).
•  Mental Health Records:  Mental health records or information maintained by any database is protected more broadly than records only protected under a physician-patient relationship, and confidentiality extends to all information that contains identifying data. Sangiradi v. Village of Stickney, 793 N.E.2d 787 (Ill. App. Ct. 1st Dist. 2003). Data holders may not argue that the FDA’s “natural and proper” interest in such data is a sufficient reason and defense against liability for disclosing such information. Cordts v. Chicago Tribune Co., 860 N.E.2d 444 (Ill. App. Ct. 1st Dist. 2006). Mental health data that does not contain identifying data may be queried and released. 20 Ill. Comp. Stat. 301/30-5 (2009); 740 Ill. Comp. Stat. 110/5 (2009); 740 Ill. Comp. Stat. 110/9.1 (2009); 740 Ill. Comp. Stat. 110/9.1 (2009); 740 Ill. Comp. Stat. 110/9.1 (2009); 740 Ill. Comp. Stat. 110/9.1 (2009); 740 Ill. Comp. Stat. 110/5 (2009).
•  AIDS/HIV Information:  Subject to very limited exceptions, information related to AIDS or HIV positive individuals may only be disclosed by the Department of Public Health, insurers or health care providers in a manner that removes identifying information. 410 Ill. Comp. Stat. 305/9 (2009); 410 Ill. Comp. Stat. 335/15 (2009); 410 Ill. Comp. Stat. 50/3 (2009); 410 Ill. Comp. Stat. 325/8 (2009).
•  Drug/Alcohol Abuse Programs: Databases may be queried and release data regarding drug or alcohol abuse programs for the purpose of conducting scientific research, as long as the subsequent research reports do not contain any identifying information. 20 Ill. Comp. Stat. 301/30-5 (2009).

•  Penalties: Individuals are guilty of a Class A misdemeanor for willfully or wantonly disclosing hospital records with an “actual or deliberate intention to cause harm or that… shows an utter indifference to or conscious disregard for the safety of others or their property.” 210 Ill. Comp. Stat. 85/6.17 (2010). Additionally, courts have noted that it is reasonable for hospital employees and risk managers to review medical records in order to investigate adverse incidents and “prevent any similar adverse occurrence in the future.” Burger v. Lutheran General Hosp., 759 N.E.2d 533 (Ill. 2001). Such review could be necessary for hospitals to respond to complaints, investigate incidents, analyze data and respond to Sentinel System queries. 20 Ill. Comp. Stat.301/30-5 (2009).
III. CONSTITUTIONAL LAW

•  Article 1, Section 6: “[P]eople shall have the right to be secure… against unreasonable… invasions of privacy.”   Ill. Const. art. I, § 6 (2009). These statements have been interpreted to provide a general right to privacy. Eick v. Perk Dog Food Co., 106 N.E.2d 742 (Ill. App. Ct. 1st Dist. 1952).

	Indiana
	SUMMARY

Indiana courts do not allow recovery under a tortious invasion of privacy cause of action unless the plaintiff’s physical space was invaded. As such, participation in Sentinel System activities would likely not give rise to such a cause of action. Medical professionals may face liability for breaching their duty to maintain patient confidentiality. The Indiana  constitution explicitly recognizes the importance of a person’s right to maintain their reputation.

I. COMMON LAW
A. Torts

•  General: While courts have adopted the Restatement stance, the extent to which the tort of invasion of privacy is recognized in Indiana is not yet settled. Doe v. Methodist Hosp., 690 N.E.2d 681 (Ind. 1997). Courts have stated the term “invasion of rights of privacy” is ambiguous. Indiana courts have narrowly construed the tort of invasion of privacy by intrusion. Allstate Ins. Co. v. Dana Corp., 759 N.E.2d 1049 (Ind. 2001). The tort of invasion of privacy requires intrusion into the plaintiff’s private “physical” space. Cullison, 570 N.E.2d 27 (Ind. 1991). There have been no cases in Indiana in which a claim of intrusion was proven without physical contact or invasion of the plaintiff’s physical space such as the plaintiff’s home. Mills v. Kimbley, 909 N.E.2d 1068, 1079 (Ind. Ct. App. 2009).
•  Physician Fiduciary Duties: There may be a duty based on American Medical Association guidelines of physician confidentiality. However, whether or not such a duty actually exists has not been decided in Indiana. Additionally, the more appropriate remedy may be a complaint to the medical licensing board or professional organization, and not litigation. Vargas v. Shepherd, 903 N.E.2d 1029 (Ind. Ct. App. 2009).
•  Negligence: Indiana courts have found that there may be negligence per se for breaching the statutory duty of mental health professionals to maintain confidentiality. A violation of a statutory duty is not actionable negligence unless it was also the proximate cause of the injury. In order to maintain a cause of action for negligent infliction of emotional distress under Indiana law, a plaintiff must have satisfied the impact rule. Alexander v. Scheid, 726 N.E.2d 272 (Ind. 2000). The rule originally consisted of three elements: (1) an impact on the plaintiff; (2) that causes physical injury to the plaintiff; and (3) that in turn causes the emotional distress. This rule  precluded recovery for the case in which a plaintiff experienced real mental stress in the absence of a physical injury. This rule has been relaxed in recent years. Now, where the direct impact test is not met, a plaintiff may still establish “direct involvement” by proving that he or she actually witnessed or came on the scene soon after the death or severe injury of a loved one with a relationship to the plaintiff analogous to a spouse, parent, child, grandparent, grandchild, or sibling, caused by the defendant’s negligent or otherwise tortious conduct. Groves v. Taylor, 729 N.E.2d 569 (Ind. 2000). This “modified impact rule” maintains the requirement of a direct physical impact. Conder v. Wood, 716 N.E.2d 432, 434 (Ind. 1999). However, the impact need not cause a physical injury to the plaintiff, and the plaintiff’s emotional trauma need not result from a physical injury caused by the impact. Munsell v. Hambright, 776 N.E.2d 1272, 1280 (Ind. Ct. App. 2002).

II. STATUTORY LAW

A. Privacy Torts

•  Immunity from Slander and Libel: Health care providers and their employees, agents, and representatives are immune from civil action for libel or slander arising from information or entries made in a patient health record if the information or entries are made in good faith and without malice. Ind. Code Ann. § 16-39-8-1 (2009).
B. Health Confidentiality Statutes

•  General: The original health record of the patient is the property of the  health care provider and may be used by the provider for legitimate business purposes, including quality assurance; peer review; and scientific, statistical, and educational purposes. Medical providers must at all times protect the confidentiality of the health record and may disclose the identity of the patient only when disclosure is essential to the provider’s business use or to quality assurance and peer review. A provider may disclose a health record to another provider or to a nonprofit medical research organization to be used in connection with a joint scientific, statistical, or educational project. Each party that receives information from a health record in connection with the joint project shall protect the confidentiality of the health record and may not disclose the patient’s identity. Information that is: advisory or deliberative material of a speculative nature; or an expression of opinion; including preliminary reports produced in connection with a public health activity using information is confidential. Sentinel System activities certainly fall under the purview of these statements. Ind. Code Ann. § 16-39-5-3 (2009). These regulations also govern the disclosure of mental health records. Ind. Code Ann. § 16-39-2-3 (2009). It is in the interest of public health and patient medical care that hospital medical staff committees have access to the records and other information concerning the condition and treatment of hospital patients to evaluate the care and treatment of patients for research purposes; the purpose of gathering statistics and other information concerning the prevention and treatment of diseases, illnesses, and injuries; or for the purpose of reducing morbidity or mortality. Ind. Code Ann. § 16-39-6-1 (2009). Sentinel System activities qualify for these purposes. Additionally, to carry out these provisions, a hospital or agents or employees of the hospital may provide medical records or other information concerning the condition or treatment of a hospital patient to a hospital medical staff committee. Ind. Code Ann. § 16-39-6-2 (2009). A hospital medical staff committee shall use or publish information the committee obtains from records or other information submitted to the committee concerning the care or treatment of a patient to evaluate matters of medical care, therapy, and treatment, or research and statistical purposes. Ind. Code Ann. § 16-39-6-4 (2009). Records or other information furnished to a hospital medical staff committee concerning the care and treatment of a hospital patient; proceedings of a hospital medical staff committee; and other records or reports of a hospital medical staff committee are confidential. Ind. Code Ann. § 16-39-6-3 (2009). The members, agents, or employees of a hospital medical staff committee may not disclose the identity of any patient whose records have been studied in a report or publication of the committee. The members, agents, and employees of the medical staff committee shall protect the identity of a patient whose condition or treatment has been studied and may not disclose or reveal the identity of any patient. Ind. Code Ann. § 16-39-6-5 (2009).
•  Mental Health Records: Mental health records are recorded or unrecorded information concerning the diagnosis, treatment, or prognosis of a patient receiving mental health services or developmental disability training. The term does not include alcohol and drug abuse records. Ind. Code Ann. § 16-18-2-226 (2010). A patient’s mental health record is confidential. A provider may use the records for certain legitimate business purposes, including quality assurance, peer review, scientific activities, statistical reasons, and educational purposes. Ind. Code Ann. § 16-39-2-3; Ind. Code Ann. § 16-39-5-3. The provider shall at all times protect the confidentiality of the health record and may disclose the identity of the patient only when disclosure is essential to the provider's business use or to quality assurance and peer review. A provider may disclose a health record to another provider or to a nonprofit medical research organization to be used in connection with a joint scientific, statistical, or educational project. Each party that receives information from a health record in connection with the joint project shall protect the confidentiality of the health record. 
•  Communicable Diseases: A person may not disclose or be compelled to disclose medical or epidemiological information involving a communicable disease or other disease that is a danger to health. However, release may be made of medical or epidemiologic information for statistical purposes if done in a manner that does not identify an individual. Ind. Code Ann. § 16-41-8-1 (2009).

•  Autopsy Records: An agency of the federal government, such as the FDA, while in performance of their official duty, may view and copy autopsy information. However, unless otherwise required in the performance of their duties, the identity of the deceased must remain confidential. A physician having custody of a photograph, a video recording, or an audio recording of an autopsy may also use or allow the use of the photograph, video recording, or audio recording of the autopsy for training or educational purposes if all information that identifies the individual on whom the autopsy was performed is masked or removed. A physician who allows the use of autopsy information under this subsection has a duty to disclose to each person to whom the physician releases it that the information is confidential and may not be used for a purpose other than the purpose for which it was originally released. Ind. Code Ann. § 16-39-7.1-3 (2009).

•  Health Care Quality Indicator Data Program: Financial information that is collected under this program or results from the program is confidential. Ind. Code Ann. § 16-40-4-8 (2009). Health care quality indicator data and other information collected, from which the identity of a person may be ascertained, is confidential and may not be released to any person. Communications, including printed documents by an employee, an officer, a governing board member or an agent of a hospital for the purpose of collecting, identifying, reviewing, or producing data for a health care quality indicator data program, under this chapter are confidential. Ind. Code Ann. § 16-40-4-7 (2009).

•  School Records: A school psychologist may not disclose any information acquired from persons with whom the psychologist has dealt in a professional capacity. Ind. Code Ann. § 20-28-12-5 (2009).

•  Psychologists: A certified, state licensed psychologist may not disclose any information acquired from persons with whom the psychologist has dealt in a professional capacity. Ind. Code Ann. § 25-33-1-17 (2009).

•  Counselors: Matters communicated to a social worker, a clinical social worker, a marriage and family therapist, a mental health counselor, an addiction counselor, or a clinical addiction counselor in the counselor’s official capacity by a client are privileged information and may not be disclosed by the counselor to any person. Ind. Code Ann. § 25-23.6-6-1 (2009).

•  Health Care Insurance Providers: Any information that pertains to the diagnosis, treatment, or health of any enrollee of a health care insurer is confidential. Ind. Code Ann. § 27-13-31-1 (2009). A person who, in good faith and without malice: takes any action or makes a decision or recommendation as a member, an agent, or an employee of a health care review committee; or furnishes any record, information, or assistance to a health care review committee; is not subject to liability for damages in any legal action in consequence of that action. Ind. Code Ann. § 27-13-31-2 (2009); Ind. Code Ann. § 34-6-2-99 (2009). Health care insurers must maintain a quality management program. To fulfill these obligations, a health maintenance organization is entitled to access to treatment records and other information pertaining to the diagnosis, treatment, and health status of any enrollee during the period of time the enrollee is covered by the health maintenance organization. Ind. Code Ann. § 27-13-31-4 (2009).

•  Pharmaceutical Information: A pharmacist shall hold in strictest confidence all prescriptions, drug orders, records, and patient information. He may divulge such information only when it is in the best interest of the patient or when requested by the board or its representatives or by a law enforcement officer charged with the enforcement of laws pertaining to drugs or devices or the practice of pharmacy. A person who has knowledge by virtue of his office of any prescription drug order, record, or patient information may not divulge such information except in connection with a criminal prosecution or proceeding, or a proceeding before the board, to which the person to whom the information relates is a party. A pharmacist or pharmacy is immune from civil liability for any action based on its good faith release of information under this section. Ind. Code Ann. § 25-26-13-15 (2009).

•  Patient Safety Programs: The state department shall enter into an agreement with an agency that collects, analyzes, interprets, and disseminates findings on a statewide basis regarding patient safety that are based on confidential and privileged information voluntarily submitted to the agency by a health care facility; a health care professional; or an individual. Additionally, the state department shall ensure that the agency’s board has sufficient procedures in place to allow the agency to fairly, objectively, and accurately perform the duties set forth in the agency’s agreement under this chapter with the state department. Information submitted by the agency to the state department may not contain information that identifies the health care provider or the patient. The agency shall analyze data, develop policies, and disseminate and assist in the implementation of procedures that enhance patient safety. Ind. Code Ann. § 16-40-5-4 (2009). An agency is defined as an independent entity that certifies and meets the criteria under 42 U.S.C. 299b-24 as a patient safety organization and whose certification has been accepted by the federal Department of Health and Human Services; or that has been determined by the state department to satisfy the criteria in 42 U.S.C. 299b-24 for certification as a patient safety organization to a degree sufficient to enable the entity to perform the activities of an agency under this chapter; or an academic institution if: the academic institution is most qualified; or there is not an independent entity; and the academic institution has entered an agreement with the state department. Ind. Code Ann. § 16-40-5-1 (2009).

•  Penalties: Health care providers who recklessly violate or fail to comply with restrictions regarding providing information to a nonprofit medical institution, final results obtained by the state department for a public health activity, or subjective information that is speculative or an opinion ,commits a Class C infraction. Each day of violation is considered a separate offense. Ind. Code Ann. § 16-39-5-3 (2009). A physician who fails to disclose the confidentiality restrictions of any autopsy information released commits a Class A misdemeanor. Ind. Code Ann. § 16-39-7.1-3 (2009). Additionally, a provider who discloses autopsy information in an unauthorized manner commits a Class A misdemeanor. A person who receives autopsy information and knowingly or intentionally uses the information in a manner other than the specified purpose for which it was released, commits a Class A misdemeanor. Ind. Code Ann. § 16-39-7.1-6 (2009). Whenever any limited service health maintenance organization or other person, corporation, partnership, limited liability company, or entity discloses confidential medical information in an unauthorized way and with malice, the Insurance Commissioner may impose a monetary penalty of not more than $2500 for each violation, but not to exceed an aggregate penalty of $25,000. Ind. Code Ann. § 27-13-34-21 (2009). A licensed pharmacist will be subject to disciplinary action by the Indiana Board of Pharmacy should he allow indiscriminate viewing of his prescription files by anyone other than a board representative or an officer of the law. It is possible for an individual to waive his personal right to have prescription information about him held on a confidential basis as long as the waiver is knowing, intelligent and voluntary, and such a waiver may, if properly worded, permit inspection of the prescription file of the patient by representatives of an insurance company. Ind. Op. Att’y Gen. 1982, No. 82-17, p. 177.

	Iowa
	SUMMARY

Iowa courts have adopted the Restatement stance on invasion of privacy torts. Courts have additionally recognized a fiduciary duty of confidentiality of medical professionals.

I. COMMON LAW
A. Torts

•  Intrusion Upon Seclusion: This cause of action arises where the defendant intentionally intruded upon the seclusion of the plaintiff in a manner that would be “highly offensive to a reasonable person. Stessman v. American Black Hawk Broadcasting Co., 416 N.W.2d 685 (Iowa 1987). One who intentionally intrudes, physically or otherwise, upon the solitude or seclusion of another or his private affairs or concerns, is subject to liability to the other for invasion of privacy if the intrusion would be highly offensive to a reasonable person. In re Marriage of Tigges, 758 N.W.2d 824 (Iowa 2008).

•  False Light: This cause of action is for an untruthful publication which places a person before the public in a manner that would be highly offensive to a reasonable person. Anderson v. Low Rent Hous. Comm’n, 304 N.W.2d 239 (Iowa 1981). The false light must be highly offensive to a reasonable person and the actor must have had knowledge of or acted in reckless disregard as to the falsity of the publicized matter and the false light in which the other would be placed. Winegard v. Larsen, 260 N.W.2d 816 (Iowa 1977).

•  Public Disclosure of Private Facts: A plaintiff’s privacy is not invaded when unimportant false statements are made, even when they are made deliberately. It is only when there is a major misrepresentation of character, history, activities or beliefs, where a reasonable man would take serious offense, that there is a cause of action for invasion of privacy. Winegard v. Larsen, 260 N.W.2d 816 (Iowa 1977). Additionally, the disclosure of the private facts must be a public disclosure, and not a private one. There is no invasion where communication was made to only one other individual, or even to a small group, unless there is some breach of contract, trust or confidential relation which will afford an independent basis for relief. Yoder v. Smith, 253 Iowa 505 (Iowa 1962).

•  Appropriation: There were no on-point cases.
•  Fiduciary Duties: A fiduciary relationship exists between two persons when one of them is under a duty to act for or to give advice for the benefit of another upon matters within the scope of the relationship. Additionally, a confidential relationship exists when one person has gained the confidence of another and purports to act or advise with the other’s interest in mind. The gist of the doctrine of confidential relationship is the presence of a dominant influence under which the act is presumed to have been done. The purpose of the fiduciary duty doctrine is to defeat and protect against betrayals of trust and abuses of confidence. The existence of any such relationship must be evaluated on the facts and circumstances of each individual case. Wilson v. IBP, Inc., 558 N.W.2d 132 (Iowa 1996). Additionally, a professional standard of care is that degree of care which ordinarily prudent persons in the same profession usually exercise under similar conditions. The private plaintiff must establish by a preponderance of the evidence that this standard of care has been breached. In applying this standard, custom in the trade is relevant but not controlling. Stessman v. American Black Hawk Broadcasting Co., 416 N.W.2d 685 (Iowa 1987). 
•  Fiduciary Duties of Medical Professionals: Courts have recognized the fiduciary duty of confidentiality of some medical professionals. Evans v. Benson, 731 N.W.2d 395 (Iowa 2007)

II. STATUTORY LAW

A. Health Confidentiality Statutes

•  General: The Iowa Department of Public Health shall adopt rules which provide for the sharing of information among agencies and providers concerning the maternal and child health program while maintaining an individual’s confidentiality. The FDA may constitute such an agency and may be able to access maternal and child health information in this way. Medical examiner records and reports, including preliminary reports, investigative reports, and autopsy reports, are confidential. Information regarding the cause and manner of death shall not be kept confidential under this subsection unless disclosure would jeopardize an investigation or pose a clear and present danger to the public safety or the safety of an individual. Iowa Code § 22.7 (2009). This information about deaths will likely be available for use by the Sentinel System.
•  Mental Health Records: The mental health records maintained by a hospital or other facility relating to the examination, custody, care and treatment of a patient shall be confidential. Such records may be released by the chief medical officer when requested for the purpose of research into the causes, incidence, nature and treatment of mental illness, however the information shall not be provided in a way that directly or indirectly discloses patients’ names or identity. Iowa Code § 229.25  (2009). A mental health professional; data collector; or employee or agent of a mental health professional, a data collector, or a mental health facility, shall not disclose or permit the disclosure of mental health information. Iowa Code § 228.2 (2009). A mental health professional or an employee of or agent for a mental health facility may disclose mental health information if necessary for the purpose of conducting scientific and data research. The Sentinel System would likely qualify as such research. Researchers must demonstrate and provide written assurances of their ability to ensure compliance with the requirements of this chapter. Researchers also may not identify, directly or indirectly, an individual. Iowa Code § 228.5 (2009). For the purposes of research, public or private agencies, including the FDA and the Sentinel System, may receive from the service comprehensive statistical information that may be disseminated to the public. Such information shall not use names of individual persons nor be so specific as to make possible the identification of individual persons. Iowa Code § 220A.8 (2009). Any person, or any public or private agency or employee thereof, who participates in good faith in the collection, exchange, or dissemination of case information for the purposes of this chapter shall have immunity from any liability, civil or criminal, which might be otherwise imposed. Iowa Code § 220A.9 (2009).
•  HIV/AIDS: The Department of Public Health receives reports of all HIV/AIDS-related conditions. Iowa Code § 141A.6 (2009). Any information, including reports and records, obtained, submitted, and maintained pursuant to this chapter is strictly confidential medical information. The information shall not be released or disclosed. A person shall not be compelled to disclose the identity of any person upon whom an HIV-related test is performed, or the results of the test in a manner that permits identification of the subject of the test. However, release may be made of medical or epidemiological information for statistical purposes in a manner such that no individual person can be identified. Iowa Code § 141A.9 (2009). In this way, summary results of HIV-related information may be submitted in response to Sentinel System queries.
•  Medical Insurance: Anyone affiliated with a health maintenance organization may not publicly disclose any medical information deemed privileged, where the information has come to be known by the individual by reason of employment with the health maintenance organization. Additionally, the commissioner may not reveal such confidential medical or hospital records that they have learned of through examinations. A health maintenance organization is prohibited from releasing the names of its membership list of enrollees, except to the extent necessary to conduct research or analyses regarding cost or quality issues. Iowa Code § 514B.30 (2009). Sentinel System activities may qualify as research regarding quality issues.
•  Penalties: A person aggrieved by a violation of HIV/AIDS confidentiality standards shall have a right of civil action for damages in district court. A health care provider who intentionally or recklessly makes an unauthorized disclosure of HIV related information is subject to a civil penalty of one thousand dollars. The attorney general may maintain a civil action to enforce such confidentiality standards. Iowa Code § 141A.11 (2009).

	Kansas
	SUMMARY

Kansas courts have adopted the Restatement stance on invasion of privacy torts. Additionally, courts likely would acknowledge that physicians, and medical professionals, have a fiduciary duty to maintain patient confidentiality.

Areas of concern include: (1) Mental health and substance abuse treatment data. Kan. Stat. Ann. § 65-5602 (2009).

I. COMMON LAW
A. Torts

•  General: An action for invasion of privacy is personal in nature and must be brought by the living person who was the subject of that invasion of privacy. Nicholas v. Nicholas, 83 P.3d 214, 228 (Kan. 2004). Kansas courts have adopted the Restatement stance on invasion of privacy torts. Nicholas v. Nicholas, 83 P.3d 214, 228 (Kan. 2004). Courts have allowed punitive damages to be recovered for an invasion of the right of privacy where a defendant acts with malice. Monroe v. Darr, 559 P.2d 322, 327 (Kan. 1977). Additionally, once facts become public, the right of privacy ceases. Public facts, once fully exposed to the public view, can never become private again. Rawlins v. Hutchinson Publishing Co., 543 P.2d 988, 996 (Kan. 1975).

•  False Light: One who gives to another publicity which places him before the public in a false light of a kind highly offensive to a reasonable man, is subject to liability to the other for invasion of his privacy. The elements of false light are: (1) publication of some kind must be made to a third party; (2) the publication must falsely represent the person; and (3) that representation must be highly offensive to a reasonable person. Dominguez v. Davidson, 974 P.2d 112, 121 (Kan. 1999).

•  Intrusion Upon Seclusion: An unreasonable intrusion upon the seclusion of another is where one intentionally intrudes, physically or otherwise, upon the solitude or seclusion of another, or his private affairs or concerns. Such actions give rise to liability for invasion of privacy, where the intrusion would be highly offensive to a reasonable man. McCormick v. City of Lawrence, 104 P.3d 991, 996 (Kan. 2005). To prevail upon a claim of intrusion upon seclusion it is necessary to establish two factors: (1) something in the nature of an intentional interference in the solitude or seclusion of a person’s physical being, or prying into his private affairs or concerns, and (2) that the intrusion would be highly offensive to a reasonable person. The invasion may be by some other form of investigation or examination into a plaintiff’s private concerns. Publication is not required for liability. Aaron v. Werne, 807 P.2d 161 (Kan. 1991). However, there is no liability for intrusion upon seclusion unless interference with the plaintiff’s seclusion is a substantial one, of a kind that would be highly offensive to the ordinary reasonable man, as the result of conduct to which the reasonable man would strongly object. Froelich v. Werbin, 548 P.2d 482 (Kan. 1976).

•  Public Disclosure of Private Facts: One who gives publicity to a matter concerning the private life of another is subject to liability to the other for invasion of his privacy, if the matter publicized is of a kind that (a) would be highly offensive to a reasonable person, and (b) is not of legitimate concern to the public. The Restatement has been adopted. Werner v. Kliewer, 710 P.2d 1250 (Kan. 1985). Publicity means that the matter is made public, by communicating it to the public at large, or to so many persons that the matter must be regarded as substantially certain to become one of public knowledge. Ali v. Douglas Cable Communications, 929 F. Supp. 1362 (D. Kan. 1996).

•  Appropriation of the Other’s Name or Likeness: The noncommercial publication of matters of public interest by a newspaper is privileged and not subject to an invasion of privacy claim of “misappropriation.” If a communication is about a matter of public interest and there is a real relationship between the plaintiff and the subject matter of the publication, the matter is privileged. Haskell v. Stauffer Communs. Inc, 990 P.2d 163, 166 (Kan. Ct. App. 1999). Furthermore, the right of privacy does not prohibit the communication of any matter of a private nature, when the publication is made under circumstances which would render it a privileged communication according to the law of libel and slander. Senogles v. Security Ben. Life Ins. Co., 536 P.2d 1358, 1362 (Kan. 1975). The availability of a limited privilege is generally restricted to those situations where public policy is deemed to favor the free exchange of information over the individual’s interest in his or her good reputation. The question of whether a publication complained of is privileged is a question of law to be decided by the court. Knudsen v. Kansas Gas & Electric Co., 807 P.2d 71, 79 (Kan. 1991). Such a privilege was found in a situation where a medical insurer sent a plaintiff’s confidential medical information to an association that held coded medical information for sending it to member insurance companies. Senogles v. Security Ben. Life Ins. Co., 536 P.2d 1358, 1362 (Kan. 1975).

•  Constructive Fraud: This is defined as a breach of a legal or equitable duty which, irrespective of moral guilt, the law declares fraudulent because of its tendency to deceive others or violate a confidence, and neither actual dishonesty of purpose nor intent to deceive is necessary. In re Estate of Koch, 849 P.2d 977 (Kan. Ct. App. 1993). There are no cases regarding medical confidentiality, but it is foreseeable that this cause of action could be used with regard to medical professionals.

•  Fiduciary Duties of Physicians: The relation of physician and patient is one of contract. Statutory law places the seal of secrecy upon information acquired by the physician in such professional capacity. Linscott v. Hughbanks, 37 P.2d 26, 31 (Kan. 1934). Courts have also indicated a willingness to accept that there is a covenant not to disclose patient’s secrets as part of the contractual relationship between patient and physician. Werner v. Kliewer, 710 P.2d 1250 (Kan. 1985).

II. STATUTORY LAW

A. Health Privacy Laws

•  Health Care Providers: A health care provider may withhold copies of health care records if the health care provider reasonably believes that providing copies of the requested records will cause substantial harm to the patient or another person. This is true even in cases where it is lawful for a provider to disclose the records. K.S.A. § 65-4971 (2009). 
•  Mental Health or Substance Abuse Treatment Facilities: A patient of a treatment facility has a privilege to prevent treatment personnel or ancillary personnel from disclosing information about the patient’s treatment, or any confidential communications made for the purposes of diagnosis or treatment of the patient’s mental, alcoholic, drug dependency or emotional condition. Kan. Stat. Ann. § 65-5602 (2009).

•  Public Records: A public agency shall not be required to disclose medical, psychiatric, psychological, or alcoholism or drug dependency treatment records which pertain to identifiable patients. Additionally public records containing information of a personal nature where the public disclosure thereof would constitute a clearly unwarranted invasion of personal privacy may not be required to be disclosed by a public agency. Kan. Stat. Ann. § 45-221 (2009).

•  Optometrist Information: The confidential communications between a licensed optometrist and the optometrist’s patient are placed on the same basis of confidentiality as provided by law for communications between a physician and the physician’s patients. Kan. Stat. Ann. § 65-1525 (2009).

•  Pharmaceutical Information: The confidential communications between a licensed pharmacist and the pharmacist’s patient and records of prescription orders filled by the pharmacist are placed on the same basis of confidentiality as provided by law for communications between a physician and the physician’s patient, and records of prescriptions dispensed by a physician. Kan. Stat. Ann. § 65-1654 (2009). The prescription monitoring program database is privileged and confidential. The information in this database shall not be a public record and shall not be subject to the Kansas open records act. However, the State Board of Pharmacy is authorized to provide data in the prescription monitoring program to designated representatives from the regulatory agencies charged with administrative oversight of those persons engaged in the prescribing or dispensing of scheduled substances and drugs of concern. The State Board of Pharmacy is also authorized to provide data in the prescription monitoring program to public or private entities for statistical, research or educational purposes after removing information that could be used to identify practitioners, dispensers, patients or persons who have received prescriptions. Kan. Stat. Ann. § 65-1685 (2009). Summary result information of pharmaceutical information may likely be submitted to the Sentinel System. Identifiable information may also be used for System activities if the FDA qualifies as a regulatory agency charged with administrative oversight of pharmaceutical professionals.

•  Mental Health Facilities: A patient of a treatment facility has a privilege to prevent treatment personnel or ancillary personnel from disclosing that the patient has been or is currently receiving treatment or from disclosing any confidential communications made for the purposes of diagnosis or treatment of the patient’s mental, alcoholic, drug dependency or emotional condition. Kan. Stat. Ann. § 65-5602 (2009). The confidential relations and communications between a licensed professional counselor and clients are placed on the same basis as provided by law for those between an attorney and an attorney’s client. Kan. Stat. Ann. § 65-5810 (2009). The confidential relations and communications between a licensed psychologist and the psychologist’s client are placed on the same basis as provided by law for those between an attorney and the attorney’s client. Kan. Stat. Ann. § 74-5323 (2009). The confidential relations and communications between a licensed masters level psychologist or clinical psychotherapist and clients are placed on the same basis as provided by law for those between an attorney and an attorney’s client. Kan. Stat. Ann. § 74-5372 (2009).

•  HIV/AIDS: HIV related information obtained by the Department of Health and Environment shall be confidential and shall not be disclosed or made public. However, HIV related information can be disclosed if the information is de-identified and the disclosure is for statistical purposes. Kan. Stat. Ann. § 65-6002 (2009). Summary responses to Sentinel System queries would qualify for such disclosure. Also, the secretary may adopt and enforce rules and regulations for the prevention and control of HIV infection or AIDS as may be necessary to protect the public health. Such rules and regulations could include Sentinel System activities. The secretary must also adopt rules and regulations for maintaining confidentiality of HIV related information which are at least as strict as the Centers for Disease Control and Prevention guidelines. Any information relating to persons who have HIV infection or AIDS, that is required to be disclosed or communicated under this section, shall be confidential and shall not be disclosed or made public beyond the requirements of this section. Kan. Stat. Ann. § 65-6003 (2009).

•  Utilization Review Documents: Each utilization review organization shall have written procedures for assuring that patient-specific information obtained during the process of utilization review will be kept confidential and used solely for the purposes of utilization review or quality assurance. Kan. Stat. Ann. § 40-22a09 (2009). Sentinel System activities may qualify as one of these activities.

•  Insurance Records: Medical care information pertaining to insurance enrollees or applicants and maintained by any health maintenance organization shall be held in confidence and shall not be disclosed. Kan. Stat. Ann. § 40-3226 (2009).

•  Birth Defects Information System: Records received and information assembled by the birth defects information system are confidential medical records. All medical records reviewed and maintained by the department pursuant to this section shall be kept confidential and shall not be disclosed. Kan. Stat. Ann. § 65-1,243 (2009). Statutory law states that among the Birth Defects Information System’s allowed uses include detecting trends and epidemics; quantifying morbidity and mortality issues; stimulating epidemiological research; identifying medical health risk factors; and informing and educating the public. Kan. Stat. Ann. § 65-1,242 (2009).

•  Penalties: Any person who violates the confidentiality of medical insurance records shall be guilty of a class C misdemeanor. Kan. Stat. Ann. § 40-3216 (2009). Any treatment personnel or ancillary personnel willfully violating a mental treatment patient’s confidentiality shall be guilty of a class C misdemeanor. Kan. Stat. Ann. § 65-5605 (2009).

	Kentucky
	SUMMARY

The appropriation invasion of privacy tort has been codified in Kentucky. Courts have adopted the Restatement stance towards invasion of privacy torts. A physician’s fiduciary duty to maintain patient confidentiality has been recognized.

I. COMMON LAW
A. Torts

•  General: Courts have described this right to privacy as the right of every citizen to be “let” alone. Private individuals have the right to live their lives without unwarranted interference by the public about matters with which the public is not necessarily concerned. However, there is no cause of action where: (1) a publication is made of true statements where a matter is of public or general interest; (2) a publication is made of a matter which is a privileged communication according to libel and slander law; (3) oral statements are made; and (4) a publication is made of true statements. Additionally, the courts have adopted the Restatement stance. McCall v. Courier-Journal & Louisville Times Co., 623 S.W.2d 882 (Ky. 1981). Damages may be recovered for only mental anguish. Brents v. Morgan, 299 S.W. 967, 971 (Ky. 1927).

•  False Light: This tort has been defined by the Restatement as occurring where the plaintiff is placed in a the false light that would be highly offensive to a reasonable person, and the defendant had knowledge of, or acted in reckless disregard as to the falsity of the publicized matter and the false light in which the other was placed. McCall v. Courier-Journal & Louisville Times Co., 623 S.W.2d 882 (Ky. 1981).

•  Intrusion Upon Seclusion: When one intentionally intrudes, physically or otherwise, upon the solitude or seclusion of another or his private affairs or concerns, they are subject to liability to the other for invasion of his privacy, if the intrusion would be highly offensive to a reasonable person. Liability under this cause of action stems from the intrusion itself and is independent of any publicity given to the person whose interests are invaded. The invasion may be by physical intrusion or it may also be by the use of the defendant’s senses. The intrusion itself makes the defendant subject to liability, even though there is no publication or other use of any kind of the photograph or information outlined. State courts have interpreted the Restatement description to mean that intrusion must be made by an outside force into personal areas normally withheld from public view. This means that disclosure of information held in confidence cannot be considered an intrusion under this section if one of the parties voluntarily reveals the information to an outside party. Johns v. Firstar Bank, NA, 2006 Ky. App. LEXIS 85 (Ky. Ct. App. 2006).

•  Appropriation: While appropriation was originally adopted by courts to compensate for the emotional distress accompanied by the unauthorized use of one’s likeness and identity, commercial interests in one’s identity is now what the tort serves to protect the most. This interest is considered a property right. The main differences between the appropriation prong of the right of privacy and the right of publicity concern questions of transferability and survivability. Furthermore, where use of an identity is primarily for the purpose of communicating information or expressing ideas, that use is not generally actionable as a violation of the person’s right of publicity. In order to determine whether a person’s right of publicity has been appropriated, the context and nature of the use is of preeminent concern. The use of a person’s name or likeness or other interest protected by the right of publicity may be actionable when used within a work that enjoys First Amendment protection and if the use is not sufficiently related to the underlying work, or, if the otherwise constitutionally-protected work is simply disguised commercial advertisement for the sale of goods or services. Montgomery v. Montgomery, 60 S.W.3d 524 (Ky. 2001).

•  Fiduciary Duties of Physicians: A physician’s fiduciary duty to maintain patient confidentiality has been recognized by state courts. However, where a physician testifies under compulsion, such as due to a court’s power to hold him in contempt, such a duty is not violated. Boyd v. Wynn, 150 S.W.2d 648 (Ky. 1941).

II. STATUTORY LAW

A. Privacy Torts

•  Appropriation: The General Assembly recognizes that a person has property rights in his name and likeness which are entitled to protection from commercial exploitation. The General Assembly further recognizes that although the traditional right of privacy terminates upon death of the person asserting it, the right of publicity, which is a right of protection from appropriation of some element of an individual’s personality for commercial exploitation, does not terminate upon death. The name or likeness of a person who is a public figure shall not be used for commercial profit for a period of 50 years from the date of his death without the written consent of the executor or administrator of his estate. Ky. Rev. Stat. Ann. § 391.170 (West 2009).

B. Health Privacy Laws

• Public Record Exceptions: The following public records are exempted from public inspection: information of a personal nature where the public disclosure thereof would constitute a clearly unwarranted invasion of personal privacy; records confidentially disclosed to an agency and compiled and maintained for scientific research; or information the disclosure of which is prohibited by enactment of the General Assembly. Ky. Rev. Stat. Ann. § 61.878 (West 2009). Complaints made to the Kentucky State Board of Medical Licensure by individual members of the public and by other doctors may be withheld from public inspection. Ky. Op. Att’y Gen. 82-263 (2009). Information regarding payment to specific identifiable providers of health care through the Kentucky Medical Assistance Program are public records. Ky. Op. Att’y Gen. 80-519 (2009). A public employee’s medical records may be excluded from public inspection. Ky. Op. Att’y Gen. 86-80 (2009). Open and active investigative files of the Kentucky State Police are exempt from inspection, which includes medical or autopsy reports. Ky. Op. Att’y Gen. 91-6 (2009). A public employee’s medical records may be excluded from inspection. Ky. Op. Att’y Gen. 91-185 (2009). Documents may be released after separating or otherwise masking any information of a personal nature appearing on those documents, including the employees’ home addresses, social security numbers, and medical information. Ky. Op. Att’y Gen. 92-59 (2009). Under these provisions, the Sentinel System would likely be able to query de-identified or summary medical data.

•  Electronic Medical Records: Any Medicaid-participating health care provider who provides services to any medical assistance recipient may, at the discretion of the health care provider, maintain in an electronic medical record database the medical record. However, any such provider must certify that the electronic medical record database will be confidential and that patient privacy will be protected. Ky. Rev. Stat. Ann. § 205.566 (West 2009).

•  Long-Term Care Facilities: Each resident shall have confidential treatment of their medical and personal records. Ky. Rev. Stat. Ann. § 216.515 (West 2009). Direct disclosure of such records would not be allowed to the Sentinel System.

•  Telehealth Users: A treating physician who provides or facilitates the use of telehealth shall ensure that the confidentiality of the patient’s medical information is maintained. Ky. Rev. Stat. Ann. § 311.5975 (West 2009). Telehealth is defined as the use of interactive audio, video, or other electronic media to deliver health care. It includes the use of electronic media for diagnosis, consultation, treatment, transfer of health or medical data, and continuing education. A treating chiropractor who provides or facilitates the use of telehealth shall ensure that the confidentiality of the patient’s medical information is maintained. Ky. Rev. Stat. Ann. § 312.220 (West 2009).

•  HIV/AIDS: No person who has obtained or has knowledge of a physician-ordered HIV test result pursuant to this section shall disclose or be compelled to disclose the identity of any person upon whom a test is performed, or the results of the test in a manner which permits identification of the subject of the test, except to authorized medical or epidemiological researchers who shall not further disclose any identifying characteristics or information. Ky. Rev. Stat. Ann. § 214.181 (West 2009). HIV related information would be available for Sentinel System activities. No person who has obtained or has knowledge of a state-performed HIV-test result pursuant to this section shall disclose or be compelled to disclose the identity of any person upon whom a test is performed, or the results of the test in a manner which permits identification of the subject of the test, except to authorized medical or epidemiological researchers who shall not further disclose any identifying characteristics or information. Ky. Rev. Stat. Ann. § 214.625 (West 2009). The Cabinet of Health and Family Services maintains an HIV reporting system. If the data is de-identified, it may be used for cabinet-approved research, as long as all researchers sign confidentiality statements. Ky. Rev. Stat. Ann. § 214.645 (West 2009). Any insurers who use HIV tests shall maintain the strict confidentiality of the results of tests for HIV infection or a specific health condition derived from HIV infection. Insurers may disclose results pursuant to a specific written request to an insurance medical-information exchange under procedures that are used to assure confidentiality, such as the use of general codes that also cover results of tests for other diseases or conditions not related to HIV infection. Insurers may also disclose the information for the preparation of statistical reports that do not disclose the identity of any particular applicant. Ky. Rev. Stat. Ann. § 304.12-013 (West 2009). Under any of these provisions, the Sentinel System will likely be able to query HIV related information for the purpose of research or as long as it is de-identified.

•  Insurance Information: The report of examination of a domestic insurer shall not be available for public inspection except as to those portions of the report showing the insurer’s current financial condition. The examination work-papers shall be deemed confidential information and shall not be available for public inspection, except that the executive director may in his discretion disclose examination report information to a federal agency, such as the FDA, if the agency agrees in writing to hold the information confidential. Ky. Rev. Stat. Ann. § 304.2-270 (West 2009).

•  Penalties: Any employee of the Cabinet for Health and Human Services who violates the confidentiality of identifying patient information shall be fined not more than $500 for each violation or be confined in the county jail for not more than 6 months, or both, and shall be removed and disqualified from office or employment. Ky. Rev. Stat. Ann. § 216.2927 (West 2009). Any chiropractor who uses telehealth and violates the confidentiality of a patient’s medical health information according to applicable law shall be guilty of a misdemeanor, and upon conviction thereof shall be punished by a fine of not more than $500 or by imprisonment in the county jail for not more than 6 months, or both. Ky. Rev. Stat. Ann. § 312.991 (West 2009). Any violation of the confidentiality of HIV-related information by a licensed health care provider shall be a ground for disciplinary action respective to the individual’s specific profession. Ky. Rev. Stat. Ann. § 214.181 (West 2009).

III. CONSTITUTIONAL LAW
•  General: While the right to privacy is not specifically and directly protected in the state constitution, courts have found the 1891 Kentucky Constitution to offer greater protection of the right of privacy than is provided by the Federal Constitution. Commonwealth v. Wasson, 842 S.W.2d 487 (Ky. 1992).

•  Section 2: “Absolute and arbitrary power over the lives, liberty and property of freemen exists nowhere in a republic, not even in the largest majority.” Ky. Const. § 2 (2009). Courts have held this to mean that it is not within the competency of government to invade the privacy of a citizen’s life and to regulate his conduct in matters in which he alone is concerned, or to prohibit him any liberty the exercise of which will not directly injure society. Commonwealth v. Campbell, 117 S.W. 383 (Ky. 1909).

	Louisiana
	SUMMARY

A general tort cause of action has been provided by Louisiana statute. Courts have found that the statute applies to invasion of privacy torts. Additionally, provisions in the Louisiana State Constitution have been found to provide strong privacy protections and invasion of privacy cases fall under those sections.

Areas of concern include: (1) HIV/AIDS test results. La. Rev. Stat. Ann. § 40:1300.14 (2009).

I. COMMON LAW
A. Torts

•  Generally: The right to privacy has been defined as “the right to be let alone” and the right to an “inviolate personality.” An actionable invasion of privacy occurs only when the defendant's conduct is unreasonable and seriously interferes with the plaintiff's privacy interest. The reasonableness of the defendant's conduct is determined by balancing the conflicting interests at stake: the plaintiff's interest in protecting his privacy from serious invasions, and the defendant's interest in pursuing his course of conduct. No right to privacy attaches to material in the public view. Jaubert v. Crowley Post-Signal, Inc., 375 So. 2d 1386 (La. 1979). Improper disclosure of confidential medical information can give rise to an invasion of privacy cause of action. Leger v. Spurlock, 589 So. 2d 40 (La. Ct. App. 1st Cir. 1991).

B. Contract Law

•  Doctor Disclosures: The disclosure by a doctor to a third person of confidential medical information may give rise to causes of action for breach of a statutory privilege or for a breach of contract. Ever doctor-patient relationship is underscored by a simple contract where the patient hopes to be cured and the doctor assumes that he will be compensated. As an implied condition of that contract, the doctor warrants that any confidential information gained through the relationship will not be released without the patient's permission. The promise of secrecy is as much an express warranty as the advertisement of a commercial entrepreneur. Consequently, when a doctor breaches his duty of secrecy, he is in violation of part of his obligations under the contract. Leger v. Spurlock, 589 So. 2d 40 (La. Ct. App. 1st Cir. 1991).

II. STATUTORY LAW

A. Privacy Torts

•  General: Every act of man that causes damage to another obliges him by whose fault it happened to repair it. Damages may include loss of consortium, service, and society, and shall be recoverable by the same respective categories of persons who would have had a cause of action for wrongful death of an injured person. Damages do not include costs for future medical treatment, services, surveillance, or procedures of any kind unless such treatment, services, surveillance, or procedures are directly related to a manifest physical or mental injury or disease. Damages shall include any sales taxes paid by the owner on the repair or replacement of the property damaged. La. Civ. Code Ann. art. 2315 (2009). The violation of the right of privacy is a direct invasion of a legal right and constitutes a tort under state statutory law. In Louisiana, the unauthorized disclosure by a doctor of a patient's medical condition has also been recognized to give rise to a cause of action for invasion of privacy. Glenn v. Kerlin, 248 So. 2d 834 (La. Ct. App. 2d Cir. 1971). 

B. Health Confidentiality Statutes

•  HIV Information: Except as otherwise provided by law, no person who obtains, retains, or becomes the recipient of confidential HIV test results in the course of providing any health or social service, or pursuant to a release of confidential HIV test results, may disclose such information pursuant to a written authorization to release medical information when such authorization contains a refusal to release HIV test results. Notwithstanding that provision, HIV test results may be released to the following: 1) any person to whom disclosure of medical information is authorized by law without the consent of the patient; 2) any health facility staff committees or accreditation or oversight review organizations authorized to access medical records, provided that the committee or organization shall only disclose confidential HIV test results;  3) a federal, state, or local government agency, provided that the disclosure be mandated by federal or state law, for the purpose of carrying out the monitoring evaluation or service for which it was obtained; 4) a federal, state, parish, or local health officer when the disclosure is mandated by federal or state law. In addition, a state, parish, or local health officer may disclose confidential HIV test results when disclosure is specifically authorized or required by federal or state law. La. Rev. Stat. Ann. 40:1300.14 (2009).

•  HMO Records: Any data or information pertaining to the diagnosis, treatment, or health of any enrollee or potential enrollee ,obtained from such persons or from any provider, by any HMO shall be held in confidence and shall not be disclosed to any person. La. Rev. Stat. Ann. 22:265 (2009).

•  Mental Health Records: No patient in a treatment facility (defined as any public or private hospital, retreat, institution, mental health center, or facility licensed by the state in which any mentally ill person or person suffering from substance abuse is received or detained as a patient) shall be deprived of any rights, benefits, or privileges guaranteed by law, the Constitution of the state of Louisiana, or the Constitution of the United States, solely because of their status as a patient in a treatment facility. These rights, benefits, and privileges include the right to privacy. La. Rev. Stat. Ann. 28:171 (2009).

•  Military, Naval, and Veteran Records: "Protected health information" is any information, whether oral, written, electronic, visual, or in any other form, that relates to an individual's past, present, or future physical or mental health status, condition, treatment, service, products purchased, or provision of care, and that reveals the identity of the individual whose health care is the subject of the information, or where there is a reasonable basis to believe such information could be utilized (either alone or with other information that is, or should reasonably be known to be, available to predictable recipients of such information) to reveal the identity of that individual. "Protected health information" includes any health or medical information, document, or record designated as confidential by state or federal law. La. Rev. Stat. Ann. 29:762 (2009).

•  Public Health Emergency: A reporting entity ("reporting entities" include health care providers, coroners, laboratory officials, veterinarians, medical examiners, public health authorities, public safety authorities, and other state or local government agencies) shall submit protected health information regarding cases of persons or animals who harbor any illness or health condition that may be potential causes of a public health emergency to the Governor's Office of Homeland Security and Emergency Preparedness; the Military Department; the state of Louisiana Office of Public Health, Public Health Authority, Governor, Public Safety Authority, and Tribal Authority; and federal health and public safety authorities as required. Protected health information submitted pursuant to this Chapter to the aforementioned bodies shall be confidential and shall be disclosed only as provided in this Chapter or as otherwise required or authorized by state or federal law. Nothing in this Subsection shall prohibit the publishing of statistical compilations pertaining to potential causes of a public health emergency which do not identify individual cases, confidential sources of information, religious affiliations, or individual health care providers. Sharing of information on reportable illnesses, health conditions, unusual clusters, or suspicious events between public health and safety authorities shall be restricted to the information necessary for the treatment, control, investigation, and prevention of a public health emergency. La. Rev. Stat. Ann. 29:765 (2009).

	Maine
	SUMMARY

Maine has a medical professional negligence statute that governs breach of confidentiality torts regarding medical records. Courts have adopted the Restatement stance on invasion of privacy torts.

I. COMMON LAW
A. Torts

•  General: State courts have adopted the Restatement stance on invasion of privacy torts. However, no personal action or cause of action shall be lost by the death of either party, and a case can be maintained by the executor or administrator of the deceased. Invasion of privacy torts are personal torts and cannot be brought by anyone other than the person whose right to privacy was violated. Nelson v. Maine Times, 373 A.2d 1221 (Me. 1977). Whether there has been sufficient intrusion private affairs or concerns and that the intrusion would be highly offensive to a reasonable person to uphold an invasion of privacy tort is a question of fact. Clark v. Means, 2002 Me. Super. LEXIS 267 (Me. Super. Ct. 2002). Punitive damages can be awarded on the same basis as in other torts where a wrongful motive or state of mind appears, but not in cases where the defendant has acted innocently as, for example, in the mistaken but good faith belief that the plaintiff has given his consent. State courts have previously ruled in favor of a patient’s right to privacy over the interests of medical researchers. Estate of Berthiaume v. Pratt, 365 A.2d 792 (Me. 1976). In this case, the court ruled in favor of a patient where a physician took photographs of the patient against that patient’s will.

•  Intrusion Into Another’s Seclusion: This tort protects an individual’s interest in their physical or mental solitude or seclusion. A valid cause of action must show an intrusion that is intentional and yields a highly offensive result. It additionally requires proof of an actual invasion of something secret, secluded, or private, pertaining to the plaintiff. MacKerron v. Madura, 445 A.2d 680 (Me. 1982). Nelson v. Maine Times, 373 A.2d 1221 (Me. 1977).
 
•  Publicity of Private Facts: This tort protects a personal interest that certain kinds of facts about one’s intimate person, or secrets, shall not be given public disclosure. MacKerron v. Madura, 445 A.2d 680 (Me. 1982). Public disclosure is a necessary element of this kind of invasion of privacy. Rush v. Maine Sav. Bank, 387 A.2d 1127 (Me. 1978). There is no cause of action where there the disclosure involved a legitimate public concern. The regulation of public health or safety may be a legitimate matter of public concern. Additionally, journalists may portray an individual’s personal circumstances in ways that reveal their identities as long as it is sufficiently related to a matter of public concern. Courts have recognized that simply reporting on statistics is not as effective as providing case examples regarding public issues. Veilleux v. NBC, 206 F.3d 92, 131 (1st Cir. Me. 2000). In this case there was no liability where a media organization published a truck driver’s drug test results because there was a legitimate public concern over unsafe truck drivers, although the specific individual was not of public concern.
 
•  Misappropriation of Another’s Name or Likeness: This tort protects an individual’s interest in preventing misappropriation of his name or likeness. MacKerron v. Madura, 445 A.2d 680 (Me. 1982). Courts have found that the key issue in these cases is whether or not the publication of the name or likeness would likely cause mental distress and injury and whether or not it was for the purpose of benefitting the tortfeasor. Nelson v. Maine Times, 373 A.2d 1221 (Me. 1977). This tort is not restricted to commercial appropriation but is also valid where the plaintiff’s name or likeness is used for the defendant’s own personal purposes or benefit. Fitch v. Stanley, 2005 Me. Super. LEXIS 190 (Me. Super. Ct. 2005).

•  False Light: This tort protects an individual’s interest to not be falsely regarded by the public. MacKerron v. Madura, 445 A.2d 680 (Me. 1982). Statements of opinion do not give rise to this tort. There must be a statement involving a major misrepresentation of the plaintiff’s character, history, activities, or beliefs, or refer to the plaintiff’s reputation. Halco v. Davey, 919 A.2d 626 (Me. 2007). A valid cause of action must show that the false light in which the other was placed would be highly offensive to a reasonable person, and that the actor had knowledge of or acted in reckless disregard as to the falsity of the publicized matter. Veilleux v. NBC, 206 F.3d 92, 131 (1st Cir. Me. 2000). The misrepresentation must have been communicated to the public at large, or to enough persons that the matter must be regarded as substantially certain to become public knowledge. There is no exception for disclosure to select people with special relationships to the plaintiff. Fitch v. Stanley, 2005 Me. Super. LEXIS 190 (Me. Super. Ct. 2005). A corporation cannot bring a claim for false light invasion of privacy. Kenney v. Howard, 2004 Me. Super. LEXIS 231 (Me. Super. Ct. 2004). Malice can be implied when there is a failure of adequate corporate safeguards and protocol to prevent the publication or re-publication of photographs that invade privacy or result in commercial misappropriation of a person’s name, likeness, or image. Malice may be express where the defendant’s conduct was engaged in with deliberate disregard as to the nature of the ongoing harm or violation that would be inflicted upon the plaintiff by continued publication or re-publication, and resulting in widespread publicity. Lebel v. Albert Marchant Pty, 2004 Me. Super. LEXIS 43 (Me. Super. Ct. 2004).
•  Fiduciary Duties: One standing in a fiduciary relation with another is subject to liability to the other for harm resulting from a breach of duty imposed by the relation. Diversified Foods, Inc. v. First Nat’l Bank of Boston, 605 A.2d 609 (Me. 1992) A fiduciary, or confidential, relationship requires the placing of trust and confidence in fact by one party in another, as well as a great disparity of position and influence between the parties. Additionally, fiduciary and confidential relationships are the same and give rise to the same duties. Wayne M. Johnson & Royal River Corps v. Gahagan, 2001 Me. Super. LEXIS 53 (Me. Super. Ct. 2001). The salient elements of a confidential relation are facts indicating diminished emotional or physical capacity or of the “letting down of all guards and bars” that defines a “disparity of position” in the context of a confidential relation. Reid v. Key Bank of Southern Maine, 821 F.2d 9, 18 (1st Cir. Me. 1987). A trial court is free to consider company or state regulations among the factors to be weighed in deciding whether a legal duty existed. Binette v. Dyer Library Ass’n, 688 A.2d 898 (Me. 1996). However, the relations and duties involved need not be legal but may be moral, social, domestic, or, merely personal. Ruebsamen v. Maddocks, 340 A.2d 31, 34 (Me. 1975). The duties of a fiduciary include: (1) to act with that degree of diligence, care and skill which ordinarily prudent persons would exercise under similar circumstances in like positions; (2) to discharge the duties affecting their relationship in good faith with a view to furthering the interests of one another as to the matters within the scope of the relationship; (3) to disclose and not withhold from one another relevant information affecting the status and affairs of the relationship; (4) to not use their position, influence or knowledge respecting the affairs and organization that are subject to the relationship to gain any special privilege or advantage over the other person or persons involved in the relationship. Rosenthal v. Rosenthal, 543 A.2d 348 (Me. 1988). Statutory law has recognized that health care providers have a fiduciary duty toward their patients. 33 Me. Rev. Stat. Ann. tit. 33, § 1022 (2009).
•  Duties of Psychologists: The Board of Examiners of Psychologists can refuse to issue or renew a psychologist’s license on grounds of negligence due to a violation of patient confidentiality codes. Seider v. Board of Examiners of Psychologists, 754 A.2d 986 (Me. 2000).

II. STATUTORY LAW

A. Privacy Torts

•  Medical Professional Negligence: Statutory law defines an “action for professional negligence” as an action for damages against any health care provider whether based upon tort or breach of contract or otherwise, arising out of the provision or failure to provide health care services. Me. Rev. Stat. Ann. tit. 24, § 2502 (2009). This statute also allows for claims involving the breach of patient-professional confidentiality by a health care provider. This applies even if the breach of confidentiality occurs after the time at which the plaintiff was the defendant’s patient. Brand v. Seider, 697 A.2d 846 (Me. 1997).
B. Health Confidentiality Statutes

•  General: An individual’s health care information is confidential and may not be disclosed. This statement does not prohibit a health care practitioner or facility from adhering to applicable ethical or professional standards that provide greater confidentiality protection. Disclosure within an office, practice or organizational affiliate of the health care practitioner or facility does not require patient consent. This allows use of medical information for the purpose of responding to Sentinel System queries. The information can also be used for risk management, quality assurance, utilization review or peer review purposes relating to the delivery of health care. Medical information may be disclosed to a person when necessary to conduct scientific research approved by an institutional review board or by the board of a nonprofit health research organization or when necessary for a clinical trial sponsored, authorized or regulated by the FDA. Resulting research reports may not identify any individual. Any health care information that identifies an individual must be returned to the health care practitioner or facility, or destroyed when it is no longer required for the research. Me. Rev. Stat. Ann. tit. 22, § 1711-C (2009).
•  HIV/AIDS: No person may disclose the results of an HIV test, except to the Department of Health and Human Services, which may release medical and epidemiologic information in such a manner that an individual cannot be identified. Me. Rev. Stat. Ann. tit. 5, § 19203 (2009). This statute likely allows for release of de-identified HIV related records for Sentinel System purposes. Nothing in this section may be interpreted to prohibit reviews of medical records for utilization review purposes by duly authorized utilization review committees or peer review organizations. Scientific researchers may not re-disclose the identity of any tested person. Me. Rev. Stat. Ann. tit. 5, § 19203-D (2009).

•  Pharmaceutical Records: The office may provide prescription monitoring information for public research purposes as long as patient identifying information is removed. Me. Rev. Stat. Ann. tit. 22, § 7250 (2009). Such records would be probably available to the Sentinel System.

•  Department of Health and Human Services: Department medical records that contain personally identifying information are confidential. These records are not open to public inspection. However, release of medical and epidemiologic information in such a manner that an individual cannot be identified is allowed. This could enable summary responses to Sentinel System queries. Me. Rev. Stat. Ann. tit. 22, § 42 (2009).

•  Sentinel Event Reporting: The Division of Licensing and Certification within the Bureau of Medical Services receives “sentinel event” reports. Statutory law defines a “sentinel event” as something determined to be unrelated to the natural course of the patient’s illness or treatment. Me. Rev. Stat. Ann. tit. 22, § 8752 (2009). Such information is confidential and privileged. The division shall develop an annual report that is available to the public and includes summary data of “sentinel events.” Additionally, “sentinel events” are subject to public investigation as long as the data does not identify or permit identification of the health care facility. The statute does not specifically state what confidential information means. It only precludes use in litigation. Me. Rev. Stat. Ann. tit. 22, § 8754 (2009). Such information will likely be available for use by the Sentinel System.

•  Public Records Exceptions: Medical records and reports of municipal ambulance and rescue units and other emergency medical service units are not records open for public inspection. The same goes for any record that has been designated confidential by statute, or is within the scope of evidentiary privilege. Me. Rev. Stat. Ann. tit. 1, § 402 (2009). Prescription monitoring information submitted to the Office of Substance Abuse is confidential and is not a public record. Me. Rev. Stat. Ann. tit. 22, § 7250 (2009). The Board of Directors of the Maine Health Data Organization allows public disclosure of non-privileged medical information as long as individual patients are not identifiable. The Board may approve access to medical information with patient identifying information to researchers approved by the Board as long as those researchers have confidentiality guidelines. Additionally, the identifying information is to be used for the verification or comparison of health data, and such information cannot be re-disclosed. Me. Rev. Stat. Ann. tit. 22, § 8707 (2009).

•  Insurance Records: A regulated insurance entity or insurance support organization may not disclose any personal information unless the disclosure is made with due consideration for the reputation of persons affected by the disclosure. The disclosure must also be limited to the minimum amount of personal information necessary to accomplish a lawful purpose, such as for the purpose of conducting actuarial or research studies. No insurance consumer may be identified in any research report, and identifying information must be returned or destroyed as soon as it is no longer needed. Identifying information also may not be re-disclosed. Me. Rev. Stat. Ann. tit. 24-A, § 2215 (2009). These statements could allow for use of general insurance information to answer Sentinel System queries.

•  Health Care Insurance Records: Any health care information must be held in confidence and may not be disclosed to any person. A health maintenance organization is entitled to claim any statutory privileges against such disclosure that the provider who furnished such information to the health maintenance organization is entitled to claim. Me. Rev. Stat. Ann. tit. 24-A, § 4224 (2009). Such information likely may not be directly used for Sentinel System purposes.

•  Dental Records: A dental patient has a privilege to refuse to disclose, and to prevent another person from disclosing, confidential communications made for the purpose of diagnosis or treatment of the patient’s physical, mental or emotional conditions, including alcohol or drug addiction, among the patient, the patient’s dentist and persons who are participating in the diagnosis or treatment under the direction of the dentist, including members of the patient’s family. The privilege may be claimed by the patient, by the patient’s guardian or conservator, or by the personal representative of a deceased patient. The dentist or dental auxiliary at the time of the communication is presumed to have authority to claim the privilege, but only on behalf of the patient. Me. Rev. Stat. Ann. tit. 32, § 1092-A (2009).

•  Department of Behavioral and Developmental Services: All orders of commitment, medical and administrative records, applications and reports, and facts contained in them, pertaining to any client shall be kept confidential and may not be disclosed by any person. However, persons engaged in statistical compilation or research may have access to treatment records of clients when needed for research, if access is approved by the chief administrative officer of the mental health facility. The research plan must also be first submitted to and approved by the chief administrative officer of the mental health facility. The records may not be removed from the mental health facility that prepared them, except that data that do not identify clients may be removed from a mental health facility, and coded data may be removed from a mental health facility if the key to the code remains on the premises of the facility. The chief administrative officer of the mental health facility and the person doing the research shall preserve the anonymity of the client. The Commissioner of Health and Human Services may collect and use the information and records for administration, planning or research. Me. Rev. Stat. Ann. tit. 34-B, § 1207 (2009). This likely allows access to identifiable medical information by the Sentinel System.

•  Penalties: The Superintendent of Insurance may levy an administrative penalty in an amount not less than $100 nor more than $500 for violating the confidentiality of insurance records. The Superintendent may augment this penalty by an amount equal to the sum that he calculates to be the damages suffered by enrollees or other members of the public. Me. Rev. Stat. Ann. tit. 24-A, § 4221 (2009). A person who violates a dental patient’s confidentiality commits a civil violation for which a forfeiture of not more than $ 1000 may be adjudged. Me. Rev. Stat. Ann. tit. 32, § 1094 (2009).

	Maryland
	SUMMARY

The state courts have adopted the Restatement stance to the common law invasion of privacy torts. There is no fiduciary duty of confidentiality recognized in medical professionals.

I. COMMON LAW
A. Torts

•  General: State courts have adopted the Restatement stance on invasion of privacy torts. McCauley v. Suls, 716 A.2d 1129 (Md. Ct. Spec. App. 1998).

•  Unreasonable Intrusion Upon the Seclusion of Another: This cause of action is to prevent intentional intrusion, physical or otherwise, upon the solitude of another or his private affairs. McCauley v. Suls, 716 A.2d 1129 (Md. Ct. Spec. App. 1998). An intrusion becomes relevant only when it invades a plaintiff’s reasonable expectation of privacy. Furman v. Sheppard, 744 A.2d 583 (Md. Ct. Spec. App. 2000).

•  False Light: The tort of false light invasion of privacy occurs when one gives publicity to a matter concerning another that places the other before the public in a false light if: (a) the false light in which the other was placed would be highly offensive to a reasonable person; and (b) the actor had knowledge of or acted in reckless disregard as to the falsity of the publicized matter and the false light in which the other would be placed. It is enough that the actor is given unreasonable and highly objectionable publicity that attributes to him characteristics, conduct, or beliefs that are false, and so is placed before the public in a false position. Chinwuba v. Larsen, 790 A.2d 83 (Md. Ct. Spec. App. 2002).

•  Publicizing Private Facts: One who gives publicity to a matter concerning the private life of another is subject to liability to the other for unreasonable invasion of his privacy, if the matter publicized is of a kind which (a) would be highly offensive to a reasonable person, and (b) is not of legitimate concern to the public. The matter disclosed must be a private fact and must be made public. There is no publicity if a fact concerning the plaintiff’s private life is only communicated to a single person or even to a small group of persons. Additionally, the communication must be one that is offensive and objectionable to a reasonable man of ordinary sensibilities. Furman v. Sheppard, 744 A.2d 583 (Md. Ct. Spec. App. 2000). “In other words, the plaintiff must be able to show more than just a desire to keep a particular fact private, but that the matter revealed must be a personal matter that would be highly offensive for a reasonable person to have disclosed to others.” Taylor v. NationsBank, N.A., 776 A.2d 645, 649 (Md. 2001).

•  Appropriation: When the defendant publicizes the plaintiff’s picture or likeness without the plaintiff’s consent, for the mere purpose of increasing the profits and gains of the defendant, the defendant has been  unconscionably permitted to enrich himself at the expense of the plaintiff. Lawrence v. A.S. Abell Co., 475 A.2d 448 (Md. 1984).

•  Fiduciary Duties of Physicians: The relation of physician and patient is a confidential relationship. Geisz v. Greater Baltimore Medical Center, 545 A.2d 658 (Md. 1988). However, there is no physician-patient privilege in Maryland, and communications made to a physician in his professional capacity by a patient are neither privileged under the common law, nor have they been made so by statute. There is no fiduciary duty of a physician to not testify against a patient in court. Butler-Tulio v. Scroggins, 139 Md. App. 122 (Md. Ct. Spec. App. 2001). However, there is a codified patient-therapist privilege. Md. Code Ann., Cts. & Jud. Proc. § 9-109 (West 2009). There is also a codified patient-mental health nursing specialist privilege. Md. Code Ann., Cts. & Jud. Proc. § 9-109.1 (West 2009). Courts have additionally stated that the relationship between a health care provider and its patient is one of trust and confidence and, absent a statute permitting otherwise, the patient has a right to assume that his medical condition will not voluntarily be disclosed by the provider to other persons without the patient’s consent. Lemon v. Stewart, 682 A.2d 1177 (Md. 1996).
II. STATUTORY LAW

A. Health Confidentiality Statutes

•  Health Care Providers: A health care provider shall keep the medical record of a patient or health services recipient confidential. This statement only applies to information that identifies a patient or health services recipient. This does not apply to documents related to the administration of a health care facility, such as records related to risk management and quality assurance activities. Additionally, patient directory information may be released. Md. Code Ann., Health-Gen. § 4-302 (West 2009). Health care providers will likely be able to release summary information in response to Sentinel System queries. A health care provider may also disclose a medical record for research purposes if the researcher agrees to not re-disclose identifying information. Md. Code Ann., Health-Gen. § 4-305 (West 2009). A health care provider who in good faith discloses or does not disclose a medical record, is not liable in any cause of action arising from the disclosure or nondisclosure of the medical record. Md. Code Ann., Health-Gen. § 4-308 (West 2009).

•  Confidential Research Records: Any information related to research conducted by the Drug Abuse Administration, the AIDS Administration, or the Secretary of Health and Mental Hygiene, and identifies a person, is confidential. Md. Code Ann., Health-Gen. § 4-101 (West 2009). All confidential records shall remain in the custody and control of the administration or agency that assembled or obtained the record. Such records may only be used for the research and study for which it was assembled or obtained and may not be disclosed to anyone not engaged in the research or study project. This section does not apply to or restrict the use or publication of any statistics, information, or other material that summarizes or refers to confidential records in the aggregate, without disclosing the identity of any person who is the subject of the confidential record. Md. Code Ann., Health-Gen. § 4-102 (West 2009).

•  Hereditary and Congenital Disorder Programs: The rules, regulations, and standards of the Department shall require the Department and each person who conducts a hereditary and congenital disorders program to keep in code and treat as a confidential medical record all information that is gathered in the program and identifies an individual. Md. Code Ann., Health-Gen. § 13-109 (West 2009).

•  HIV/AIDS: HIV-status related medical records are confidential. Md. Code Ann., Health-Gen. § 18-338.3 (West 2009). All mandatory reports of HIV statuses by physicians, institution and others,  to the state government, are confidential. This subsection does not apply to a disclosure by the Secretary to another governmental agency performing its lawful duties pursuant to state or federal law where the Secretary determines the agency to whom the information is disclosed will maintain the confidentiality of the disclosure. Additionally, these reports may be used only for the state’s original reporting purposes. A person may not disclose any confidential record to any person who is not engaged in the report collection and usage program. This section does not apply to or restrict the use or publication of any statistics, information, or other material that summarizes or refers to confidential records in the aggregate, without disclosing the identity of any person who is the subject of the confidential record. This likely allows release of summary results in response to  Sentinel System queries. Md. Code Ann., Health-Gen. § 18-201.1 (West 2009). Md. Code Ann., Health-Gen. § 18-202.1 (West 2009). Md. Code Ann., Health-Gen. § 18-207 (West 2009).

•  Infectious and Contagious Disease Reports: Required physician reports of infectious and contagious diseases are confidential. This statement does not restrict the use or publication of any statistics, information, or other material that summarizes or refers to confidential records in the aggregate, without disclosing the identity of any individual who is the subject of the confidential record. Summary results can be sent in response to Sentinel System queries. This subsection does not apply to a disclosure by the Secretary of Mental Health and Hygiene to another governmental agency performing its lawful duties as authorized by an act of the Maryland General Assembly or the United States Congress, where the disclosure is necessary to protect the public health or to prevent the spread of an infectious or contagious disease. Md. Code Ann., Health-Gen. § 18-201 (West 2009).

•  Mental Health Records: Statutory law governing the confidentiality of mental health records explicitly do not prevent the disclosure of the records for rate review, auditing, health planning, licensure, approval, or accreditation of a facility by governmental or professional standard setting entities. Md. Code Ann., Health-Gen. § 4-307 (West 2009).

•  Substance Abuse Records: Information related to an individual’s substance abuse treatment, including the oral or written statements that the individual makes and the observations and conclusions that the health professional or the hospital makes, are not admissible in any proceeding. The disclosure and use of the records of individuals served by alcohol abuse and drug abuse treatment programs shall be governed by the federal regulations on the confidentiality of alcohol and drug abuse patient records, 42 C.F.R. Part 2; Md. Code Ann., Health-Gen. § 8-601 (West 2009).

•  Insurance Records: A nonprofit health service plan, or Blue Cross or Blue Shield plan, generally may not disclose specific medical information contained in a subscriber’s or certificate holder’s medical records. Disclosure may be made to a researcher, on request, for medical and health care research in accordance with a protocol approved by an institutional review board. These statements do not prohibit the use of medical records, data, or statistics, if the use does not disclose the identity of a particular subscriber or certificate holder. Md. Code Ann., Ins. § 14-138 (West 2009). This allows for widespread access to medical insurance claims information to be used by the Sentinel System. The attorney general has ruled that when this statute is read with other statutes, it is clear that the intent of the legislature was that medical records, data, or statistics may be disclosed to a third party if the subscriber’s identity is not directly or indirectly revealed through the records, but information which would directly or indirectly lead to the identity of the subscriber should not be released. 63 Md. Op. Att’y Gen. 432 (1978). Additionally, the Department of Health and Mental Hygiene may do periodic examinations of health maintenance organizations to develop statistical information. Md. Code Ann., Health-Gen. § 19-719 (West 2009). All information contained in the medical records and information received from physicians, surgeons, certified nurse practitioners, or hospitals, incident to the health care practitioner-patient or hospital-patient relationship, shall be kept confidential, and, except for use incident to bona fide medical research and education, or for the Department's review under these regulations, or as reasonably necessary in connection with the administration of the member's contract, may not be disclosed without the consent of the patient. Md. Code Regs. 10.07.11.05 (2010).

•  Public Record Restrictions: A custodian who has physical custody and control of a public record shall deny inspection of a public record or any part of a public record if, by law, the public record is privileged or confidential. Md. Code Ann., State Gov’t § 10-615 (West 2009). A custodian shall deny inspection of a hospital record that relates to medical information and contains general or specific information about one or more individuals. Md. Code Ann., State Gov’t § 10-616 (West 2009). A custodian shall deny inspection of the part of a public record that contains: (i) medical or psychological information about an individual, other than an autopsy report of a medical examiner; (ii) personal information about an individual with a disability or an individual perceived to have a disability; or (iii) any report on human immunodeficiency virus or acquired immunodeficiency syndrome. Researchers may be granted inspection access to records by the official custodian who has physical custody and control of the public record. However, the researcher must first submit a written request defining the scope of the research. Md. Code Ann., State Gov’t § 10-624 (West 2009). This would likely allow Sentinel System access to these public records; however, such access would only be granted on a case-to-case basis instead of allowing general disclosure of all such records. Despite these restrictions, courts have liberally interpreted statutes giving access to public records, and are inclined to rule in favor of disclosure. Univ. Sys. v. Balt. Sun Co., 847 A.2d 427 (Md. 2004).

•  Hereditary and Congenital Disorders Programs: The rules, regulations, and standards of the Department of Health and Mental Hygiene shall require the Department of Health and Mental Hygiene and each person who conducts a hereditary and congenital disorders program to keep in code and treat as a confidential medical record all information that is gathered in the program and identifies an individual. Md. Code Ann., Health-Gen. § 13-109 (West 2009).

•  Pharmaceutical Records: Pharmacies may not disclose pharmaceutical records that include patient identification information. However, identifying patient information may be disclosed for educational or research purposes that have been authorized by an Institutional Review Board. Researchers must also agree to not re-disclose any patient identification information. Md. Code Ann., Health Occ. § 12-403 (West 2009).

•  Penalties: A person who violates the confidentiality of research records compiled by the Drug Abuse Administration, AIDS Administration, or Secretary of Health and Mental Hygiene is guilty of a misdemeanor and on conviction is subject to a fine not exceeding $1000. Md. Code Ann., Health-Gen. § 4-102 (West 2009). Anyone who knowingly and willfully violates the confidentiality of a health care provider’s medical records is guilty of a misdemeanor and subject to a fine not exceeding $1000 for the first offense and not exceeding $5000 for each subsequent conviction. Additionally, whoever knowingly and willfully requests or obtains a medical record under false pretenses or through deception, or knowingly and willfully discloses a health care provider’s medical record, is guilty of a misdemeanor and subject to a fine not exceeding $50,000, imprisonment for not more than 1 year, or both. If the offense is committed under false pretenses, the perpetrator is subject to a fine not exceeding $ 100,000, imprisonment for not more than 5 years, or both. If the offense is committed with intent to sell, transfer, or use individually identifiable health information for commercial advantage, personal gain, or malicious harm, the perpetrator is subject to a fine not exceeding $ 250,000, imprisonment for not more than 10 years, or both. Md. Code Ann., Health-Gen. § 4-309 (West 2009). The question of whether an action involved good faith or malice almost always presents an issue of fact for trial. Bond v. Messerman, 873 A.2d 417, 432 (Md. Ct. Spec. App. 2005). A person that violates the confidentiality of medical records maintained by insurance companies is guilty of a misdemeanor and on conviction is subject to a fine not exceeding $5000 for each violation or imprisonment not exceeding 1 year or both. Md. Code Ann., Ins. § 14-140 (West 2009). Any person is liable to an individual for actual damages that the court considers appropriate if the court finds by clear and convincing evidence that the person willfully and knowingly permitted unauthorized inspection or use of a public record; or the person willfully and knowingly obtains, discloses, or uses the personal information in an unauthorized manner. Md. Code Ann., State Gov’t § 10-626 (West 2009).

	Massachusetts
	SUMMARY

The state has codified a general interference of privacy tort as well as a misappropriation tort. The false light invasion of privacy tort has not yet been recognized by courts. A cause of action has also been codified for the unauthorized disclosure of insurance records. State courts have strongly endorsed the fiduciary duty of confidentiality of medical professionals towards their patients. Courts have additionally held that those who induce professionals to breach their duty are also liable for damages. This would give rise to liability for all parties involved in the Sentinel System.

Areas of concern include: (1) Sexual assault records. Mass. Gen. Laws  ch. 111, § 70E (2009). (2) HIV/AIDS test results. Mass. Gen. Laws ch. 111, § 70F (2010).

I. COMMON LAW
A. Privacy Torts

•  General: Courts have declined to determine whether there is a non-statutory claim in tort for invasion of privacy. Tower v. Hirschhorn, 492 N.E.2d 728, 732 (Mass. 1986).

•  Fiduciary Duties of Medical Professionals: Physicians and psychologists have a duty to their patients not to disclose confidential information obtained in the course of providing treatment, and an aggrieved party may recover damages for breach of that duty. There are a few exceptions to this, including permitting the disclosure when necessary to meet a serious danger to the patient or others. However, this exception is directed towards addressing the threat of direct and immediate danger, such as child abuse, and does not apply to the Sentinel System. Hope v. Landau, 486 N.E.2d 89 (Mass. App. Ct. 1985). Additionally, one who induces a physician to wrongfully disclose information about a patient may be held liable to the patient for the damages that flow from that disclosure. The inducement need not be a threat, or a promise of reward, but may be a simple request or persuasion exerting only moral pressure. To establish liability a plaintiff must prove that: (1) the defendant knew or reasonably should have known of the existence of the physician-patient relationship; (2) the defendant intended to induce the physician to disclose information about the patient or the defendant reasonably should have anticipated that his actions would induce the physician to disclose such information; and (3) the defendant did not reasonably believe that the physician could disclose that information to the defendant without violating the duty of confidentiality that the physician owed the patient. This law is merely an application of the general rule that a plaintiff may hold liable one who intentionally induces another to commit any tortious act that results in damage to the plaintiff. Alberts v. Devine, 479 N.E.2d 113 (Mass. 1985). For all cases, there must be a balancing act done between a plaintiff’s privacy and the public interest in the disclosure. Bratt v. International Business Machines Corp., 785 F.2d 352 (1st Cir. Mass. 1986) (applying Mass. law). 


II. STATUTORY LAW

A. Privacy Torts

•  General: A person shall have a right against unreasonable, substantial or serious interference with his privacy. The superior court shall have jurisdiction in equity to enforce such right and in connection therewith to award damages. Mass. Gen. Laws ch. 214, § 1B (2009). In order to state a valid action under this statute, the disclosure of facts about an individual must have been of a highly personal or intimate nature where there was no or little legitimate, countervailing interest. Disclosure does not need to have been made to the public at large. Even disclosure to one person would show a valid cause of action. Bratt v. International Business Machines Corp., 467 N.E.2d 126 (Mass. 1984). A false light invasion of privacy claim has not been recognized under this statute. Ayash v. Dana-Farber Cancer Inst., 822 N.E.2d 667 (Mass. 2005). Legislature did not intend to provide a right of action to someone whose privacy was reasonably interfered with, even if such interference was substantial or serious. O’Connor v. Police Comm’r of Boston, 557 N.E.2d 1146 (Mass. 1990). A corporation is not an individual with traits of a “highly personal or intimate nature” and, therefore, cannot state a claim under this statute. Warner-Lambert Co. v. Execuquest Corp., 691 N.E.2d 545 (Mass. 1998).

•  Misappropriation: Any person whose name, portrait or picture is used for the purposes of trade without his written consent may bring a civil action and recover damages for any injuries sustained. If the defendant shall have knowingly used such person’s name, portrait or picture in such manner as is prohibited or unlawful, the court, in its discretion, may award the plaintiff treble the amount of the damages sustained by him. Mass. Gen. Laws ch. 214, § 3A (2009). A defendant’s incidental use of a plaintiff’s name, portrait or picture does not give rise to a cause of action. The defendant must have used the plaintiff’s name, portrait or picture deliberately to exploit its value for advertising or trade purposes. Tropeano v. Atlantic Monthly Co. 400 N.E.2d 847 (Mass. 1980).

•  Unauthorized Disclosure of Insurance Records: An insurance institution, insurance representative or insurance support organization which discloses insurance-related personal information in an unauthorized manner shall be liable for special and compensatory damages sustained by the individual to whom the information relates. In any action brought pursuant to this section, the court may award the cost of the action and reasonable attorneys’ fees to the prevailing party. There shall be no additional remedy or recovery available to an individual, in law or in equity, for such violations. Mass. Gen. Laws ch. 175I, § 20 (2009).

B. Health Confidentiality Statutes

•  Health Care Facilities: Every patient or resident of a health care facility shall have the right to confidentiality of their records and communications. This statement does not prevent access to any such records in connection with any peer review or utilization review procedures applied and implemented in good faith. Mass. Gen. Laws ch. 111, § 70E (2009).
•  Pharmaceutical Records: A registered pharmacist shall at all times conduct professional activities in conformity with federal, state and municipal laws, ordinances and regulations. Such regulations include HIPAA requirements. A pharmacist shall maintain patient confidentiality at all times. Confidential information includes information maintained by a pharmacist in the patient's records or information which is communicated to the patient as part of patient counseling. Such information may be released to such persons or governmental agencies authorized by law to receive such confidential information. 247 Mass. Code Regs. 9.01 (2010).
•  Genetic Information: Confidential genetic research information is defined as any results of a genetic test maintained pursuant to pharmacological or clinical research protocols which are subject to and conducted in accordance with the review and approval of an Institutional Review Board. Hospital, dispensary, laboratory, hospital-affiliated registry, physician, insurance institution, insurance support organization, or insurance representative, and commercial genetic testing company, agency, or association reports and records pertaining to any genetic information shall not be public records, and the contents thereof shall not be divulged by any person. An exception to this is that such records may be released as confidential research information for use in epidemiological or clinical research conducted for the purpose of generating scientific knowledge about genes or learning about the genetic basis of disease or for developing pharmaceutical and other treatments of disease. Mass. Gen. Laws ch. 111, § 70G (2010).
HIV/AIDS: No health care facility and no physician or health care provider shall disclose the results of an HIV/AIDS test to any person other than the subject thereof without first obtaining the subject’s written informed consent; or identify the subject of such tests to any person without first obtaining the subject’s written informed consent. Mass. Gen. Laws ch. 111, § 70F (2010).
•  Insurance Records: The Commissioner of Insurance may, when deemed reasonably necessary to protect the interests of the public, examine the business records and affairs of any licensee or applicant for a license. Such an examination may be done to answer Sentinel System queries. Names, individual identification data, and descriptions of particular catastrophic, life-threatening or chronic illnesses or conditions for all insureds shall be considered private and confidential information and shall not be disclosed by the Commissioner, unless required by law. Mass. Gen. Laws ch. 175, § 218 (2009). An insurance institution, insurance representative or insurance support organization may disclose any identifiable or privileged information for the purpose of conducting research studies, provided that no individual may be identified in any research report. Additionally, information allowing the individual to be identified must be removed to the extent practicable. Where such removal is not practicable, the information must be returned or destroyed as soon as it is no longer needed. The research organization must agree not to disclose the information. Mass. Gen. Laws ch. 175I, § 13 (2009). The Sentinel System will likely be able to use insurance records.

•  Communications with Psychologist: All communications between a licensed psychologist and the individuals with whom the psychologist engages in the practice of psychology are confidential. No person shall disclose any information acquired or revealed in the course of or in connection with the performance of the psychologist’s professional services. This does not prevent access to any such records in connection with any peer review or utilization review. The psychologist shall only disclose that information which is essential in order to protect the rights and safety of others in such other situations as shall be defined in the rules and regulations of the board. Mass. Gen. Laws ch. 112, § 129A (2009).

Mental Health Records: Except as hereinafter provided, in a court proceeding, in a proceeding preliminary thereto, or in a legislative or administrative proceeding, a client of a mental health counselor who is licensed pursuant to the provisions of section 165 or employed in a state, county or municipal government agency shall have the privilege of refusing to disclose and of preventing a witness from disclosing any communication relative to the diagnosis or treatment of the client's mental or emotional condition, wherever made, between the client and the mental health counselor. Mass. Gen. Laws  ch. 112, § 172A (2009).

•  Sexual Assault Records: For each facility (as defined in this section) initiating emergency contraception, the administrator, manager, or other person in charge thereof shall annually report to the Department of Public Health the number of times emergency contraception is administered to victims of rape under this section. Reports made pursuant to this section shall not identify any individual patient and shall be confidential and will not be public records. Mass. Gen. Laws ch. 111, § 70E (2009). 
•  Penalties: When there is a knowing violation of the confidentiality of insurance records, the Commissioner of Insurance may order payment of a monetary penalty of not more than $1000 for each such violation. In a hearing to which an insurance representative is a party, the monetary penalty imposed against such insurance representative shall not exceed $10,000 in the aggregate for multiple violations. In a hearing to which an insurance institution or insurance-support organization is a party, the monetary penalty imposed against such insurance institution or insurance support organization shall not exceed $50,000 in the aggregate for multiple violations. Mass. Gen. Laws ch. 175I, § 18 (2009).

	Michigan
	SUMMARY

Michigan courts have adopted the Restatement stance on invasion of privacy torts.

Areas of concern: (1) AIDS/HIV patient data. Mich. Comp. Laws § 333.5131 (2009).

I. COMMON LAW
A. Torts

•  General: Courts generally have embraced the provisions of the Restatement. The scope of privacy under the common law is not coextensive with a constitutional right to privacy. Doe v. Mills, 536 N.W.2d 824 (Mich. Ct. App. 1995).

•  Intrusion Upon Seclusion: To establish a claim of intrusion upon seclusion, a plaintiff must show: (1) an intrusion by the defendant, (2) into a matter which the plaintiff has a right to keep private, (3) by the use of a method which is objectionable to a reasonable person. The mere objection to the publication of a private fact is irrelevant if the method by which the information was obtained was not objectionable to a reasonable person. Liability for this tort focuses on the manner in which the information is obtained. Stratton v. Krywko, 2005 Mich. App. LEXIS 23 (Mich. Ct. App. 2005). There is no action where a defendant merely has information that was obtained without authorization by a third party. Doe v. Mills, 536 N.W.2d 824 (Mich. Ct. App. 1995).

•  False Light: To maintain an action for false light invasion of privacy, a plaintiff must show that the defendant broadcast to the public in general, or to a large number of people, publicity that was unreasonable and highly objectionable by attributing to the plaintiff characteristics, conduct, or beliefs that were false and placed him in a false position. Stratton v. Krywko, 2005 Mich. App. LEXIS 23 (Mich. Ct. App. 2005). The First Amendment requires that public figure plaintiffs must prove actual malice with clear and convincing evidence. Battaglieri v. Mackinac Ctr. for Pub. Policy, 680 N.W.2d 915 (Mich. Ct. App. 2004).
•  Public Disclosure of Embarrassing Private Facts: A cause of action for public disclosure of embarrassing private facts requires: (1) the disclosure of information; (2) that is highly offensive to a reasonable person; and (3) that is of no legitimate concern to the public. Whether a public disclosure involves “embarrassing private facts” has been held to be a question of fact. Matters concerning a person’s medical treatment or condition are generally considered private. Doe v. Mills, 536 N.W.2d 824 (Mich. Ct. App. 1995). There is no common law right of action for a publication concerning one who is already dead. Swickard v. Wayne County Medical Examiner, 475 N.W.2d 304 (Mich. 1991).

•  Misappropriation: This tort protects the interest of the individual in the exclusive use of his own identity, in so far as it is represented by his name or likeness, and in so far as the use may be of benefit to him or to others. The right protected is in the nature of a property right, which the tort recognizes as being violated whenever the defendant makes use of the plaintiff’s name or likeness for his own purposes and benefit. Any unauthorized use of a plaintiff’s name or likeness, however inoffensive in itself, is actionable if that use results in a benefit to another. The First Amendment bars appropriation liability for the use of a name or likeness in a publication that concerns matters that are newsworthy or of legitimate public concern. If a communication is about a matter of public interest and there is a real relationship between the plaintiff and the subject matter of the publication, the matter is privileged. A defendant can be liable only if the misappropriation was predominantly commercial purposes. The question whether a publication is sufficiently a matter of public interest to be protected by the privilege is ordinarily decided by the court as a question of law. Battaglieri v. Mackinac Ctr. for Pub. Policy, 680 N.W.2d 915 (Mich. Ct. App. 2004).
•  Fiduciary Duties: Professional malpractice involves the breach of a duty owed by one rendering professional services to a person who has contracted for such services. Duties owed a patient or client by a professional may arise specifically by mandate of statute, or may arise generally under application of the common law. Furthermore, conduct contrary to a professional code of responsibility has been declared rebuttable evidence of malpractice. Saur v. Probes, 476 N.W.2d 496 (Mich. Ct. App. 1991). The tort of breach of confidentiality is akin to ordinary negligence and essentially provides the duty element of a negligence cause of action. Stratton v. Krywko, 2005 Mich. App. LEXIS 23 (Mich. Ct. App. 2005).
•  Fiduciary Duties Medical Professionals: While state statutes do codify both psychotherapist-patient and physician-patient privileges, there is no statutory creation of civil liability for extrajudicial disclosure. However, these statutes do exhibit this state’s policy of protecting physician-patient confidences absent a superseding public or private interest. Therefore, a legal duty exists on the part of a psychiatrist not to disclose privileged communications. The privilege may be waived by operation of law and may be justified by the supervening interests of society, a third party, or the patient. Public policy requires that where it is reasonably necessary to protect the interests of the patient or others, a psychiatrist’s breach of duty to maintain patient confidentiality is excused. Saur v. Probes, 476 N.W.2d 496 (Mich. Ct. App. 1991). However, courts have lent some support for the claim that where medical information is released without identifying information, it does not support a such a cause of action. Furthermore, the scope of a matter of legitimate concern to the public is not limited to “news”, in the sense of reports of current events or activities. It extends also to the use of names, likenesses or facts in giving information to the public for purposes of education, amusement or enlightenment, when the public may reasonably be expected to have a legitimate interest in what is published. Not only must the overall subject matter be newsworthy, but also the particular facts revealed. Thus, the trial court must determine whether reasonable minds could differ concerning whether the information published about plaintiff was of legitimate public interest. If reasonable minds could differ, then the question is one for the jury. The legal duty to not disclose confidential patient information does not extend to hospitals. Stratton v. Krywko, 2005 Mich. App. LEXIS 23 (Mich. Ct. App. 2005). Autopsy information may be exempt from such confidentiality since there can be no physician-patient relationship where an individual is deceased. Swickard v. Wayne County Medical Examiner, 475 N.W.2d 304 (Mich. 1991).
II. STATUTORY LAW

A. Health Confidentiality Statutes

•  Health Care Facilities: A health care facility or agency shall maintain its medical records in such a manner as to ensure their confidentiality. Departmental officers and employees shall respect the confidentiality of patient clinical records and shall not divulge or disclose the contents of records in a manner that identifies an individual. Mich. Comp. Laws § 333.20175 (2009). A patient or resident is entitled to confidential treatment of personal and medical records, and may refuse their release to a person outside the health facility or agency except as required by law or as permitted under HIPAA. Mich. Comp. Laws § 333.20201 (2009).

•  HIV/AIDS: All reports, records, and data pertaining to testing, care, treatment, reporting, and research, and information pertaining to partner notification, that are associated with the serious communicable diseases or infections of HIV infection and AIDS are confidential. However, such information may be disclosed to the State Department of Community Health, local health department or other health care provider to protect the health of an individual. Mich. Comp. Laws  § 333.5131 (2009).

•  Mental Health Records: Information in the record of a recipient, and other information acquired in the course of providing mental health services to a recipient, shall be kept confidential and shall not be open to public inspection. The information may be disclosed by the department, community mental health services program, licensed facility, or contract provider, whichever is the holder of the record, as necessary for the purpose of outside research or statistical compilation. The individual who is the subject of the information shall not be identified in the disclosed information unless the identification is essential in order to achieve the purpose for which the information is sought or if preventing the identification would clearly be impractical, but not if the subject of the information is likely to be harmed by the identification. If information made confidential by this section is disclosed, the identity of the individual to whom it pertains shall be protected and shall not be disclosed unless it is germane to the authorized purpose for which disclosure was sought; and, when practicable, no other information shall be disclosed unless it is germane to the authorized purpose for which disclosure was sought. An individual receiving information made confidential by this section shall disclose the information to others only to the extent consistent with the authorized purpose for which the information was obtained. Mich. Comp. Laws § 330.1748 (2009).

•  Dentistry Records: Information relative to the care and treatment of a dental patient acquired as a result of providing professional dental services is confidential and privileged. Except as allowed under HIPAA, a dentist or a person employed by the dentist, shall not disclose or be required to disclose that information. Records may be disclosed for review entity and serious adverse event reporting purposes. Mich. Comp. Laws § 333.16648 (2009).

•  Pharmaceutical Records: A person having custody of or access to prescriptions shall not disclose their contents or provide copies of the records, except that the records may be disclosed to a person engaged in research projects or studies, such as the Sentinel System, with protocols approved by the Michigan Board of Pharmacy. Mich. Comp. Laws § 333.17752 (2009). A prescription may be transmitted electronically as long as the prescription is transmitted in compliance with HIPAA. The electronic equipment or system utilized in the transmission and communication of prescriptions shall provide adequate confidentiality safeguards and be maintained to protect patient confidentiality as required under any applicable federal and state law and to ensure against unauthorized access. Mich. Comp. Laws § 333.17754 (2010).

•  Research Activities: The State Department of Community Health shall establish a comprehensive policy for the conduct and support of research and demonstration activities related to the Department’s responsibility for the health care needs of the people of this state. The Department shall conduct research and demonstration activities related to the Department’s responsibility for the preventive and personal health needs of the communities and people of the state. Mich. Comp. Laws § 333.2621 (2009). The Department may publish, make available, and disseminate, promptly and on as broad a basis as practicable, the results of health services research, demonstrations, and evaluations. The Department may also provide indexing, abstracting, translation, publication, and other services leading to a more effective and timely dissemination of information as to research to public and private entities and persons engaged in the improvement of health, and to the general public. Mich. Comp. Laws § 333.2623 (2009).

•  Research Information: Department information related to a medical research project for the purpose of reducing the morbidity or mortality from any cause or condition of health is confidential and shall be used solely for statistical, scientific, and medical research purposes relating to the cause or condition of health. Mich. Comp. Laws § 333.2631 (2009). Additionally, furnishing medical information, either voluntarily or as required by code, for a medical research project does not subject the person disclosing the information to liability in any action. Furthermore, such actions are not considered to be the willful betrayal of a professional secret or the violation of a confidential relationship. Mich. Comp. Laws § 333.2633 (2009). In the context of the statute, it is likely that the legislature only meant this statement to apply to statutorily designated research projects. However, if this is not the case, research information could be freely provided to the Sentinel System without any fear of liability.

•  Review Entities: A person, organization, or entity may provide to a review entity information relating to the physical or psychological condition of a person; the necessity, appropriateness, or quality of health care rendered to a person; or the qualifications, competence, or performance of a health care provider. Mich. Comp. Laws § 331.531 (2009). A review entity includes: a professional standards review organization qualified under federal or state law; or a foundation or organization acting pursuant to the approval of a state or county association of health care professionals. Mich. Comp. Laws  § 331.531 (2009).
•  Public Records Exceptions: A public body may exempt from disclosure as a public record any information of a personal nature if public disclosure of the information would constitute a clearly unwarranted invasion of an individual’s privacy. Information subject to any statutorily recognized privilege is exempt from public record disclosures. Also exempt from public record disclosures are medical, counseling, or psychological facts or evaluations concerning an individual if the individual’s identity would be revealed by a disclosure of those facts or evaluation, including protected health information. Mich. Comp. Laws  § 15.243 (2009).
•  Serious Adverse Event Reporting: State statute mandates the creation of a nonpunitive, confidential reporting system to collect data regarding serious adverse events that occur in hospitals for the purpose of improving patient safety and to facilitate the safe delivery of health care in hospitals in this state. Mich. Comp. Laws § 331.534 (2009).
•  Insurance Records: A person who processes claims pursuant to a service contract shall provide for the confidentiality of personal data identifying an individual covered by a plan. Such individuals additionally shall not disclose records containing personal information that may be associated with an identifiable individual covered by a plan to a person other than the individual to whom the information pertains. Mich. Comp. Laws  § 550.934 (2009).
•  Penalties: A person licensed to practice a health profession can come under professional sanction for violation of: (1) a general duty, consisting of negligence or failure to exercise due care, whether or not injury results; (2) good moral character; or (3) a professional confidence. Mich. Comp. Laws § 333.16221 (2009). A physician is ethically obligated under the licensing statute not to disclose information obtained through the physician-patient relationship. Saur v. Probes, 476 N.W.2d 496 (Mich. Ct. App. 1991). A person who violates the confidentiality of HIV-related information is guilty of a misdemeanor, punishable by imprisonment for not more than one year or a fine of not more than $5000, or both; and is liable in a civil action for actual damages or $1000, whichever is greater, and costs and reasonable attorney fees. Mich. Comp. Laws § 333.5131 (2009). A person appointed by the state to conduct examination of insurance organizations and who discloses any confidential information is guilty of a misdemeanor, and punishable by a fine of not more than $1000, or imprisonment of not more than one year, or both. A conviction under this section shall automatically remove the person from his or her position or office. Mich. Comp. Laws § 500.226 (2009). A person who discloses confidential medical research information is guilty of a misdemeanor, punishable by imprisonment for not more than one year, or a fine of not more than $1000, or both; and, if the person is an employee of the State Department of Community Health, shall be subject to immediate dismissal. Mich. Comp. Laws § 333.2638 (2009). A person who violates the confidentiality rights of a patient or resident of a health care facility is guilty of a misdemeanor and punishable by fine of not more than $1000 for each day the violation continues. Mich. Comp. Laws § 333.20199 (2009).

	Minnesota
	SUMMARY

Minnesota courts have adopted three of the four invasion of privacy torts as formulated in the Restatement, while failing to recognize the false light tort. Additionally, courts have allowed a claim against the breach of patient-physician confidentiality to be brought under both a breach of fiduciary duty and implied contract law.

I. COMMON LAW
A. Torts

•  General: Invasion of privacy torts were only recently recognized in Minnesota. Therefore, there is little case law on the matter. The right to privacy is an integral part of our humanity; one has a public persona, exposed and active, and a private persona, guarded and preserved. The heart of our liberty is choosing which parts of our lives shall become public and which parts we shall hold close. State courts have accepted the Restatement stance on three torts, while failing to recognize the false light tort. Lake v. Wal-Mart Stores, Inc., 582 N.W.2d 231, 235 (Minn. 1998). Courts have, in passing, recognized that certain information, such as medical conditions, are on their face revealing, compromising, or embarrassing. Bodah v. Lakeville Motor Express, Inc., 649 N.W.2d 859 (Minn. Ct. App. 2002).
•  False Light: Courts has declined to recognize this tort. Lake v. Wal-Mart Stores, Inc., 582 N.W.2d 231, 235 (Minn. 1998).
•  Intrusion Upon Seclusion: Courts have adopted the  Restatement stance to this tort. The tort has three elements: (a) an intrusion; (b) that is highly offensive; and (3) into some matter in which a person has a legitimate expectation of privacy. Courts have previously ruled that, in certain situations, disclosure of a blood pressure medication prescription does not pass the “highly offensive to a reasonable person” threshold. Use of improper methods to obtain information does not necessarily satisfy the “highly offensive” prong of the intrusion-upon-seclusion analysis where the information in question could be obtained in a different, proper manner. Swarthout v. Mutual Service Life Ins. Co., 632 N.W.2d 741 (Minn. Ct. App. 2001).
•  Publication of Private Facts: To state a claim for publication of private facts, a plaintiff must demonstrate that one gives publicity to a matter concerning the private life of another if the matter publicized is of a kind that (a) would be highly offensive to a reasonable person, and (b) is not of legitimate concern to the public. The Restatement definition of “publicity” has been adopted by the courts, which means “the matter is made public, by communicating it to the public at large, or to so many persons that the matter must be regarded as substantially certain to become one of public knowledge.” Courts have ruled that disseminating 204 employees’ social security numbers to 16 terminal managers in six states does not constitute publication to the public or to so large a number of persons that the matter must be regarded as substantially certain to become public. Bodah v. Lakeville Motor Express, Inc., 663 N.W.2d 550 (Minn. 2003).
•  Fiduciary Duty of Physicians: When a physician examines an individual upon the direction of a third party for the purposes of determining whether that individual should receive workers’ compensation benefits, no patient-physician relationship exists. Henkemeyer v. Boxall, 465 N.W.2d 437 (Minn. Ct. App. 1991). When a physician examines an individual only to determine the accuracy and necessity of another doctor’s diagnosis for treatment, the examining physician does not stand in the patient-physician relationship with that individual. Saari v. Litman, 486 N.W.2d 813 (Minn. Ct. App. 1992). The relationship between a physician and patient is confidential and fiduciary, naturally begetting confidence and reliance on the part of the patient. Schmucking v. Mayo, 235 N.W. 633 (Minn. 1931).
C. Contract Law

•  General: The courts have held that a contract implied in fact is in all respects a true contract. Roberge v. Cambridge Cooperative Creamery, 79 N.W.2d 142 (Minn. 1956). The existence of a contract to be implied in fact is a question for the trier of fact. An implied contract can exist between patient and physician. Stubbs v. North Memorial Medical Center, 448 N.W.2d 78 (Minn. Ct. App. 1989). In an implied contract between a patient who hopes to be cured and a doctor who hopes to be paid, there is an implied condition that the doctor warrants that any confidential information gained through that relationship will not be released without the patient’s permission. Stubbs v. North Memorial Medical Center, 448 N.W.2d 78 (Minn. Ct. App. 1989).

II. STATUTORY LAW

A. Health Confidentiality Statutes

•  General: Generally, no one may release a patient's health records to another person, except where authorized by law or for research. However, this does not prohibit the release of data for the state’s Health Data Institute clearinghouse, provided that the Commissioner of Health encrypts the patient identifiers upon receipt of the data. Minn. Stat. § 144.293 (2010).

•  Pharmaceutical Records: Prescriptions on file in a pharmacy are not a public record. A person having custody of or access to such prescription orders shall not divulge the contents thereof. Minn. Stat. § 151.213 (2009).

•  Health Care Bill of Rights: Patients and residents of health care facilities have the right to respectfulness and privacy as it relates to their medical and personal care program. Case discussion, consultation, examination, and treatment are confidential and shall be conducted discreetly. Patients and residents shall be assured confidential treatment of their personal and medical records, and may approve or refuse their release to any individual outside the facility. Residents shall be notified when personal records are requested by any individual outside the facility, and may select someone to accompany them when the records or information are the subject of a personal interview. Minn. Stat. § 144.651 (2009). Courts have found that there may be no private cause of action available under this Patients’ Bill of Rights since the legislature did not specifically provide for one, and, instead, created an administrative enforcement mechanism. Stubbs v. North Memorial Medical Center, 448 N.W.2d 78 (Minn. Ct. App. 1989).

•  Review Organization Records: Data and information acquired by a review organization, in the exercise of its duties and functions, or by an individual or other entity acting at the direction of a review organization, shall be held in confidence and shall not be disclosed to anyone except to the extent necessary to carry out one or more of the purposes of the review organization. Minn. Stat. § 145.64 (2009).

•  Medical Records Use for Research: Health records may be released to an external researcher solely for purposes of medical or scientific research. In making a release for research purposes, the provider shall make a reasonable effort to determine that: the use or disclosure in individually identifiable form is necessary to accomplish the research or statistical purpose for which the use or disclosure is to be made; the recipient has established and maintains adequate safeguards to protect the records from unauthorized disclosure, including a procedure for removal or destruction of information that identifies the patient; and further use or release of the records in individually identifiable form to a person other than the patient without the patient’s consent is prohibited. Minn. Stat. § 144.295 (2009).

•  Vital Records: Data pertaining to the birth of a child to a woman who was not married to the child’s father when the child was conceived or born, including the original record of birth and the certified vital record, are confidential data. Information from which an identification of risk for disease, disability, or developmental delay in a mother or child can be made, that is collected in conjunction with birth registration or fetal death reporting, is private data. The state registrar may permit persons performing medical research access to the aforementioned restricted information if those persons agree in writing not to disclose private or confidential data on individuals. Minn. Stat. § 144.225 (2009).

•  School Health Records: The health record kept for each child of school age shall be classified as private data and shall not be disclosed except as permitted under certain exceptions and federal statutes. Minn. Stat. § 144.29 (2009). Additionally, private or confidential data may be used and disseminated to individuals or entities specifically authorized access to that data by state, local, or federal law enacted or promulgated after the collection of the data. The use of summary data derived from private or confidential data on individuals under the jurisdiction of one or more responsible authorities is permitted. The responsible authority shall prepare summary data from private or confidential data on individuals upon the request of any person if the request is in writing and the cost of preparing the summary data is borne by the requesting person. A responsible authority shall allow another responsible authority access to data classified as not public only when the access is authorized or required by state or federal law. Minn. Stat. § 13.05 (2009).

•  Government Data: Private or confidential data may be used and disseminated to individuals or entities specifically authorized access to that data by law enacted or promulgated after the collection of the data. Private or confidential data may be used and disseminated to individuals or entities subsequent to the collection of the data when the responsible authority maintaining the data has requested approval for a new or different use or dissemination of the data and that request has been specifically approved by the Commissioner as necessary to carry out a function assigned by law. The use of summary data derived from private or confidential data on individuals under the jurisdiction of one or more responsible authorities is permitted. Summary data is public. The responsible authority shall prepare summary data from private or confidential data on individuals upon the request of any person if the request is in writing and the cost of preparing the summary data is borne by the requesting person. Minn. Stat. § 13.05 (2009).

•  Insurance Records: Personal or privileged information may be disclosed for the purpose of conducting an operations or services audit, if only information  that is reasonably necessary to accomplish the purposes under this subdivision is disclosed. Personal or privileged information may be disclosed if permitted by another law. Personal or privileged information may be disclosed without a written authorization to conduct actuarial or research studies if: (1) no individual is identified in the actuarial research report; (2) materials allowing an individual to be identified are returned or destroyed as soon as they are no longer needed; and (3) the actuarial or research organization agrees not to disclose the information unless the disclosure would otherwise be permitted by this section if made by an insurance company, agent, or insurance support organization. Minn. Stat. § 72A.502 (2009).

•  Epidemiologic Investigation Data: Health data on individuals created, collected, received, or maintained by the Department of Health are private data on individuals. Minn. Stat. § 13.3805 (2009). Workers’ compensation data, data gathered from any person under the administration of the Minnesota Unemployment Insurance Law, or return information regarding taxes collected by the Commissioner of Health, shall be used only for the purposes of epidemiologic investigations, notification of persons exposed to health hazards as a result of employment, and surveillance of occupational health and safety. Minn. Stat. § 144.0525 (2009). The Commissioner may: (1) withhold access to health or epidemiologic data if the commissioner determines the data are data on an individual; or (2) grant access to health or epidemiologic data, if the Commissioner determines the data are summary data. In the exercise of this discretion, the Commissioner shall consider whether the data requested, alone or in combination, may constitute information from which an individual subject of data may be identified using epidemiologic methods. In making this determination, the commissioner shall consider disease incidence, associated risk factors for illness, and similar factors unique to the data by which it could be linked to a specific subject of the data. This discretion is limited to health or epidemiologic data maintained by the Commissioner of Health or a board of health, as defined in Minn. Stat. § 145A.02.
•  Research Study Data: All information, records of interviews, written reports, statements, notes, memoranda, or other data procured by the state commissioner of health, in connection with studies conducted by the state commissioner of health, or carried on by the said commissioner jointly with other persons, agencies or organizations, or procured by such other persons, agencies or organizations, for the purpose of reducing the morbidity or mortality from any cause or condition of health, shall be confidential and shall be used solely for the purposes of medical or scientific research. Such information shall not be exhibited nor its contents disclosed in any way by any representative of the State Commissioner of Health, nor by any other person, except as may be necessary for the purpose of furthering the research project to which it relates. No person participating in such research project shall disclose, in any manner, the information so obtained except in strict conformity with such research project. Minn. Stat. § 144.053 (2009).

•  Huntington’s Disease Data: All data created, collected, received, or maintained by the Commissioner of Health on individuals relating to genetic counseling services for Huntington’s Disease provided by the Department of Health, are private data on individuals. Minn. Stat. § 13.3805 (2009).

•  Abortion Information: Summary data of information regarding deaths of women who have recently had abortions, maintained by the State Commissioner of Health, may be released in summary form. Minn. Stat. § 13.05 (2009).

•  Vital Records: Information contained in vital records shall be public information. Physical access to vital records shall be subject to the supervision and regulation of state and local registrars and their employees pursuant to rules promulgated by the Commissioner of Health in order to protect vital records from loss, mutilation or destruction, and to prevent improper disclosure of vital records that are confidential or contain private data on individuals. Minn. Stat. § 144.225 (2009).


•  Birth Defects Information System: Information collected on individuals for the birth defects information system are private data on individuals. They may be disseminated to a state or local government agency in Minnesota or another state solely for statutorily stated purposes, provided that the state or local government agency agrees to maintain the confidentiality of the information. Such purposes include informing health professionals and citizens of the prevalence of and risks for birth defects; and conducting scientific investigation and surveys. Information from the birth defects information system that does not contain identifying information may be shared with research entities upon request for studies approved by the Commissioner and appropriate institutional review boards. Minn. Stat. § 144.2217 (2009).

•  Death Investigation Data: Data gathered by the Commissioner of Health to identify the body of a person believed to have died due to a declared emergency, the circumstances of death, and disposition of the body are classified, and may only be released according to the extent necessary to assist relatives in identifying decedents or for public health or public safety investigations. Minn. Stat. § 12.381 (2009).

•  Human Leukocyte Antigen Information: No person, including the state, a state agency, or a political subdivision, that maintains or operates a registry of the names of persons, their human leukocyte antigen types, and their willingness to be a tissue donor, shall reveal the identity of the person or the person’s human leukocyte antigen type without the person’s consent. If the data are maintained by a governmental entity, the data are classified as private data and not subject to public disclosure. Minn. Stat. § 144.336 (2009).

•  Health Directive Data: Data contained in a health directive are classified as protected nonpublic data, in the case of data not on individuals; and private, in the case of data on individuals. Minn. Stat. § 144.4186 (2009).

•  Maternal Death Studies Data: Data provided to the Commissioner of Health from source records, including identifying information on individual providers, data subjects, or their children; and data derived by the Commissioner for the purpose of carrying out maternal death studies, is confidential. Minn. Stat. § 145.901 (2009).

•  Bloodborne Pathogen Test Results: Information concerning test results is information protected from disclosure without consent, and is not public data with respect to public facilities. Minn. Stat. § 144.7411 (2009).

•  Cancer Surveillance System: Data collected on individuals by the cancer surveillance system, including the names and personal identifiers of persons, shall be private and may only be used for the delineated purposes. Such purposes include promoting high quality research to provide better information for cancer control and to address public concerns and questions about cancer; and monitoring incidence trends of cancer to detect potential public health problems, predict risks, and assist in investigating cancer clusters. Minn. Stat. § 144.69 (2009).

•  Traumatic Brain Injury and Spinal Cord Injury Data: Data on individuals collected by the Commissioner of Health are private data on individuals and not available for public disclosure. Minn. Stat. § 144.665 (2009). However, the Commissioner shall provide summary registry data to public and private entities to conduct studies using data collected by the registry. Minn. Stat. § 144.664 (2009).

•  Penalties: Any disclosure of data and information acquired by a review committee, or of what transpired at a review organization meeting, is a misdemeanor. Minn. Stat. § 145.66 (2009). A violation of the statute governing provider release of medical records for research purposes may be grounds for disciplinary action against a provider by the appropriate licensing board or agency. A person who does any of the following is liable to the patient for compensatory damages caused by an unauthorized release, plus costs and reasonable attorney fees: negligently or intentionally requests or releases a health record. Minn. Stat. § 144.298 (2009). Unauthorized disclosure of research study information is a misdemeanor and punishable as such. Minn. Stat. § 144.053 (2009). Any unauthorized disclosure of birth defects information system data is a misdemeanor. Minn. Stat. § 144.2217 (2009). A responsible authority or government entity which publicly discloses data which is not public is liable to a person or representative of a decedent who suffers any damage as a result of the violation, and the person damaged, or a representative in the case of private data on decedents or confidential data on decedents, may bring an action against the responsible authority or government entity to cover any damages sustained, plus costs and reasonable attorney fees. In the case of a willful violation, the government entity shall, in addition, be liable for exemplary damages of not less than $1000, nor more than $15,000 for each violation. The state is deemed to have waived any immunity to a cause of action brought under this chapter. Minn. Stat. § 13.08 (2009). Any person who willfully publicly discloses data that is not public is guilty of a misdemeanor. Willful violation of this chapter by any public employee constitutes just cause for suspension without pay or dismissal of the public employee. Minn. Stat. § 13.09 (2009). Unauthorized disclosure of cancer surveillance system data is declared to be a misdemeanor and punishable as such. Minn. Stat. § 144.671 (2009). In Minnesota, the State Board of Medical Examiners may suspend or revoke a physician’s license to practice medicine if the physician “willfully betrays a professional secret.” Minn. St. § 147.021 (2009). Koudsi v. Hennepin County Med. Ctr., 317 N.W.2d 705 (Minn. 1982).

	Mississippi
	SUMMARY

Mississippi courts have adopted the Restatement stance on all four invasion of privacy torts. Additionally, one court has stated the possibility of allowing a cause of action under negligence torts for the breach of physician-patient confidentiality.

I. COMMON LAW
A. Torts

•  General: Mississippi law does not recognize a right to privacy in connection with that which is already public. McCorkle v. McCorkle, 811 So. 2d 258 (Miss. Ct. App. 2001). In the case of a recognized willful tort, an actual injury is not essential to establish liability. Because willful torts involve a conscious act by the defendant undertaken in disregard of the plaintiff’s rights, the law contemplates that a plaintiff is entitled to formal redress for the wrong committed against him even if he cannot demonstrate by a preponderance of the evidence that he suffered an actual injury as a result. Harbin v. Jennings, 734 So. 2d 269 (Miss. Ct. App. 1999).

•  Intentional Intrusion Upon the Solitude or Seclusion of Another: The courts have adopted the Restatement stance. To recover under this tort, a plaintiff must meet a heavy burden of showing a substantial interference with his seclusion of a kind that would be highly offensive to the ordinary, reasonable man, as the result of conduct to which the reasonable man would strongly object. A plaintiff must also show some bad faith or utterly reckless prying to recover on an invasion of privacy cause of action. There is no requirement of publication or communication to a third party in cases of intrusion upon a plaintiff’s seclusion or solitude. Plaxico v. Michael, 735 So. 2d 1036 (Miss. 1999). There is no liability unless the interference with the plaintiff’s seclusion is a substantial one, of a kind that would be highly offensive to the ordinary reasonable man, as the result of conduct to which the reasonable man would strongly object. There must be a showing of bad faith or utterly reckless prying. Candebat v. Flanagan, 487 So. 2d 207 (Miss. 1986).

•  Appropriation of Another’s Identity: In order to prevail on a claim based on appropriation of one’s likeness for commercial gain, a plaintiff must show that the defendant: (1) appropriated his name or likeness, (2) without consent, (3) for use in a commercial enterprise. Brasel v. The Hair Co., 976 So. 2d 390 (Miss. Ct. App. 2008). Damages for mental suffering can be recovered even though there was no physical impact. The Restatement approach to damage recovery has been adopted. Candebat v. Flanagan, 487 So. 2d 207 (Miss. 1986).

•  Public Disclosure of Private Facts: Reasonable limitations applied to the right of a free press to expose facts of private concern to individuals do not infringe on the right of the people to be informed of matters properly in the public domain. Deaton v. Delta Democrat Publishing Co., 326 So. 2d 471 (Miss. 1976). A person may not be held liable for public disclosure of facts about another unless he should reasonably have foreseen that the person would likely be offended. The right to privacy does not prohibit the communication of any matter, though in its nature private, when the publication is made under circumstances which would render it a privileged communication according to the law of slander and libel. Actions for invasion of privacy are subject to the defense of privilege the same as defamation actions. A communication made in good faith and on a subject matter in which the person making it has an interest, or in reference to which he has a duty, is privileged if made to a person or persons having a corresponding interest or duty, even though it contains matter which without this privilege would be slanderous . There are certain occasions on which a man is entitled to state what he believes to be the truth about another, and in doing so public policy requires that he shall be protected, provided he makes the statement honestly and not for any indirect or wrong motive. Such occasions are called occasions of qualified privilege, for the reason that the protection is not absolute, but depends entirely upon the honesty of purpose with which the statement is made. Among such statements is one made on a subject matter in which the person making it, and the person to whom it is made, have a legitimate common interest. The underlying principle is public policy. The question of privilege is for the court on a given state of facts; if the facts are undisputed, the court decides the question and instructs the jury peremptorily; if the facts are disputed, the court submits the question to the jury to determine whether the necessary facts existed. Actual or express malice, as distinguished from malice in law, in its ordinary sense denotes ill will, or a sentiment of hate or spite, especially when harbored by one person towards another. Actual or express malice exists when one with a sedate, deliberate mind and formed design injures another, as where the person is actuated by ill will in what he does and says, with the design to willfully or wantonly injure another. Such malice destroys qualified privilege. Young v. Jackson, 572 So. 2d 378 (Miss. 1990). Unauthorized disclosure of medical records may give rise to this cause of action. Franklin Collection Serv. v. Kyle, 955 So. 2d 284 (Miss. 2007).

•  Holding Another to the Public Eye in a False Light: This tort has not been explicitly recognized by the courts yet. Courts have stated that this tort protects the interest of the individual in not being made to appear before the public in an objectionable false light or false position. It is enough that a plaintiff is given unreasonable and highly objectionable publicity that attributes to him characteristics, conduct, or beliefs that are false, and so is placed before the public in a false position. However, the court did not explicitly recognize this tort because it was not necessary to decide the case. Prescott v. Bay St. Louis Newspapers, Inc., 497 So. 2d 77 (Miss. 1986).

•  Negligence: A cause of action might be allowed through a negligence claim based on the physician-patient privilege and the duty not to disclose confidential medical information to third parties without authorization. Thornton v. Statcare, PLLC, 988 So. 2d 387 (Miss. Ct. App. 2008). In general, there is no recovery for mental pain and suffering from the mere negligent act of another unaccompanied by physical or bodily injury. Franklin Collection Serv. v. Kyle, 955 So. 2d 284 (Miss. 2007).

II. STATUTORY LAW

A. Health Confidentiality Statutes

•  Hospital Records: The hospital records of and information pertaining to patients at treatment facilities or patients being treated by physicians, psychologists, licensed master social workers, or licensed professional counselors, shall be confidential and shall be released only when, in the opinion of the director, release is necessary for the determination of eligibility for benefits, compliance with statutory reporting requirements, or other lawful purpose. Miss. Code Ann. § 41-21-97 (2009). All persons acting in good faith in connection with the preparation or execution of applications, affidavits, certificates or other documents; or the apprehension; findings; determinations; opinions of physicians and psychologists; transportation; examination; treatment; emergency treatment; detention or discharge of an individual with mental illness or mental retardation as defined in Miss. Code Ann. § 41-21-61, shall incur no liability, civil or criminal, for such acts. No civil suit of any kind whatsoever shall be brought or prosecuted against the board, any member thereof, or any director or employee for acts committed within the scope of their employment, except for willful or malicious acts or acts of gross negligence. Miss. Code Ann. § 41-21-105 (2009).

•  Controlled Substances: Persons registered to manufacture, distribute or dispense controlled substances shall keep records in conformance with the requirements of federal law and with any additional rules the Mississippi Bureau of Narcotics, the State Board of Pharmacy, the State Board of Medical Licensure, the State Board of Dental Examiners, the Mississippi Board of Nursing, the State Board of Optometry, or the Mississippi Board of Veterinary Medicine may issue. Such laws include HIPAA. Miss. Code Ann. § 41-29-133 (2010).

•  Public Record Exemptions: Hospital records shall not constitute public records. Miss. Code Ann. § 41-9-67 (2009). In light of the highly personal nature of the patient’s medical and hospital records and of the problems that could result from their improper release, a court found that a hospital had properly refused to reproduce and release voluminous patient records when it received only a form request and offer to pay for “reasonable access.” Young v. Madison Gen. Hosp., 337 So. 2d 931 (Miss. 1976). Generally, most medical records in a mental commitment file in the office of the Chancery Clerk will fall under one or more of the exemptions to the Public Records Act and should not be released or kept open to the public. Miss. Op. Att’y Gen. No. 2002-0543 (Nov. 2, 2002). Medical information contained in “run reports” from City EMS units which contain name of person treated, address of response, physical data, summary of any medical treatment or other action taken in response to run and other pertinent information is confidential, other information in reports is public. Miss. Op. Att’y Gen. No. 93-0592 (Oct. 6, 1993).

•  Counselors and Psychotherapists: The board shall adopt the code of ethics of the American Counseling Association.
 The chairman of the Mississippi State Board of Examiners for Licensed Professional Counselors shall file these ethical standards with the Secretary of State. Miss. Code Ann. § 73-30-13 (2009). The 2005 Code of Ethics maintains strict requirements for respecting patient confidentiality and privacy. Statutory law states that the Mississippi State Board of Examiners for Licensed Professional Counselors shall develop procedures for review of violations of professional ethics. Sanctions, suspension and/or revocation of license will be imposed for violations of professional ethics. Miss. Code Ann. § 73-30-23 (2009). No licensed professional counselor may disclose any information acquired during professional consultation. None of the stated exceptions are likely applicable for Sentinel System purposes. Miss. Code Ann. § 73-30-17 (2009).
•  Social Workers: No social worker or employee of a social worker may disclose any information which was acquired from clients or persons consulting with the licensee and which was provided in order to allow the licensee to render professional services. Miss. Code Ann. § 73-53-29 (2009).
•  Heath Maintenance Organization Records: Any data or information pertaining to the diagnosis, treatment, or health of any enrollee or applicant obtained from the person or from any provider by any health maintenance organization shall be held in confidence and shall not be disclosed. Miss. Code Ann. § 83-41-55 (2009).
•  Health Care Review Committees: The information considered by a health care review committee and the records of their actions and proceedings shall be confidential. Information considered by a health care review committee and the records of its actions and proceedings that are used by a state licensing or certifying agency or in an appeal shall be kept confidential. Miss. Code Ann. § 83-41-355 (2009).
•  Penalties: Social workers who reveal confidential information except as may be required by law may have their license revoked and/or face a penalty of not more than $200. Miss. Code Ann. § 73-53-23 (2009). Willful disclosure of hospital records as public records shall constitute a misdemeanor and shall be punishable as provided for by law. No hospital, its officers, employees, or medical and nursing personnel practicing therein, shall be civilly liable for violation of said sections except to the extent of liability for actual damages in a civil action for willful or reckless and wanton acts or omissions constituting such violation. Such liability shall be subject, however, to any immunities or limitations of liability or damages provided by law. Miss. Code Ann. § 41-9-83 (2009).

	Missouri
	SUMMARY

Missouri courts have adopted three invasion of privacy torts, with no on-point cases addressing the tort of false light. Courts have also recognized a common law fiduciary duty of doctors and health care facilities regarding the confidentiality of patients.

Areas of concern include: (1) HIV/AIDS test results. Mo. Rev. Stat. § 191.656 (2009). Mo. Rev. Stat. § 191.656 (2009).
I. COMMON LAW
A. Torts

•  Public Disclosure: A claim occurs for this tort if there is publication of a private fact of which the public has no legitimate concern, and the publication is of a sort that would bring shame or humiliation to a person of ordinary sensibilities. Corcoran v. Southwestern Bell Tel. Co., 572 S.W.2d 212 (Mo. Ct. App. 1978). The Missouri Supreme Court has stated that this cause of action includes “the right to obtain medical treatment at home or in a hospital for an individual personal condition… without personal publicity.” Furthermore, the court found implied that there may be a greater breach of privacy rights where an individual is identified by name in a publication. Barber v. Time, Inc., 159 S.W.2d 291 (Mo. 1942).

•  Unreasonable Intrusion Upon the Seclusion of Another: A claim occurs under this tort when a defendant obtains private information using means that are decidedly offensive to reasonable persons. See, e.g., Hester v. Barnett, 723 S.W.2d 544 (Mo. Ct. App. 1987); Sofka v Thal, 662 S.W.2d 502 (Mo. Ct. App. 1983). When a database provides information, whether it is data or a summary analysis, to the FDA, this action qualifies as a “publishing” action and not an act of obtaining information. St. Anthony’s Medical Center v. H.S.H., 974 S.W.2d 606 (Mo. Ct. App. 1998). This means that database participation in the Sentinel System could not support such a cause of action. Furthermore, the FDA’s use of databases to obtain medical information probably would not be considered an unreasonable action. Courts have found a valid showing of this tort when a defendant uses deception and illegal actions. Corcoran v. Southwestern Bell Tel. Co., 572 S.W.2d 212 (Mo. Ct. App. 1978). The Sentinel System’s lawful and non-deceptive actions should not give rise to a cause of action under this tort.

•  Appropriation of Another’s Name or Likeness: A cause of action exists under this tort when a plaintiff’s identity is pirated for personal advantage. Bear Foot, Inc. v. Chandler, 965 S.W.2d 386 (Mo. Ct. App. 1998). Due to the personal advantage requirement, participants in the Sentinel System could only incur liability if the System is abused and someone utilizes data obtained from the System for their advantage. Liability under this tort should be avoided by imposing ethical guidelines  regarding use of the Sentinel System.

•  Fiduciary Duty of Physicians: Physicians have a fiduciary duty of confidentiality to their patients. If a physician breaches his duty by disclosing information received in connection with treating a patient, the patient may maintain an action for damages in tort. Brandt v. Medical Defense Associates, 856 S.W.2d 667 (Mo. 1993).

•  Fiduciary Duty of Health Care Facilities: Health care facilities also have a fiduciary duty of confidentiality towards patients. However, there is no implied right of action against health care facilities, so a database would likely not be held liable. Fierstein v. DePaul Health Center, 949 S.W.2d 90 (Mo. Ct. App. 1997); Mo. Rev. Stat. § 630.140 (2009). Answering queries from the Sentinel System likely would be considered a reasonable action done for valid public benefit reasons, and a doctor would not likely be held liable. Whether or not a physician could be held liable for providing identifying data to the FDA is unclear.

II. STATUTORY LAW

A. Health Confidentiality Statutes

•  General: Direct health care providers must treat all information regarding an individual’s diagnosis, treatment, or health as confidential. However, there is no statutory support for a cause of action or remedy. Fierstein v. DePaul Health Center, 949 S.W.2d 90 (Mo. Ct. App. 1997). Additionally, all databases must regard as confidential those records and information obtained through communications to state licensed psychologists, marital and family therapists, or social workers. Mo. Rev. Stat. § 337.055 (2009); Mo. Rev. Stat. § 337.636 (2009); Mo. Rev. Stat. § 337.736 (2009); Mo. Rev. Stat. § 337.636 (2009).
•  Abortion Records: All databases must treat abortion records as confidential. Mo. Rev. Stat. § 188.070 (2009).

•  Pharmacy Records: Pharmaceutical usage information maintained in any database may be disclosed to the FDA under the research or public health exception as regulated by HIPAA. 20 Mo. Code of State Regulations 2220-2.300 (2009).

•  Genetic Information: Genetic information may only be disclosed in a de-identified statistical format. This means that databases can only respond to FDA queries but cannot provide the FDA with genetic records. Mo. Rev. Stat. § 375.1309 (2009).
•  Mental Health Information: While medical health information is generally confidential, such records may be disclosed directly to the FDA for the purpose of conducting research. However, subsequent reports must not contain any identifying information regarding mental health treatment recipients. Mo. Rev. Stat. § 630.140(1) (2009); Mo. Rev. Stat. § 630.140(3)(4) (2009).
•  HIV/AIDS Information: An individual’s HIV test results or status is strictly confidential and only very limited disclosure is allowed under Missouri law. Public officials from agencies who “need to know” to perform their public duties fall under a limited disclosure exception, as does disclosure authorized pursuant to written authorization of the subject of the test result(s). Mo. Rev. Stat. § 191.656 (2009). While there is an argument to be made that the FDA “needs to know” such information for the purpose of the general good, court-recognized “need to know” situations tends to be of a more pressing and necessary nature. See, e.g., State v. Mahan, 971 S.W.2d 307 (Mo. 1998). It is unlikely that the FDA would be able to obtain HIV/AIDS data through this exception.

•  Cancer Information Reporting System: Cancer records maintained by the Department of Health and Senior Services may be provided directly to other cancer registries maintained by the federal government, including the FDA. Mo. Rev. Stat. § 192.655 (2009).

•  Department of Health Epidemiological Studies: The Department of Health and Senior Services is authorized to receive information from patient medical records, for purposes of conducting epidemiological studies to be used in promoting and safeguarding the health of the citizens of Missouri. The department shall maintain the confidentiality of all medical record information abstracted by or reported to the department. Medical information secured may be released by the department only in a statistical aggregate form that precludes and prevents the identification of patient, physician, or medical facility except that medical information may be shared with other public health authorities and coinvestigators of a health study if they abide by the same confidentiality restrictions required of the department of health and senior services. Mo. Rev. Stat. § 192.067 (2010).
•  Penalties: Failure to maintain the confidentiality of abortion information is a misdemeanor. Unauthorized disclosure of HIV information could result in civil actions or disciplinary actions by the state licensing board. Mo. Rev. Stat. § 192.655 (2009). An individual or organization providing information to the Department of Health and Senior Services in bad faith or with malicious purpose may be held civilly or criminally liable. Any Department of Health and Senior Services employee, public health authority or coinvestigator of an epidemiological study who knowingly releases information in an unauthorized manner shall be guilty of a class A misdemeanor and, upon conviction, shall be punished as provided by law. Mo. Rev. Stat. § 192.067 (2010).
III. CONSTITUTIONAL LAW
•  Article 1, Section 2: “[A]ll constitutional government is intended to promote the general welfare of the people… all persons have a natural right to life, liberty, [and] the pursuit of happiness. …[T]o give security to these things is the principal office of government…”  Mo. Const. art. 1, § 2 (2009). Courts have found this provision to provide for a general right to privacy. Barber v. Time, Inc., 159 S.W.2d 291 (Mo. 1942).

	Montana
	SUMMARY

Montana courts have recognized three of the four invasion of privacy torts. There are no state cases addressing appropriation. Montana’s constitution explicitly provides for a right to privacy.

I. COMMON LAW
A. Torts

•  General: The “right of privacy” is embraced within the absolute rights of personal security and personal liberty. The basis of the “right of privacy” is the “right to be let alone” and it is “a part of the right to liberty and pursuit of happiness. Welsh v. Roehm, 241 P.2d 816 (Mont. 1952). An invasion of privacy cause of action is defined as a wrongful intrusion into one’s private activities in such a manner as to outrage or cause mental suffering, shame, or humiliation to a person of ordinary sensibilities. The invasion can be either physical or emotional. Rucinsky v. Hentchel, 881 P.2d 616 (Mont. 1994).

•  Intrusion Into One’s Private Activities: A cause of action arises when there is a wrongful intrusion into one’s private activities in such a manner as to outrage or cause mental suffering, shame, or humiliation to a person of ordinary sensibilities. Sistok v. Northwestern Tel. Sys., 615 P.2d 176 (Mont. 1980).

•  False Light Invasion of Privacy: The Restatement stance has been adopted. The elements of this tort are: (1) the publicizing of a matter concerning another that (2) places the other before the public in a false light, when (3) the false light in which the other is placed would be highly offensive to a reasonable person, and (4) the actor knew of or acted in reckless disregard as to the falsity of the publicized matter. Board of Dentistry v. Kandarian, 886 P.2d 954 (Mont. 1994).

•  Public Disclosure of Private Facts: One who gives publicity to a matter concerning the private life of another is subject to liability to the other for invasion of his privacy, if the matter publicized is of a kind that (a) would be highly offensive to a reasonable person, and (b) is not of legitimate concern to the public. Board of Dentistry v. Kandarian, 886 P.2d 954 (Mont. 1994).

•  Appropriation: There are no on-point cases.

II. STATUTORY LAW

A. Privacy Torts

•  Medical Records: A health care provider shall effect reasonable safeguards for the security of all health care information it maintains. A person aggrieved by a violation of this statute may maintain an action for relief. If the court determines that there is a violation of this part, the aggrieved person is entitled to recover damages for pecuniary losses sustained as a result of the violation; and, in addition, if the violation results from willful or grossly negligent conduct, the aggrieved person may recover not in excess of $5000, exclusive of any pecuniary loss. Mont. Code Ann., § 50-16-553 (2009). The attorney general or appropriate county attorney may maintain a civil action to enforce this part. Mont. Code Ann., § 50-16-552 (2009).

B. Health Confidentiality Statutes

•  Generally: The legislature finds that: (1) health care information is personal and sensitive information that if improperly used or released may do significant harm to a patient’s interests in privacy and health care or other interests; …(3) in order to retain the full trust and confidence of patients, health care providers have an interest in ensuring that health care information is not improperly disclosed and in having clear and certain rules for the disclosure of health care information; and (4) persons other than health care providers obtain, use, and disclose health record information in many different contexts and for many different purposes. It is the public policy of this state that a patient’s interest in the proper use and disclosure of the patient’s health care information survives even when the information is held by persons other than health care providers. Mont. Code Ann., § 50-16-502 (2009).

•  Unprofessional Conduct of Licensed Medical Professionals: It is unprofessional conduct for any licensed professional to reveal confidential information obtained as the result of a professional relationship without the prior consent of the recipient of services, except as authorized or required by law. Mont. Code Ann., § 37-1-316 (2009).

•  Health Maintenance Organization Documents: Any data or information pertaining to the diagnosis, treatment, or health of an enrollee or applicant obtained from the enrollee, applicant, or a provider by a health maintenance organization must be held in confidence and may not be disclosed to any person except in certain enumerated circumstances. Mont. Code Ann., § 33-31-113 (2009).

•  Health Care Facilities: A Department of Public Health and Human Services employee who discloses information that would identify a patient must be dismissed from employment. Information and statistical reports from health care facilities which are considered necessary by the Department for health planning and resource development activities must be made available to the public and the health planning agencies within the state. Applications by health care facilities for certificates of need and any information relevant to review of these applications, pursuant to part 3 of this statute, must be accessible to the public. Mont. Code Ann., § 50-5-106 (2009).

•  Health Care Provider: A health care provider shall effect reasonable safeguards for the security of all health care information it maintains. Mont. Code Ann., § 50-16-511 (2009). A health care provider may not disclose health care information about a patient to any other person without the patient’s written authorization. Mont. Code Ann., § 50-16-525 (2009). A health care provider may disclose health care information about a patient without the patient’s authorization, to the extent a recipient needs to know the information, as long as the disclosure is to any other person who requires health care information for health care education; to provide planning, quality assurance, peer review, or administrative, legal, financial, or actuarial services to the health care provider; for assisting the health care provider in the delivery of health care; or to a third-party health care payor who requires health care information, and if the health care provider reasonably believes that the person will: not use or disclose the health care information for any other purpose; and take appropriate steps to protect the health care information; and if the  use for a research project that an institutional review board has approved. Mont. Code Ann. § 50-16-529 (2009). A health care provider may disclose health care information about a patient without the patient’s authorization if the disclosure is: (1) directory information, unless the patient has instructed the health care provider not to make the disclosure; (2) to federal, state, or local public authorities, to the extent the health care provider is required by law to report health care information or when needed to protect the public health; (3) to federal, state, or local law enforcement authorities to the extent required by law; and in certain other circumstances not relevant to the Sentinel System. Mont. Code Ann. § 50-16-530 (2009).

•  Fetal, Infant, and Child Mortality Review Team: A health care provider may disclose information about a patient without the patient’s authorization, or without the authorization of the representative of a patient who is deceased, upon request of a local fetal, infant, and child mortality review team. The review team shall maintain the confidentiality of the information received. However, the team may compile statistics of fetal, infant, and child mortality and communicate the statistics to the Department of Public Health and Human Services for inclusion in statistical reports. Mont. Code Ann. § 50-19-402 (2009).

•  Rights of Committed Persons: Unless specifically stated in an order by the court, a person involuntarily committed to a facility does not forfeit any legal right or suffer any legal disability. All communication between an alleged mentally ill person and a professional person is privileged. Mont. Code Ann. § 53-21-141 (2009). All information obtained and records prepared in the course of providing any services under this part to individuals under any provision of this part are confidential and privileged matter and must remain confidential and privileged after the individual is discharged from the facility. Information and records may be disclosed for research if the Department of Public Health and Human Services has promulgated rules for the conduct of research. Rules must include, but are not limited to, the requirement that all researchers shall sign an oath of confidentiality. Mont. Code Ann. § 53-21-166 (2009).

•  HIV/AIDS: A person may not disclose or be compelled to disclose the identity of a subject of an HIV diagnostic test or the results of a test in a manner that permits identification of the subject of the test, except to the extent allowed under applicable federal law. Mont. Code Ann. § 50-16-1009 (2009).
•  Penalties: It is unlawful to violate the confidentiality of health care facility records. Mont. Code Ann. § 50-5-111 (2009). A facility is subject to a civil penalty not to exceed $1000 for each day that a facility is in violation. The Department of Public Health and Human Services or, upon request of the Department, the county attorney of the county in which the health care facility in question is located, may petition the court to impose the civil penalty. Mont. Code Ann. § 50-5-112 (2009). A person is guilty of a criminal offense under this section if the person knowingly violates the confidentiality of health care facility records and by doing so threatens the health or safety of one or more individuals entrusted to the care of the person. A person convicted is subject to a fine of not more than $1000 for the first offense and not more than $2000 for each subsequent offense for each day that a facility is in violation. Mont. Code Ann. § 50-5-113 (2009). A physician granted a telemedicine license may be subject to investigation and discipline on the grounds that the physician has revealed confidential information obtained as the result of a professional relationship without the prior consent of the recipient of services, except as authorized or required by law. Mont. Code Ann. § 37-3-348 (2009). A person who discloses or compels another to disclose protected confidential HIV related information is guilty of a misdemeanor punishable by a fine of $1000 or imprisonment for one year, or both. Mont. Code Ann. § 50-16-1009 (2009).

III. CONSTITUTIONAL LAW
•  Article 2, Section 9: “No person shall be deprived of the right to examine documents or to observe the deliberations of all public bodies or agencies of state government and its subdivisions, except in cases in which the demand of individual privacy clearly exceeds the merits of public disclosure.” Mont. Const. art. II, § 9 (2009).
•  Article 2, Section 10: “The right of individual privacy is essential to the well-being of a free society and shall not be infringed without the showing of a compelling state interest.” Mont. Const. art. II, § 10 (2009).

	Nebraska
	SUMMARY

Nebraska has codified all four of the invasion of privacy torts and generally adopted the Restatement stance. State courts recognize a physician fiduciary duty of confidentiality regarding patient information.

I. COMMON LAW
A. Torts

•  Generally: Nebraska’s legislature has codified all four of the Restatement invasion of privacy torts.
•  Fiduciary Duty of Physicians: Since statutory law has imposed a positive duty upon physicians to maintain physician-patient confidentiality, it is in the interest of general public policy for courts to recognize a civil action against the breach of such duties. Additionally, the relation of physician and patient is necessarily a highly confidential one, even without statutory requirements. It is often necessary for a patient to give information about oneself that will be most embarrassing or harmful to the patient if given general circulation. This information a physician is bound, not only upon the physician’s own professional honor and the ethics of the physician’s high profession, to keep secret, but by reason of the affirmative mandate of the statute itself. A wrongful breach of such confidence and a betrayal of such trust will give rise to a civil action for the damages naturally flowing from such wrong. When a physician, in response to a duty imposed by statute, makes disclosure to public authorities of private confidences of his patient, to the extent only of what is necessary to a strict compliance with the statute on his part, and when his report is made in the manner prescribed by law, he of course has committed no breach of duty toward his patient and has betrayed no confidence, and no liability could result. Privilege exists for certain public duty disclosures. In order that such a privilege of making a disclosure be available to a physician, however, he must have had ordinary skill and learning of a physician, and must have exercised ordinary diligence and care in making his diagnosis; otherwise he could be subjected to an action for negligence in making a wrongful report. He must prove that a disclosure was necessary to prevent spread of disease, that the communication was to one who, it was reasonable to suppose, might otherwise be exposed; and that he himself acted in entire good faith, with reasonable grounds for his diagnosis and without malice. Simonsen v. Swenson, 177 N.W. 831 (Neb. 1920).
II. STATUTORY LAW

A. Privacy Torts

•  General: Nebraska has codified all four of the Restatement invasion of privacy torts. Raum, Michael S. “Case Comment: Torts – Invasion of Privacy: North Dakota Declines to Recognize a Cause of Action for Invasion of Privacy.” 75 N. Dak. L. Rev. 155 (1999). Where a communication was made under circumstances that would give rise to an applicable qualified or absolute privilege according to the law of defamation, there is a defense for publication and intrusion. Neb. Rev. Stat. § 20-206 (2009). The action for invasion of privacy created by state law shall be personal to the subject of the invasion and shall in no case be assignable. Neb. Rev. Stat. § 20-207 (2009). The right of action for invasion of privacy, with the single exception of the action arising out of exploitation of a person’s name or likeness, shall not be deemed to survive the death of the subject of any such invasion of privacy. Neb. Rev. Stat. § 20-208 (2009). No person shall have more than one cause of action for damages for libel or slander or invasion of privacy, or any other tort founded upon any single publication, exhibition, or utterance, such as any one issue of a newspaper or book or magazine or any one presentation to an audience or any one broadcast over radio or television or any one exhibition of a motion picture. Recovery in any action shall include all damages for any such tort suffered by the plaintiff in all jurisdictions. Neb. Rev. Stat. § 20-209 (2009).
•  Appropriation:  Any person, firm, or corporation that exploits a natural person, name, picture, portrait, or personality for advertising or commercial purposes shall be liable for invasion of privacy. The provisions of this section shall not apply to: (1) the publication, printing, display, or use of the name or likeness of any person in any printed, broadcast, telecast, or other news medium or publication as part of any bona fide news report or presentation or noncommercial advertisement having a current or historical public interest and when such name or likeness is not used for commercial advertising purposes; (2) the use of such name, portrait, photograph, or other likeness in connection with the resale or other distribution of literary, musical, or artistic productions or other articles of merchandise or property when such person has consented to the use of his or her name, portrait, photograph, or likeness on or in connection with the initial sale or distribution thereof so long as such use does not differ materially in kind, extent, or duration from that authorized by the consent as fairly construed; or (3) any photograph of a person solely as a member of the public when such person is not named or otherwise identified in or in connection with the use of such photograph. Neb. Rev. Stat. § 20-202 (2009).
•  Invasion of Seclusion or Solitude: Any person, firm, or corporation that trespasses or intrudes upon any natural person in his or her place of solitude or seclusion, if the intrusion would be highly offensive to a reasonable person, shall be liable for invasion of privacy. Neb. Rev. Stat. § 20-203 (2009).
•  False Light: Any person, firm, or corporation which gives publicity to a matter concerning a natural person that places that person before the public in a false light is subject to liability for invasion of privacy, if: (1) the false light in which the other was placed would be highly offensive to a reasonable person; and (2) the actor had knowledge of or acted in reckless disregard as to the falsity of the publicized matter and the false light in which the other would be placed. Neb. Rev. Stat. § 20-204 (2009). Statements of pure opinion are not actionable under this tort. Schoneweis v. Dando, 435 N.W.2d 666 (Neb. 1989). Publicity must be given to the public at large, and not just a small group of  people. Wilkinson v. Methodist Richard Young Hosp., 612 N.W.2d 213 (Neb. 2000).
B. Health Confidentiality Statutes


•  General: The state legislature has stated that medical records contain personal and sensitive information that if improperly used or released may do significant harm to a patient's interests. Neb. Rev. Stat. § 71-8401  (2010).
•  Insurance Records: Any data or information pertaining to the diagnosis, treatment, or health of any insured or applicant obtained from such person or from any provider by any preferred provider organization shall be held in confidence and shall not be disclosed to any person. Neb. Rev. Stat. § 44-4110.01 (2009). Any information pertaining to the diagnosis, treatment, or health of any enrollee or applicant obtained from such person or from any provider by any prepaid limited health service organization and any contract submitted pursuant to the requirements of the Prepaid Limited Health Service Organization Act shall be held in confidence and shall not be disclosed to any person. Neb. Rev. Stat. § 44-4725 (2009). Data or information pertaining to the diagnosis, treatment, or health of a covered person obtained from the person or from a provider by a health carrier is confidential and shall not be disclosed to any person. A person who, in good faith and without malice, takes an action or makes a decision or recommendation as a member, agent, or employee of a health carrier’s quality committee in furtherance of and consistent with the quality assessment or quality improvement activities of the health carrier, or who furnishes any records, information, or assistance to a quality committee in furtherance of and consistent with the quality assessment or quality improvement activities of the health carrier, shall not be subject to liability for civil damages or any legal action in consequence of his or her action, nor shall the health carrier that established the quality committee or the officers, directors, employees, or agents of the health carrier be liable for the activities of the person. Neb. Rev. Stat. § 44-7210 (2009). Data or information maintained by health maintenance organizations (HMOs), and which pertain to the diagnosis, treatment, or health of any enrollee or applicant obtained from such person or from any provider by any HMO, shall be held in confidence and shall not be disclosed to any person. Neb. Rev. Stat. § 44-32,172 (2009).
•  Health Care Review Committee Information: The information considered by a health care review committee and the records of their actions and proceedings shall be confidential and not subject to subpoena or order to produce except in proceedings before the appropriate state licensing or certifying agency or in an appeal from the committee’s findings or recommendations. Neb. Rev. Stat. § 44-4110.03 (2009).
•  Quality Committee Data: The information considered by a quality committee and the records of its actions and proceedings shall be confidential. Neb. Rev. Stat. § 44-7210 (2009).
•  Quality Assessment Activities of Health Care Insurers: A health carrier that provides managed care plans shall develop and maintain the infrastructure and disclosure systems necessary to measure the quality of health care services provided to covered persons on a regular basis and appropriate to the types of managed care plans offered by the health carrier. A health carrier shall establish a system designed to assess the quality of health care provided to covered persons and appropriate to the types of managed care plans offered by the health carrier. The system shall include systematic collection, analysis, and reporting of relevant data in accordance with statutory and regulatory requirements. Neb. Rev. Stat. § 44-7206 (2009). A health carrier that issues a closed plan or a combination plan having a closed component shall develop and maintain the internal structures and activities necessary to improve quality as required by this section. A health carrier subject to the requirements of this section shall establish an internal system capable of identifying opportunities to improve care. This system shall be structured to identify practices that result in improved health care outcomes, identify problematic utilization patterns, identify those providers that may be responsible for either exemplary or problematic patterns, and foster an environment of continuous quality improvement. Neb. Rev. Stat. § 44-7207 (2009).
•  Mental Health Practitioners: No person licensed or certified pursuant to the Mental Health Practice Act shall disclose any information he or she may have acquired from any person consulting him or her in his or her professional capacity except as limited by state law. Neb. Rev. Stat. § 38-2136 (2009). The Board of Mental Health Practice shall adopt a code of ethics which is essentially in agreement with the current code of ethics of the national and state associations of the specialty professions included in mental health practice and which the Board deems necessary to assure adequate protection of the public in the provision of mental health services to the public. A violation of the code of ethics shall be considered an act of unprofessional conduct. Neb. Rev. Stat. § 38-2138 (2009).

•  Pharmaceutical Records: Information with regard to a patient maintained by a pharmacist pursuant to the Pharmacy Practice Act shall be privileged and confidential and may be released only to persons or governmental agencies authorized by law to receive such information. This statute does not prohibit the release of confidential information to researchers conducting biomedical, pharmaco-epidemiologic, or pharmaco-economic research pursuant to health research approved by an institutional review board. Neb. Rev. Stat. § 38-2868 (2009).

•  Emergency Medical Service Data:  No patient data received or recorded by an emergency medical service or an out-of-hospital emergency care provider shall be divulged, made public, or released by an emergency medical service or an out-of-hospital emergency care provider, except that patient data may be released for purposes of treatment, payment, and other health care operations as defined and permitted under HIPAA. Patient data received by the Department of Public Health shall be confidential with release only (a) in aggregate data reports created by the Department on a periodic basis or at the request of an individual, (b) as case-specific data to approved researchers for specific research projects, or (c) as protected health information to a public health authority. Approved researchers shall maintain the confidentiality of the data. Aggregate reports shall be public documents. No civil or criminal liability of any kind or character for damages or other relief or penalty shall arise or be enforced against any person or organization by reason of having provided patient data pursuant to this section. Neb. Rev. Stat. § 38-1225 (2009). No out-of-hospital emergency care provider, physician assistant, registered nurse, or licensed practical nurse who provides public emergency care shall be liable in any civil action to respond in damages as a result of his or her acts of commission or omission arising out of and in the course of his or her rendering in good faith any such care. Neb. Rev. Stat. § 38-1232 (2009).

•  Release of Medical Records by the State Government: Certain identifiable medical records held by the Department of Health and Human Services may be provided to researchers approved by the Department of Health and Human Services. All medical records held by the Department of Health and Human Services may at least be released in aggregate data reports. Neb. Rev. Stat. § 81-667 (2009).

•  Public Record Exemption: No medical records are classified as public records and custodians may be withhold them from public review. Records of births and deaths are not included in this statement. Neb. Rev. Stat. § 84-712.05 (2009).

•  Communicable Diseases: The Department of Health and Human Services shall have supervision and control of all matters relating to necessary communicable disease control and shall adopt and promulgate such proper and reasonable general rules and regulations as will best serve to promote communicable disease control throughout the state and prevent the introduction or spread of disease. Neb. Rev. Stat. § 71-502 (2009). Communicable disease reports or notifications to government officials, and the resulting investigations of communicable diseases, shall be confidential. The appropriate board, health department, agency, or official may publish analyses of such reports and information for scientific and public health purposes in such a manner as to ensure that the identity of any individual concerned cannot be ascertained. Neb. Rev. Stat. § 71-503.01 (2009). Communicable disease information concerning any patient, individual, or test result shall be maintained as confidential by the health care facility or alternate facility that received or tested the patient or individual, the designated physician, the patient’s attending physician, the emergency services provider, the public safety official, and the provider agency. Neb. Rev. Stat. § 71-511 (2009).

•  Penalties: Whenever any prepaid limited health service organization or other person, corporation, partnership, limited liability company, or entity subject to the act is found in violation of the confidentiality of medical information, the Director of Insurance may impose a monetary penalty of not more than $1000 for each violation but not to exceed an aggregate penalty of $10,000. Neb. Rev. Stat. § 44-4702 (2009). Any health carrier who violates a cease and desist order of the Director of Insurance may, after notice and hearing and upon order of the Director, be subject to a monetary penalty of not more than $30,000 for each violation, not to exceed an aggregate penalty of $150,000; and suspension or revocation of the health carrier’s certificate of authority. Neb. Rev. Stat. § 44-7214 (2009). Any person who violates patient confidentiality in pharmaceutical records shall be guilty of a Class II misdemeanor. Neb. Rev. Stat. § 38-28,103 (2009). Any person violating the confidentiality of communicable disease information held by state government shall be guilty of a Class V misdemeanor for each offense, except that any person who willfully or maliciously discloses, except as provided by law, the content of any reports, notifications, or resulting investigations, shall be guilty of a Class III misdemeanor. The Attorney General or the county attorney may, in accordance with the laws of the state governing injunctions and other process, maintain an action in the name of the state against any person or any private or public entity. Neb. Rev. Stat. § 71-506 (2009).

III. CONSTITUTIONAL LAW
•  Article 1, Section 3: “No person shall be deprived of life, liberty, or property, without due process of law, nor be denied equal protection of the laws.” Neb. Const. art. I, § 3 (2009).
•  Article 1, Section 5: “Every person may freely speak, write and publish on all subjects, being responsible for the abuse of that liberty; and in all trials for libel, both civil and criminal, the truth when published with good motives, and for justifiable ends, shall be a sufficient defense.” Neb. Const. art. I, § 5 (2009).
•  Article 1, Section 7: “The right of the people to be secure in their persons, houses, papers, and effects against unreasonable searches and seizures shall not be violated; and no warrant shall issue but upon probable cause, supported by oath or affirmation, and particularly describing the place to be searched, and the person or thing to be seized.” Neb. Const. art. I, § 7 (2009).

	Nevada
	SUMMARY

Nevada courts have recognized the Restatements approach to all four of the invasion of privacy torts, although there are no cases specifically addressing the false light tort. 
I. COMMON LAW
A. Torts

•  General: Nevada courts have adopted the four Restatement invasion of privacy torts. Montesano v. Donrey Media Group, 668 P.2d 1081 (Nev. 1983).
•  Intrusion Upon the Plaintiff’s Physical and Mental Solitude or Seclusion: The intrusion tort gives redress for interference with one’s right to be left alone. To recover for the tort of intrusion, a plaintiff must prove the following elements: (1) an intentional intrusion (physical or otherwise); (2) on the solitude or seclusion of another; (3) that would be highly offensive to a reasonable person. In order to have an interest in seclusion or solitude which the law will protect, a plaintiff must show that he or she had an actual expectation of seclusion or solitude and that that expectation was objectively reasonable. The extent to which seclusion can be protected is severely limited by the protection that must often be accorded to the freedom of action and expression of those who threaten that seclusion of others. A court considering whether a particular action is “highly offensive” should consider the following factors: the degree of intrusion; the context, conduct, and circumstances surrounding the intrusion as well as the intruder’s motives and objectives; the setting into which he intrudes; and the expectations of those whose privacy is invaded. People for the Ethical Treatment of Animals v. Bobby Berosini, Ltd., 895 P.2d 1269 (Nev. 1995).
•  Public Disclosure of Private Facts: To maintain a cause of action for public disclosure of private facts one must prove that a public disclosure of private facts has occurred which would be offensive and objectionable to a reasonable person of ordinary sensibilities. For the purposes of the tort of invasion of privacy, materials properly contained in a court’s official records are public facts. The tort of invasion of privacy by publication of private facts pits society’s interest in a free press against an individual’s right to privacy. In determining what is a matter of legitimate public interest, account must be taken of the customs and conventions of the community; and in the last analysis what is proper becomes a matter of the community mores. The line is to be drawn when the publicity ceases to be the giving of information to which the public is entitled, and becomes a morbid and sensational prying into private lives for its own sake, with which a reasonable member of the public, with decent standards, would say that he had no concern. The limitations, in other words, are those of common decency, having due regard to the freedom of the press and its reasonable leeway to choose what it tells the public, but also due regard to the feelings of the individual and the harm that can be done to him by the exposure. Some reasonable proportion is also to be maintained between the event or activity that makes the individual a public figure and the private facts to which publicity is given. Montesano v. Donrey Media Group, 668 P.2d 1081 (Nev. 1983).
•  Publicity which Places the Plaintiff in a False Light in the Public Eye: There are no on-point cases about this tort.
•  Appropriation, for the Defendant’s Benefit or Advantage, of the Plaintiff’s Name or Likeness: The appropriation tort seeks to protect an individual’s personal interest in privacy; the personal injury is measured in terms of the mental anguish that results from the appropriation of an ordinary individual’s identity. The right to publicity seeks to protect the property interest that a celebrity has in his or her name; the injury is not to personal privacy, it is the economic loss a celebrity suffers when someone else interferes with the property interest that he or she has in his or her name. People for the Ethical Treatment of Animals v. Bobby Berosini, Ltd., 895 P.2d 1269 (Nev. 1995). 
II. STATUTORY LAW

A. Health Confidentiality Statutes


•  Electronic Transmissions Governed by HIPAA: A covered entity who complies with HIPAA regulations for electronically transmitting individually identifying information is exempt any state laws that are more stringent concerning privacy or confidentiality. Nev. Rev. Stat. Ann. § 439.538 (2010.)
•  Mental Health Records: A clinical record for each client must be diligently maintained by any division facility or private institution or facility offering mental health services. The clinical record is not a public record and no part of it may be released, except information from the clinical records may be used for statistical and evaluative purposes if the information is abstracted in such a way as to protect the identity of individual clients. Nev. Rev. Stat. § 433A.360 (2009). If a HIPAA-covered entity transmits electronically individually identifiable health information in compliance with the provisions of the HIPAA, which govern the electronic transmission of such information, the covered entity is, for purposes of the electronic transmission, exempt from any state law that contains more stringent requirements or provisions concerning the privacy or confidentiality of individually identifiable health information. Any HIPAA-covered entity shall allow any person to opt out of having his individually identifiable health information disclosed electronically to other covered entities. Nev. Rev. Stat. § 439.538 (2009).
•  Homeopathic Physician: The grounds for initiating disciplinary action or denying the issuance of a license include: willful disclosure of a communication privileged under a statute or court order. Nev. Rev. Stat. § 630A.380 (2009).
•  Osteopathic Physician: It is unprofessional conduct to willfully disclose a communication that is privileged. Nev. Rev. Stat. § 633.131 (2009).
•  Pharmaceutical Records: Prescriptions filled and on file in a pharmacy are not a public record. A pharmacist shall not divulge the contents of any prescription or provide a copy of any prescription, except to: a member, inspector or investigator of the state Board of Pharmacy or an inspector of the Food and Drug Administration or an agent of the Investigation Division of the Department of Public Safety; Nev. Rev. Stat. § 639.238 (2009).
•  Insurance Records: Any information relating to the diagnosis, treatment or health of any enrollee obtained from the enrollee or from any provider by a prepaid limited health service organization and any contract with a provider submitted pursuant to the requirements of this chapter must not be disclosed to any person. Nev. Rev. Stat. § 695F.410 (2009).
•  Genetic Information:  It is unlawful to retain genetic information that identifies a person. Nev. Rev. Stat. § 629.161 (2009). It is unlawful to disclose or to compel a person to disclose the identity of a person who was the subject of a genetic test or to disclose genetic information of that person in a manner that allows identification of the person. The information may be disclosed for use in the statewide birth defects system. Nev. Rev. Stat. § 629.171 (2009).
•  Statewide Birth Defects System: The health division, in cooperation with the University of Nevada School of Medicine, shall establish and maintain a statewide system for the collection and analysis of information concerning birth defects and other adverse birth outcomes. Nev. Rev. Stat. § 442.320 (2009). Data received from hospitals and obstetric centers may not contain names of patients. Nev. Rev. Stat. § 442.325 (2009). Information obtained by the system from any source may be used only to investigate the causes of birth defects and other adverse birth outcomes; and to determine, evaluate, and develop strategies to prevent the occurrence of birth defects and other adverse birth outcomes. Access to information contained in the system is limited to persons authorized and approved by the State Health Officer or his representative who are employed by the Health Division or the University of Nevada School of Medicine. Any information obtained by the system that would reveal the identity of a patient remains confidential. This section does not prohibit the publishing of statistical compilations relating to birth defects and other adverse birth outcomes that do not in any manner identify individual patients or individual sources of information. Nev. Rev. Stat. § 442.330 (2009).
•  Fetal Alcohol Syndrome Referrals: If a pregnant woman is referred to the Health Division by a provider of health care or other services for information relating to programs for the prevention and treatment of fetal alcohol syndrome, any report relating to the referral or other associated documentation is confidential. Nev. Rev. Stat. § 442.395 (2009).
•  Public Records: All required reports of malpractice actions made by a physician to the Board of Medical Examiners are public records. Nev. Rev. Stat. § 630.3068 (2009).
•  Communicable Diseases: All information of a personal nature about any person provided by any other person reporting a case or suspected case of a communicable disease, or by any person who has a communicable disease, or as determined by investigation of the health authority, is confidential medical information and must not be disclosed to any person under any circumstances, including pursuant to any subpoena, search warrant or discovery proceeding, except for statistical purposes, provided that the identity of the person is not discernible from the information disclosed. Nev. Rev. Stat. § 441A.220 (2009). A person shall not make public the name of, or other personal identifying information about a person infected with a communicable disease who has been investigated by the health authority. Nev. Rev. Stat. § 441A.230 (2009).
•  Sentinel Event Reports: Medical facility reports regarding sentinel events received by the Health Division are confidential and not subject to inspection by the general public. Nev. Rev. Stat. § 439.840 (2009).
•  Penalties: If the Commissioner of Insurance finds that a prepaid limited health service organization has violated the medical information related to an enrollee, he may issue an order the organization to cease and desist from engaging in the act or practice which constitutes the violation; and impose a fine of not more than $1000 for each violation, not to exceed a total amount of $10,000. Nev. Rev. Stat. § 695F.360 (2009).

	New Hampshire
	SUMMARY

New Hampshire courts have adopted the four invasion of privacy courts and have generally adopted the Warren and Brandeis approaches. Additionally, statutory law allows for a civil action over a violation of the Patient Bill of Rights. State statutory law has a public interest exemption that allows for the release of medical records.

I. COMMON LAW
A. Torts

•  General: New Hampshire courts have adopted the four invasion of privacy torts as described by Warren and Brandeis (Warren and Brandeis, “The Right to Privacy,” 4 Harv. L. Rev. 193(1890)). Hamberger v. Eastman, 206 A.2d 239 (N.H. 1964).
•  Intrusion Upon the Plaintiff’s Physical and Mental Solitude or Seclusion: The tort of intrusion upon a plaintiff’s solitude or seclusion is not limited to a physical invasion of his home or his room or his quarters. The principle has been carried beyond such physical intrusion and extended to eavesdropping upon private conversations by means of wire-tapping and microphones. A person who unreasonably and seriously interferes with another’s interest in not having his affairs known to others is liable to the other. Liability exists only if the defendant’s conduct was such that he should have realized that it would be offensive to persons of ordinary sensibilities. It is only where the intrusion has gone beyond the limits of decency that liability accrues. These limits are exceeded where intimate details of the life of one who has never manifested a desire to have publicity are exposed to the public. Hamberger v. Eastman, 206 A.2d 239 (N.H. 1964).
•  Public Disclosure of Private Facts: Like the tort of intrusion, a claim alleging disclosure involves the invasion of something secret, secluded or private pertaining to the plaintiff; however, unlike intrusion, disclosure depends upon publicity. Publicity differs from mere publication. While publication involves any communication by the defendant to a third person, publicity means that the matter is made public by communicating it to the public at large or to so many persons that the matter must be regarded as substantially certain to become one of public knowledge. Although it is not an invasion of privacy to publicly disclose private facts to a single person or even to a small group, determining whether a disclosure of a private matter has become one of public knowledge does not, as a matter of law, depend on the number of people told. Whether publicity is achieved by broadcasting something private to a few people or to the masses is a conclusion best reached by the trier of fact. Karch v. Baybank FSB, 147 N.H. 525 (N.H. 2002).
•  Publicity Which Places the Plaintiff in a False Light in the Public Eye: Courts have not yet recognized this tort. Thomas v. Tel. Publ’g Co., 859 A.2d 1166 (N.H. 2004).
•  Appropriation, for the Defendant’s Benefit or Advantage, of the Plaintiff’s Name or Likeness: Liability for invasion of privacy by the appropriation of an individual’s name or likeness occurs when one appropriates to his or her own use or benefit the name or likeness of another. Such an appropriation occurs most often when the person’s name or likeness is used to advertise the defendant’s product. An individual has an interest in controlling the use of his or her own name or likeness insofar as a benefit may be derived from its use, but when the individual authorizes another and its licensee to use his or her name or likeness under the terms of a contract, such authorization precludes a finding that either the contractual party or its licensee is liable for misappropriation. Thompson v. C&C Research & Dev. LLC, 898 A.2d 495 (N.H. 2006).
II. STATUTORY LAW

A. Privacy Torts

•  Violation of the Patient Bill of Rights: Any person aggrieved by a facility’s failure to abide by the patient’s bill of rights or the home care client’s bill of rights may seek equitable relief from the superior court, which shall have original jurisdiction over all proceedings under this subdivision. Damages shall be assessed in a proceeding against a facility which violates this subdivision and the facility shall be liable for the sum of $50 for each violation per day or part of a day or for all damages proximately caused by the violations, whichever is greater. If a facility is found to be in contempt of a court order issued under this section the facility shall be liable for the plaintiff’s reasonable attorney fees and costs. N.H. Rev. Stat. Ann. § 151:30 (2009).
B. Health Confidentiality Statutes


•  Medical Records of Health Care Providers: All medical information contained in the medical records in the possession of any health care provider shall be deemed to be the property of the patient. Release or use of patient identifiable medical information for the purpose of sales or marketing of services or products shall be prohibited without written authorization. N.H. Rev. Stat. Ann. § 332-I:1 (2009). Health care providers may not reveal confidential communications or information, unless provided for by law, such as HIPAA, or by the need to protect the public interest. N.H. Rev. Stat. Ann. § 332-I:2 (2009).
•  Chiropractors: The confidential relations and communications between any chiropractor and his or her patient are placed on the same basis as those provided by law between attorney and client, and, except as otherwise provided by law, no such doctor of chiropractic shall be required to disclose such privileged communications. Confidential relations and communications, between a patient and any person working under the supervision of a doctor of chiropracty, that are customary and necessary for diagnosis and treatment, are privileged to the same extent as though those relations or communications were with such supervising doctor of chiropracty. N.H. Rev. Stat. Ann. § 316-A:27 (2009).
•  Public Record Exceptions: Files whose disclosure would constitute an invasion of privacy are not available for public inspection. This statement does not prohibit a public body or agency from releasing information relative to health or safety from investigative files on a limited basis to persons whose health or safety may be affected. N.H. Rev. Stat. Ann. § 91-A:5 (2009). If any public body or agency or employee or member thereof, in violation of the provisions of this chapter, refuses to provide a governmental record or refuses access to a governmental proceeding to a person who reasonably requests the same, such public body, public agency, or person shall be liable for reasonable attorney’s fees and costs incurred in a lawsuit under this chapter provided that the court finds that such lawsuit was necessary in order to make the information available or the proceeding open to the public. Fees shall not be awarded unless the court finds that the public body, public agency, or person knew or should have known that the conduct engaged in was a violation of this chapter or where the parties, by agreement, provide that no such fees shall be paid. In any case where fees are awarded under this chapter, upon a finding that an officer, employee, or other official of a public body or agency has acted in bad faith in refusing to allow access to a governmental proceeding or to provide a governmental record, the court may award such fees personally against such officer, employee, or other official. N.H. Rev. Stat. Ann. § 91-A:8 (2009).
•  Research Information: Personal medical and/or other scientific data of any kind whatsoever obtained for the purpose of medical or scientific research by the Commissioner of the Department of Health and Human Services or by any person, organization, or agency authorized by the Commissioner to obtain such data shall be confidential and shall be used solely for medical or scientific purposes. Such data shall include, but not be limited to, all information, records of interviews, written reports, statements, notes, memoranda, or other data procured in connection with such scientific studies and research conducted by the Department, or by other persons, agencies, or other organizations so authorized by the Commissioner. No hospital, sanitarium, rest home, nursing home, other person, or agency shall be held liable in any action for damages or other relief arising from the furnishing of personal medical and/or other scientific data to the Department of Health and Human Services or to the representative of an authorized medical or scientific research project. Personal medical and/or other scientific data shall not be exhibited nor their contents disclosed in whole or in part by any officer or employee of the Department, or by any other person, except as may be necessary to further the study or research project to which they relate. N.H. Rev. Stat. Ann. § 126-A:11 (2009).
•  Home Care Client’s Bill of Rights: Clients have the right to be ensured of confidential treatment of all information contained in the client’s personal and clinical record, including the requirement of the client’s written consent to release such information to anyone not otherwise authorized by law to receive it. Medical information contained in the client’s record shall be deemed to be the client’s property. RSA 151:21-b (2009).
•  Patient Bill of Rights: Each patient admitted to a health care facility has the right to ensured confidential treatment of all information contained in the patient’s personal and clinical record, including that stored in an automatic data bank. Medical information contained in the medical records at any facility licensed under this chapter shall be deemed to be the property of the patient. N.H. Rev. Stat. Ann. § 151:21 (2009).
•  Nurses and Nursing Assistants: Confidential communications between licensees and their clients are privileged in the same manner as those provided by law between physician and patient, and, except as otherwise provided by law, no licensee shall be required to disclose such privileged communications. Confidential communications between a client of a licensee and any person working under the supervision of such licensee to provide services that are customary and necessary for diagnosis and treatment are privileged to the same extent as would be the same communications between the supervising licensee and the client. N.H. Rev. Stat. Ann. § 326-B:35 (2009).
•  Allied Health Professionals: The confidential communications between allied health professionals (e.g. athletic trainers, occupational therapy assistants, occupational therapists, recreational therapists, physical therapists, physical therapist assistants, respiratory care practitioners, and speech-language pathologists) and their clients or patients are placed on the same legal basis as those between physician and patient, and, except as otherwise provided by law, no allied health licensee shall be required to disclose such privileged communications. Confidential communications between a patient or client and any person working under the supervision of such licensee that are customary and necessary for diagnosis and treatment are privileged to the same extent as though those communications were with the supervising licensee. N.H. Rev. Stat. Ann. § 328-F:28 (2009).
•  Physicians and Surgeons: The confidential relations and communications between a physician or surgeon licensed under provisions of this chapter and the patient of such physician or surgeon are placed on the same basis as those provided by law between attorney and client, and, except as otherwise provided by law, no such physician or surgeon shall be required to disclose such privileged communications. Confidential relations and communications between a patient and any person working under the supervision of a physician or surgeon that are customary and necessary for diagnosis and treatment are privileged to the same extent as though those relations or communications were with such supervising physician or surgeon. N.H. Rev. Stat. Ann. § 329:26 (2009).
•  Mental Health Practitioners: The confidential relations and communications between mental health practitioners and their clients are placed on the same basis as those provided by law between attorney and client, and nothing shall be construed to require any such privileged communications to be disclosed. N.H. Rev. Stat. Ann. § 330-A:32 (2009).
•  Comprehensive Health Care Information System: The Department of Health and Human Services collects encrypted electronic data from all health carriers, licensed third party administrators, and any entity required to be registered with the Commissioner of Insurance. The collection, storage and release of health care data and statistical information that is subject to the federal requirements of the HIPAA shall be governed exclusively by the rules adopted there under in 45 CFR Parts 160 and 164. N.H. Rev. Stat. Ann. § 420-G:11 (2009).
•  State Disclosure of Statistical Data: Upon request, an agency (including a state board, commission, department, institution, officer or other state official or group) can release certain statistical data contained in agency files to requestors for the purposes of research. N.H. Rev. Stat. Ann. § 91-A:10 (2009).
•  Independent Review Organizations: Independent review organizations are entities that employ or contract with clinical peers to conduct independent external reviews of health carrier determinations, used by insurance agencies. N.H. Rev. Stat. Ann. § 420-J:3 (2009). An independent review organization shall ensures the confidentiality of medical and treatment records while they are conducting external reviews. N.H. Rev. Stat. Ann. § 420-J:5-d (2009). An independent review organization shall maintain all standards of confidentiality. N.H. Rev. Stat. Ann. § 420-J:5-e (2009).
•  Insurance Records: Data or information pertaining to the diagnosis, treatment, or health of a covered person obtained from the person or from a provider by a health carrier is confidential and shall not be disclosed to any person. N.H. Rev. Stat. Ann. § 420-J:10 (2009).
•  Quality Assessment Programs: The records of a quality assessment program, and the information considered by any quality committee and the records of its actions and proceedings, shall be confidential. N.H. Rev. Stat. Ann. § 420-J:10 (2009).
•  HIV/AIDS: The identity of a person tested for the human immunodeficiency virus shall not be disclosed. N.H. Rev. Stat. Ann. § 141-F:8 (2009).
•  Genetic Testing: No person shall disclose to any other person that an individual has undergone genetic testing, and no person shall disclose the results of such testing to any other person. Discussion and disclosure of genetic testing for a patient, requested of a physician by a patient, by appropriate professionals within a physician's medical practice or hospital, shall not be a violation of this chapter. N.H. Rev. Stat. Ann. § 141-H:2 (2010).
•  Pharmaceutical Records: Records relative to prescription information containing patient-identifiable and prescriber-identifiable data shall not be licensed, transferred, used, or sold, except for the limited purposes of care management; utilization review by a health care provider, the patient’s insurance provider or the agent of either; or health care research. N.H. Rev. Stat. Ann. § 318-B:12 (2009); N.H. Rev. Stat. Ann. § 318:47-f (2009).

•  Health Care Quality Assurance Commission: The state commission has a duty to review and analyze quality of care issues including, but not limited to, medical errors, unexpected adverse outcomes, and near misses, and to propose changes to improve health care. N.H. Rev. Stat. Ann. § 151-G:1 (2009). All information of any type submitted to or collected by the commission, including, but not limited to, written, oral, and electronic information; records and proceedings of the commission, including, but not limited to, oral testimony and discussions, notes, minutes, summaries, analyses, and reports; and information disseminated by the commission or its members to acute care hospitals and ambulatory surgical centers, shall be confidential and privileged. N.H. Rev. Stat. Ann. § 151-G:5 (2009).

•  Penalties: Any person who violates the provisions of this section by the unauthorized disclosure of any confidential medical or scientific data is guilty of a misdemeanor. RSA 126-A:11 (2009). For, any unprofessional conduct, or dishonorable conduct unworthy of, and affecting the practice of, the chiropractic profession, the board of chiropractic examiners may take disciplinary action by imposing civil penalties for misconduct violations not to exceed $1000 for each violation or, in the case of continuing violations, $100 per day as long as the violation continues. N.H. Rev. Stat. Ann. § 316-A:22 (2009). Any person who violates the confidentiality of nurse-client communications shall be guilty of a misdemeanor. N.H. Rev. Stat. Ann. § 326-B:41-a (2009). Each governing board (including individual licensing boards of athletic trainers, occupational therapy assistants, occupational therapists, recreational therapists, physical therapists, physical therapist assistants, respiratory care practitioners, and speech-language pathologists) may investigate misconduct allegations and impose disciplinary proceedings. Such misconduct includes violating the confidentiality of patient communications. N.H. Rev. Stat. Ann. § 328-F:23 (2009). Any health carrier or other organization violating confidentiality of medical records may be subject to an administrative fine not to exceed $2500 per violation. The insurance commissioner may also suspend or revoke the certificate of authority or license of a health carrier or other organization for any violation of this chapter or the failure to comply with an order of the commissioner issued under this chapter. N.H. Rev. Stat. Ann. § 420-J:14 (2009).

	New Jersey
	SUMMARY

New Jersey courts have recognized all four invasion of privacy torts. They have also generally adopted the Prosser stance for these torts. Courts have also recognized that patients can bring a cause of action if their physician breaches patient confidentiality. Statutory law allows for a cause of action to arise over the unauthorized disclosure of HIV-related information.

I. COMMON LAW
A. Torts

•  General: New Jersey Courts have adopted Prosser’s stance on Invasion of Privacy Torts. Rumbauskas v. Cantor, 649 A.2d 853 (N.J. 1994).
•  Intrusion on the Plaintiff’s Physical Solitude or Seclusion: One who invades the right of privacy of another is subject to liability for the resulting harm to the interests of the other. The right of privacy is invaded by unreasonable intrusion upon the seclusion of another. Rumbauskas v. Cantor, 629 A.2d 1359 (N.J. Super. Ct. App. Div. 1993).
•  Public Disclosure of Private Facts: A cause of action exists for invasions of privacy involving publicity that unreasonably places the other in a false light before the public. Liability for this form of privacy invasion is found when one gives publicity to a matter concerning another that places the other before the public in a false light and (a) the false light in which the other was placed would be highly offensive to a reasonable person, and (b) the actor had knowledge of or acted in reckless disregard as to the falsity of the publicized matter and the false light in which the other would be placed. A fundamental requirement of the false light tort is that the disputed publicity be in fact false, or else at least have the capacity to give rise to a false public impression as to the plaintiff. Unlike a defamation claim, it is not necessary in false-light actions that the material that casts plaintiff in a false light also injure her standing in the community. The publicized material in a false-light claim must constitute a major misrepresentation of a plaintiff’s character, history, activities or beliefs. Thus, there can be no recovery for false light invasion of privacy unless it is shown that the publicity at issue was of a character highly offensive to a reasonable person. This protection of privacy does not extend to the “hypersensitive person”; the material publicized must be something that would be objectionable to the ordinary person under the circumstances. In a false-light action, it is for the trial court to determine whether the criticized matter is capable of the meaning assigned to it by a plaintiff, and whether that meaning is highly offensive to a reasonable person. In making this determination, the trial court should not consider words or elements in isolation, but should view them in the context of the whole article to determine if they constitute an invasion of privacy. Romaine v. Kallinger, 537 A.2d 284 (N.J. 1988).
•  Placing Plaintiff in a False Light in the Public Eye: The invasion of privacy by unreasonable publication of private facts occurs when it is shown that the matters revealed were actually private, that dissemination of such facts would be offensive to a reasonable person, and that there is no legitimate interest of the public in being apprised of the facts publicized. This privacy tort permits recovery for truthful disclosures. The determination as to whether published facts are actually private constitutes the first key element of the cause of action for unreasonable publication of private facts. If the facts are public information, even though they relate to matters of individual privacy, they cannot for these purposes be considered “private.” The trial court must first determine then whether the published facts were in the public domain, and hence not private facts. Public records that recount or disclose particular facts may serve to place such facts in the public arena and thus bar a claim for publication of private facts. Romaine v. Kallinger, 537 A.2d 284 (N.J. 1988).
•  Commercial Appropriation of the Plaintiff’s Name or Likeness: The foundation for the tort of commercial appropriation of a person’s name or likeness is recognition that a person has an interest in his or her name or likeness in the nature of a property right. Its most common form consists of the appropriation and use of the plaintiff’s name or likeness to advertise the defendant’s business or product. Thus, the use of a person’s name or likeness for trade purposes is an essential element of the tort, as where a defendant was seeking to capitalize on a plaintiff’s likeness for purposes other than the dissemination of news or information. The action must have been for a predominantly commercial purpose, i.e., if the defendant was seeking to capitalize on the plaintiff’s likeness for purposes other than the dissemination of news or information. Castro v. NYT Television, 851 A.2d 88, 97 (N.J. Super. Ct. App. Div. 2004).
•  Fiduciary Duty of Physicians: A physician could be held liable for a breach of the obligation of confidentiality. Ordinarily, a physician receives information relating to a patient’s health in a confidential capacity and should not disclose such information without the patient’s consent, except where the public interest or the private interest of the patient so demands. Without delineating the precise outer contours of the exceptions, it may generally be said that disclosure may, under such compelling circumstances, be made to a person with a legitimate interest in the patient’s health. Stempler v. Speidell, 495 A.2d 857 (N.J. 1985). This is not to say that the patient enjoys an absolute right, but rather that he possesses a limited right against such disclosure, subject to exceptions prompted by the supervening interest of society. Ordinarily a physician receives information relating to a patient’s health in a confidential capacity and should not disclose such information without the patient’s consent, except where the public interest or the private interest of the patient so demands. Generally, disclosure may, under such compelling circumstances, be made to a person with a legitimate interest in the patient’s health. Hague v. Williams, 181 A.2d 345 (N.J. 1962).
II. STATUTORY LAW

A. Privacy Torts

•  HIV-related Information: A person who has or is suspected of having AIDS or HIV infection, whose confidential HIV-related information has been illegally disclosed, is aggrieved and may commence a civil action against the individual or institution who committed the violation to obtain appropriate relief, including actual damages, equitable relief, and reasonable attorney’s fees and court costs. Punitive damages may be awarded when the violation evidences wantonly reckless or intentionally malicious conduct by the person or institution who committed the violation. Each disclosure made in violation of this act is a separate and actionable offense. N.J. Stat. § 26:5C-14 (2009). Additionally, a woman who has or is suspected of having AIDS or an HIV infection may pursue an action against a person who makes an unauthorized disclosure of any information concerning the woman’s positive test result for the presence of antibodies to HIV. N.J. Stat. § 26:5C-18 (2009).
B. Health Confidentiality Statutes


•  Insurance Records: An insurance institution, agent or insurance support organization shall not disclose any personal or privileged information about an individual collected or received in connection with an insurance transaction unless the disclosure is either permitted or required by law, or made for the purpose of conducting research studies, provided no individual may be identified in any research report. Additionally, for research studies, the materials allowing the individual to be identified must be returned or destroyed as soon as they are no longer needed, and the research organization agrees not to disclose the information unless the disclosure would otherwise be permitted by this section if made by an insurance institution, agent or insurance support organization. N.J. Stat. § 17:23A-13 (2009).
•  Dental Records: Data or information pertaining to the diagnosis, treatment or health of any covered person obtained by the dental plan organization (any person who undertakes to provide directly or to arrange for or administer one or more dental plans providing dental services and supplies) from the covered person or any dentist shall be confidential and shall not be disclosed to any person except to the extent that it may be necessary to carry out the purposes of this act, or upon the express consent of the covered person, or pursuant to statute or court order for the production of evidence or the discovery thereof, or in the event of claim or litigation between the covered person and the dental plan organization wherein the data or information is pertinent. A dental plan organization shall be entitled to claim any statutory privileges against such disclosure which the dentist who furnished the information to the dental organization is entitled to claim. N.J. Stat. § 17:48D-21 (2009)
•  Hospital Patient Rights: Every person admitted to a general licensed hospital shall have the right to privacy to the extent consistent with providing adequate medical care to the patient. Patients also have a right to privacy and confidentiality of all records pertaining to his treatment. N.J. Stat. § 26:2H-12.8 (2009).
•  Genetic Information: No person may disclose or be compelled to disclose the identity of an individual upon whom a genetic test has been performed or genetic information about the individual in a manner that permits identification of the individual, unless disclosure is made pursuant to the provisions of the DNA Database and Databank Act of 1994, or disclosure is authorized by federal law for the identification of persons. N.J. Stat. § 10:5-47 (2010).
•  Health Maintenance Organization Records: Any data or information pertaining to the diagnosis, treatment, or health of any enrollee or applicant obtained from such enrollee or from any provider by any health maintenance organization shall be held in confidence and shall not be disclosed to any person. N.J. Stat. § 26:2J-27 (2009).

•  Mental Health Records: Certificates, applications, records, and reports that identify an individual receiving mental or tuberculosis related services in a noncorrectional institution shall be kept confidential and shall not be disclosed by any person. N.J. Stat. § 30:4-24.3 (2009). 
•  Psychologists: The confidential relations and communications between and among a licensed practicing psychologist and individuals, couples, families or groups in the course of the practice of psychology are placed on the same basis as those provided between attorney and client, and nothing in this act shall be construed to require any such privileged communications to be disclosed by any such person. N.J. Stat. § 45:14B-28 (2009).
•  Marriage and Family Therapists: A communication between a marriage and family therapist and the person or persons in therapy shall be confidential and its secrecy preserved. This privilege shall not be subject to waiver, except where the marriage and family therapist is a party defendant to a civil, criminal or disciplinary action arising from the therapy, in which case, the waiver shall be limited to that action. N.J. Stat. § 45:8B-29 (2009).

•  HIV/AIDS: A record maintained by the Department of Health; a local health department; an organization pursuant to a contract with, grant from, or regulation by the Department of Health; a provider of health care or a health care facility; a laboratory; a blood bank; a third-party payor; or any other institution or person; which contains identifying information about a person who has or is suspected of having AIDS or HIV infection, is confidential and shall not be disclosed. N.J. Stat. § 26:5C-7 (2009). The limits on disclosure set forth in this act shall continue to apply to a record relating to AIDS and HIV infection concerning a person who has been a patient or a participant in a program, whether that person remains a patient or participant or ceases to be a patient or participant. N.J. Stat. § 26:5C-10 (2009). However, such information may be released to qualified personnel for the purpose of conducting scientific research, but a record shall be released for research only following review of the research protocol by an Institutional Review Board. The person who is the subject of the record shall not be identified, directly or indirectly, in any report of the research, and research personnel shall not disclose the person’s identity in any manner. N.J. Stat. § 26:5C-8 (2009). Any record disclosed under this act shall be held confidential by the recipient of the record and shall not be released by said recipient unless the conditions of this act are met. N.J. Stat. § 26:5C-11 (2009).
•  Penalties: Where a hearing finds a knowing violation of the confidentiality of insurance records, the commissioner may, in addition to the issuance of a cease and desist order, order payment of a monetary penalty of not more than $500 for each violation but not to exceed $10,000 in the aggregate for multiple violations. Any person who violates a cease and desist order of the Commissioner of Insurance may be subject to one or more of the following penalties: a monetary fine of not more than $10,000 for each violation, or a monetary fine of not more than $50,000 if the Commissioner finds that violations have occurred with such frequency as to constitute a general business practice, or suspension or revocation of any insurance institution’s or agent’s license. N.J. Stat. § 17:23A-18 (2009). Any dental plan organization which violates the confidentiality of dental records, or neglects, fails or refuses to comply with any of the requirements of this act shall be liable for a civil penalty of not less than $500 nor more than $10,000 for each violation. N.J. Stat. § 17:48D-18 (2009). Any person who violates the confidentiality of health maintenance organization records is a disorderly person and shall be prosecuted and punished pursuant to the “disorderly persons law.” N.J. Stat. § 26:2J-24 (2009). A semen bank which violates the confidentiality of HIV-related information is guilty of a disorderly persons offense and is liable to a penalty of not more than $1000 for each offense. N.J. Stat. § 26:5C-23 (2009)

	New Mexico
	SUMMARY

New Mexico courts have recognized all four invasion of privacy torts. They have generally adopted the Prosser and Restatement approaches to these torts. Courts have also recognized a common law fiduciary duty of health care providers to maintain patient confidentiality.

I. COMMON LAW
A. Torts

•  General: New Mexico courts have generally adopted the Prosser and Restatement stances on invasion of privacy torts. Moore v. Sun Publishing Corp., 881 P.2d 735 (N.M. Ct. App. 1994). The right of privacy is a personal one, which does not extend to members of his family. Bitsie v. Walston, 515 P.2d 659 (N.M. Ct. App. 1973).
•  False Light: For liability to exist, the defendant’s conduct must have been such that he should have realized that it would be offensive to persons of ordinary sensibilities. Ordinarily, the question of whether the defendants violated the rule that the right of privacy is to be applied to the individual of ordinary sensibilities, not the super-sensitive, is a jury question. Bitsie v. Walston, 515 P.2d 659 (N.M. Ct. App. 1973). There must be proof of a specific false statement of fact. Mere unfairness, improper tone, or unfounded implication or innuendo will support a showing of this tort. Andrews v. Stallings, 892 P.2d 611 (N.M. Ct. App. 1995)
•  Intrusion: This tort gives a cause of action when a defendant invades someone’s private space or solitude. Examples of these actions include eavesdropping on a private conversation or peeping in a bedroom window. Intrusion into solitude is based on the manner in which a defendant obtains information, and not what a defendant later does with the information. Fernandez-Wells v. Beauvais, 983 P.2d 1006 (N.M. Ct. App. 1999).
•  Publication of Private Facts: One of the key qualifications to the right is where the individual’s right of privacy conflicts with the First Amendment right to the freedom of the press. In such a circumstance, the individual’s right of privacy must yield to the greater public interest in the dissemination of newsworthy material. McNutt v. New Mexico State Tribune Co., 538 P.2d 804 (N.M. Ct. App. 1975).
•  Appropriation: This tort protects the “right of publicity.” A cause of action occurs when a defendant exploits the plaintiff’s name or likeness, usually for commercial gain, as in the unauthorized use of the plaintiff’s name in an advertising endorsement for a product. Moore v. Sun Publishing Corp., 881 P.2d 735 (N.M. Ct. App. 1994).
•  Fiduciary Duty of Health Care Providers: New Mexico courts have recognized that the confidential relationship between a health care provider and his or her patient may give rise to a fiduciary duty. The duty to safeguard patient confidences extends to psychologists, social workers, mental health counselors and therapists, and their staffs. Confidentiality of a communication is preserved when disclosure is made as part of another confidential relationship. An exception to this liability occurs where public interest may outweigh the duty of confidentiality and allow or require a health-care provider to make a disclosure. Good faith, standing alone, is insufficient to establish a justification or excuse that bars a claim of wrongful disclosure as a matter of law. Eckhardt v. Charter Hosp., 953 P.2d 722 (N.M. Ct. App. 1997).
II. STATUTORY LAW

A. Health Confidentiality Statutes


•  Medical Records (Generally): All health information that relates to and identifies specific individuals as patients is strictly confidential and shall not be a matter of public record or accessible to the public even though the information is in the custody of or contained in the records of a governmental agency or its agent, a state educational institution, a duly organized state or county association of licensed physicians or dentists, a licensed health facility, or staff committees of such facilities. A custodian of information classified as confidential may furnish the information upon request to a governmental agency or its agent, a state educational institution, a duly organized state or county association of licensed physicians or dentists, a licensed health facility or staff committees of such facilities, and the custodian furnishing the information shall not be liable for damages to any person for having furnished the information. Statistical studies and research reports based upon confidential information may be published or furnished to the public, but these studies and reports shall not in any way identify individual patients directly or indirectly nor in any way violate the privileged or confidential nature of the relationship and communications between practitioner and patient. N.M. Stat. § 14-6-1 (2009).
•  Public Record Exceptions: Records pertaining to physical or mental examinations and medical treatment of persons confined to an institution are not considered to be public records. N.M. Stat. § 14-2-1 (2009).
•  Public Health Records: The files and records of the youth and family centers care and residential treatment centers, which give identifying information about individuals who have received or are receiving from the department treatment, diagnostic services or preventive care for diseases, disabilities or physical injuries, are confidential and are not open to inspection. All information voluntarily provided to the Secretary of Children, Youth and Families in connection with studies designated by him as medical research and approved by the Secretary of Health and Environment, either conducted by or under the authority of the Secretary of Health and Environment for the purpose of reducing the morbidity or mortality from any cause or condition of health, is confidential and shall be used only for the purposes of medical research. N.M. Stat. § 24-1-20 (2009).
•  Sexually Transmitted Diseases: No person or the person’s agents or employees who require or administer a test for sexually transmitted diseases shall disclose the identity of any person upon whom a test is performed or the result of such a test in a manner that permits identification of the subject of the test, except to authorized medical or epidemiological researchers who may not further disclose any identifying characteristics or information. N.M. Stat. § 24-1-9.4 (2009). No person or the person’s agents or employees who require or administer HIV tests shall disclose the identity of any person upon whom a test is performed or the result of such a test in a manner which permits identification of the subject of the test, except authorized medical or epidemiological researchers who may not further disclose any identifying characteristics or information. N.M. Stat. Ann. § 24-2B-6 (2009).
•  Mental Health Records: No person shall, without the authorization of the mental health or developmental disabilities patient, disclose or transmit any confidential information from which a person well acquainted with the patient might recognize the client as the described person, or any code, number or other means that can be used to match the patient with confidential information regarding the client. N.M. Stat. § 43-1-19 (2009).
•  Insurance Records: Any data or information pertaining to the diagnosis, treatment or health of any enrollee or applicant obtained from such person or from any provider by any health maintenance organization shall be held in confidence and shall not be disclosed to any person. N.M. Stat. § 59A-46-27 (2009).
•  Health Care Review Committees: The information considered by a health care review committee and the records of their actions and proceedings shall be confidential. Information considered by a health care review committee and the records of its actions and proceedings by a state licensing or certifying agency or in an appeal shall be kept confidential. N.M. Stat. § 59A-46-27 (2009).
•  Counselors and Therapist Practitioners: No counselor or therapist practitioner shall disclose any information acquired from a person who has consulted him in his professional capacity. N.M. Stat. § 61-9A-27 (2009) (repeal effective July 1, 2016).

•  Penalties: Any person who discloses confidential information of a youth treatment or residential center is guilty of a petty misdemeanor. N.M. Stat. § 24-1-20 (2009). A person who makes an unauthorized disclosure of the results of a test designed to identify a sexually transmitted disease is guilty of a petty misdemeanor and shall be sentenced to imprisonment in the county jail for a definite term not to exceed six months, or the payment of a fine of not more than $500, or both. N.M. Stat. § 24-1-9.7 (2009). Any person violating the confidentiality of public health records is guilty of a petty misdemeanor and shall be punished by a fine not to exceed $100, or imprisonment in the county jail for a definite term not to exceed six months, or both such fine and imprisonment in the discretion of the court. Each day of a continuing violation after conviction shall be considered a separate offense. N.M. Stat. § 24-1-21 (2009). If the Superintendent of Insurance finds that a health maintenance organization has failed substantially to maintain the confidentiality of its medical records, in addition to or in lieu of suspension or revocation of a certificate of authority pursuant to this section, the health maintenance organization may be subjected to an administrative penalty of up to $5000 for each cause for suspension or revocation, but if the violation is willful or intentional, the administrative penalty may be up to $10,000. N.M. Stat. § 59A-46-20 (2009). The Superintendent of Insurance may augment this penalty by an amount equal to the sum that he calculates to be the damages suffered by enrollees or other members of the public. N.M. Stat. § 59A-46-25 (2009). The New Mexico Board of Medical Examiners may refuse to license and may revoke or suspend a medical license that has been issued by the Board or a previous New Mexico Board of Medical Examiners; and may fine, censure or reprimand a licensee upon satisfactory proof being made to the New Mexico Board of Medical Examiners that the applicant for or holder of the license has been guilty of unprofessional or dishonorable conduct. “Unprofessional or dishonorable conduct” includes willfully or negligently divulging privileged information or a professional secret. N.M. Stat. § 61-6-15 (2009). A person who makes an unauthorized disclosure of the results of an HIV test designed to identify the human immunodeficiency virus or its antigen or antibody is guilty of a petty misdemeanor and shall be sentenced to imprisonment in the county jail for a definite term not to exceed six months, or the payment of a fine of not more than $500, or both. N.M. Stat. § 24-2B-9 (2009).

	New York
	SUMMARY

New York does not recognize any common law privacy torts. Instead, the appropriation tort is codified. Courts do recognize a cause of action for a doctor’s breach of patient confidence.

I. COMMON LAW
A. Torts

•  General: There is no recognized common-law right of privacy. Doe v. Roe, 400 N.Y.S.2d 668 (N.Y. Sup. Ct. 1977).
•  Breach of Confidence: A doctor is a confidante of medical information and knowledge that comes to him while treating his patient. Doctors have a duty to maintain patient confidentiality. Information possessed by the doctor of the illness of his patient has long been thought of as a protected professional confidence upon which every patient may rely. Breach of doctor-patient confidence is actionable. However, the duty to remain silent can be overridden by an opposing duty to disclose, such as a preexisting duty to report facts to an employer or an employing government agency when the plaintiff previously waived the privilege. Clark v. Geraci, 208 N.Y.S.2d 564 (N.Y. Sup. Ct. 1960). A physician who enters into an agreement with a patient to provide medical attention impliedly covenants to keep in confidence all disclosures made by the patient concerning the patient’s physical or mental condition as well as all matters discovered by the physician in the course of examination or treatment. This is also particularly and necessarily true of a psychiatric relationship. However, the court declined to comment on a psychiatrist’s right to publish case histories where the identities are fully concealed. Doe v. Roe, 400 N.Y.S.2d 668 (N.Y. Sup. Ct. 1977). A different court found a psychiatrist’s wrongful disclosure to a patient’s spouse of personal information learned during the course of treatment to be a breach of the fiduciary duty of confidentiality. MacDonald v. Clinger, 84 A.D.2d 482 (N.Y. App. Div. 1982). The courts have ruled that the appropriate cause of action for a breach of doctor-patient confidentiality is in tort law and not under malpractice, breach of contract, the common law breach of privacy, or prima facie tort. Fedell v. Wierzbieniec, 485 N.Y.S.2d 460 (N.Y. Sup. Ct. 1985).
II. STATUTORY LAW

A. Privacy Torts

•  Appropriation, Misdemeanor: New York has a statutory cause of action for commercial appropriation of another’s name or likeness. A person, firm or corporation that uses, for advertising purposes, or for the purposes of trade, the name, portrait or picture of any living person without having obtained the consent of such person, is guilty of a misdemeanor. N.Y. Civ. Rights Law § 50 (2009). The right of any living person to enjoin the use of his name, portrait or picture for advertising or trade purposes, unless written consent for such use has been first obtained, is absolute. Garden v. Parfumerie Rigaud, Inc., 271 N.Y.S. 187 (N.Y. Gen. Term 1933). This cause of action exists for non-commercial cases as well as commercial ones. Nader v. General Motors Corp., 292 N.Y.S.2d 514 (N.Y. Gen. Term 1968).
•  Appropriation, Civil Action: Any person whose name, portrait, picture or voice is used within this state for advertising purposes or for the purposes of trade may maintain an equitable action. A plaintiff may also sue and recover damages for any injuries sustained by reason of such use and if the defendant shall have knowingly used such person’s name, portrait, picture or voice in such manner as is forbidden or declared to be unlawful by section fifty of this article, the jury, in its discretion, may award exemplary damages. N.Y. Civ. Rights Law § 51 (2009).
B. Health Confidentiality Statutes


•  HIV/AIDS: The identity of any victim of a sex offense or of an offense involving the alleged transmission of the human immunodeficiency virus, shall be confidential. No report, paper, picture, photograph, court file or other documents, in the custody or possession of any public officer or employee, which identifies such a victim shall be made available for public inspection. No such public officer or employee shall disclose any portion of any police report, court file, or other document, which tends to identify such a victim except as provided in subdivision two of this section. N.Y. Civ. Rights Law § 50-b (2009). Employees or agents of the New York State Department of Civil Service are not to have access to confidential HIV related information maintained by the Department except as part of their official duties. Agents of the New York State Department of Civil Service may be authorized to have access to confidential HIV related information maintained by the Department only when reasonably necessary to perform the specific activities for which they have been designated as agents of the Department. N.Y. Civ. Serv. Law § 83.4 (2009). No person who obtains confidential HIV related information in the course of performing his or her duties as an employee or agent of the New York State Department of Civil Service may disclose such information. N.Y. Civ. Serv. Law § 83.5 (2009). A state, county or local health officer may disclose confidential HIV related information when disclosure is specifically authorized or required by federal or state law. N.Y. Pub. Health Law § 2782 (2009).
•  Insurance Records: No medical information exchange center facility shall release, transmit or otherwise communicate any medical information it may have. No such facility shall maintain information about HIV related test results pertaining to any individual unless such test results are included within a general code, which code is not designated solely for HIV related test results, and concerning which code no member of such facility may request from such facility details sufficient to determine whether the code was used to maintain information about HIV related test results. N.Y. Ins. Law § 321 (2009).
•  Alcohol and Substance Abuse Records: No person’s rights as a citizen of the United States or of the state of New York shall be forfeited or abridged because of such person’s participation in chemical dependence programs, treatment facilities or services. N.Y. Mental Hyg. Law § 22.03 (2009). Such information about patients or clients reported to the offices, including the identification of patients or clients, clinical records or clinical information tending to identify patients or clients, and records and information concerning persons under consideration for proceedings at office facilities, shall not be a public record and shall not be released by the offices or its facilities to any person or agency outside of the offices except as follows: (1) with the consent of the appropriate commissioner; and (2) to qualified researchers upon the approval of the institutional review board or other committee specially constituted for the approval of research projects at the facility, provided that the researcher shall in no event disclose information tending to identify a patient or client. N.Y. Mental Hyg. Law § 33.13 (2009).
•  Health Maintenance Organization: A health maintenance organization or its comprehensive health services plan shall not disclose any information which was acquired in the course of the rendering to a patient of professional services by a person authorized to practice medicine, registered professional nursing, licensed practical nursing, or dentistry, and which was necessary to acquire to enable such person to act in that capacity. The Commissioner of Health of the state of New York shall have access to patient-specific medical information, including encounter data, maintained by a health maintenance organization or other organization certified pursuant to this article for the purposes of quality assurance and oversight. The Commissioner of Health of the state of New York may only obtain enrollee information subject to the establishment of protocols that will ensure that such patient-specific information is not disclosed to third parties other than to entities serving as agents of the state for the purposes of quality assurance and oversight. N.Y. Pub. Health Law § 4410 (2009).

•  Utilization Review Records: Each utilization review agent shall have written procedures for assuring that patient-specific information obtained during the process of utilization review will be kept confidential in accordance with applicable state and federal laws; and not disclosed. Summary data shall not be considered confidential if it does not provide information to allow identification of individual patients. N.Y. Ins. Law § 4905 (2009).

•  Viatical Settlement Records: Viatical settlement companies and brokers licensed hereunder shall not disclose medical, financial or other personal information obtained from the viator to any other person or entity without the viator’s specific written consent. N.Y. Ins. Law § 7808 (2009).

•  Nursing Home Records: Every nursing home and facility providing health related service shall adopt and make public a statement of the rights and responsibilities of the patients who are receiving care in such facilities, and shall treat such patients in accordance with the provisions of such statement. Such statements of rights and responsibilities shall include the statement that every patient shall have the right to have privacy in treatment and in caring for personal needs, confidentiality in the treatment of personal and medical records. N.Y. Pub. Health Law § 2803-c (2009).

•  Hospital Records: Every hospital shall maintain, as public information available for public inspection under such conditions as the Commissioner shall prescribe, records containing copies of all inspection reports pertaining to the facility that have been filed with or issued by any governmental agency. Nothing contained in this section shall be construed or deemed to require the public disclosure of confidential medical, social, personal or financial records of any patient. The Commissioner shall adopt such regulations as may be necessary to preserve the confidentiality of medical, social, personal or financial records of patients. N.Y. Pub. Health Law § 2805-g (2009). Hospitals shall ensure the confidentiality of patient records. Original medical records, information from or copies of records shall be released only to hospital staff involved in treating the patient and individuals as permitted by Federal and State laws. N.Y. Comp. Codes R. Regs. tit. 10, § 405.10 (2010). 
•  Public Records: The committee on public access to records may promulgate guidelines regarding deletion of identifying details or withholding of records, otherwise classified as a public record, to prevent unwarranted invasions of personal privacy. In the absence of such guidelines, an agency may delete identifying details when it makes records available. An unwarranted invasion of personal privacy includes disclosure of employment, medical or credit histories or personal references of applicants for employment; or disclosure of items involving the medical or personal records of a client or patient in a medical facility. N.Y. Pub. Off. Law § 89 (2009). No agency may disclose any record or personal information unless such disclosure is to officers or employees of another agency if the record sought to be disclosed is necessary for the receiving agency to comply with the mandate of an executive order, but only if such records are to be used only for statistical research, evaluation, or reporting and are not used in making any determination about a data subject;  to a person who has provided the agency with advance written assurance that the record will be used solely for the purpose of statistical research or reporting, but only if it is to be transferred in a form that does not reveal the identity of any data subject. Nothing in this section shall require disclosure of: personal information which is otherwise prohibited by law from being disclosed, or  patient records concerning mental disability or medical records where such disclosure is not otherwise required by law. N.Y. Pub. Off. Law § 96 (2009).

•  Physician Professional Misconduct, Defined: The revealing of personally identifiable facts, data, or information obtained in a professional capacity by physicians, physician assistants, or specialist assistants, is professional misconduct. N.Y. Educ. Law § 6530 (2009).

•  Controlled Substances Records: No person who has knowledge by virtue of his office of the identity of a particular patient or research subject shall disclose such knowledge. N.Y. Pub. Health Law § 3371 (2009).

•  Patient Safety Center Records: The purpose of the center is to maximize patient safety, reduce medical errors, and improve the quality of health care by improving systems of data reporting, collection, analysis, and dissemination; and to improve public access to health care information not otherwise restricted. N.Y. Pub. Health Law § 2998 (2009). The Commissioner of Health of the state of New York shall enter into agreements with accrediting agencies pursuant to which the accrediting agencies shall report, at a minimum, aggregate data on adverse events for all office-based surgical practices accredited by the accrediting agencies to the Department of Health. The Department of Health of the state of New York may disclose reports of aggregate data to the public. The information required to be collected, maintained and reported directly to the Department pursuant to section two hundred thirty-d of this chapter shall be kept confidential and shall not be released. N.Y. CLS Pub Health § 2998-e (2009).

•  Penalties: If the identity of the victim of a sex offense is disclosed in violation of such section, any person injured by such disclosure may bring an action to recover damages suffered by reason of such wrongful disclosure. In any action brought under this section, the court may award reasonable attorney’s fees to a prevailing plaintiff. N.Y. Civ. Rights § 50-c (2009). A physician who is found violating patient confidentiality may face various penalties including a fine not to exceed $10,000 upon each specification of charges of which the respondent is determined to be guilty. N.Y. Pub. Health Law § 230-a (2009). Any person who shall disclose, or compel another person to disclose, or procure the disclosure of, confidential HIV related information in violation of section twenty-seven hundred eighty-two of this article; shall be subject to a civil penalty not to exceed five thousand dollars for each occurrence. Any person who willfully commits the act shall be guilty of a misdemeanor. N.Y. Pub. Health Law § 2783 (2009). A violation of the confidentiality of controlled substance records shall be punishable as provided in the penal law. N.Y. Pub. Health Law § 3396 (2009).

	North Carolina
	SUMMARY

North Carolina courts have only recognized the intrusion and appropriation torts. They have explicitly rejected the false light and disclosure privacy torts. Statutory law explicitly allows for numerous civil actions to be brought for the breach of the confidentiality of various medical information. These causes of action include insurance records, viatical settlement records, and the records of adult care residents.

I. COMMON LAW
A. Torts

•  General: North Carolina courts have rejected both the false light and disclosure invasion of privacy torts. Michael S. Raum, “Case Comment: Torts – Invasion of Privacy: North Dakota Declines to Recognize a Cause of Action for Invasion of Privacy,” 75 N. Dak. L. Rev. 155 (1999). Renwick v. News and Observer, 312 S.E. 2d 405 (N.C. 1984). Hall v. Post, 372 S.E.2d 711 (N.C. 1988). Renwick v. News & Observer Pub. Co., 312 S.E.2d 405 (N.C. 1984).
•  Intrusion: The tort of invasion of privacy by intrusion into seclusion has been recognized in North Carolina and is defined as the intentional intrusion, physically or otherwise, upon the solitude or seclusion of another or his private affairs or concerns, where the intrusion would be highly offensive to a reasonable person. The kinds of intrusions that have been recognized under this tort include physically invading a person’s home or other private place, eavesdropping by wiretapping or microphones, peering through windows, persistent telephoning, unauthorized prying into a bank account, and opening personal mail of another. Generally, there must be a physical or sensory intrusion or an unauthorized prying into confidential personal records to support a claim for invasion of privacy by intrusion. Keyzer v. Amerlink, Ltd., 618 S.E.2d 768 (N.C. Ct. App. 2005).
•  Appropriation: An invasion of privacy by the appropriation of a plaintiff’s photographic likeness for the defendant’s advantage as a part of an advertisement constitutes a tort giving rise to a claim for relief recognizable at law. Flake v. News Co., 195 S.E. 55 (1938).
II. STATUTORY LAW

A. Privacy Torts

•  Insurance Records: An insurance institution, agent, or insurance support organization that discloses personal or privileged information in violation of statutory law shall be liable for damages sustained by the individual to whom the information relates. No individual, however, shall be entitled to a monetary award that exceeds the actual damages sustained. N.C. Gen. Stat. § 58-39-105 (2009).
•  Viactical Settlement Records: Any plaintiff damaged by the disclosure of any personal or privileged information received in connection with an insurance transaction may bring a civil action against the defendant committing the violation in a court of competent jurisdiction. N.C. Gen. Stat. § 58-58-290 (2009).
•  Adult Care Home Residents: Adult care home residents shall have the right to institute a civil action for injunctive relief to enforce their privacy rights. The Department of Health and Human Services, a general guardian, or any person appointed ad litem pursuant to law, may institute an action pursuant to this section on behalf of the resident or residents. N.C. Gen. Stat. § 131D-28  (2009).

B. Health Confidentiality Statutes

• Electronic Medical Records: The legal rights and responsibilities of patients, health care providers, facilities, and governmental units shall apply to records created or maintained in electronic form to the same extent as those rights and responsibilities apply to medical records embodied in paper or other media. These include laws regarding confidentiality, access to, and disclosure of medical records. N.C. Gen. Stat. § 90-412  (2010). 
• Health Maintenance Organization Records: Any data or information pertaining to the diagnosis, treatment, or health of any enrollee or applicant obtained from such person or from any provider by any health maintenance organization shall be held in confidence and shall not be disclosed to any person. N.C. Gen. Stat. § 58-67-180 (2009).

•  Pharmaceutical Records: Written prescription orders on file in a pharmacy or other place where prescriptions are dispensed are not public records and any person having custody of or access to the prescription orders may only divulge the contents to researchers and surveyors who have approval from the North Carolina Board of Pharmacy. The North Carolina Board of Pharmacy shall issue this approval when it determines that there are adequate safeguards to protect the confidentiality of the information contained in the prescription orders and that the researchers or surveyors will not publicly disclose any information that identifies any person. N.C. Gen. Stat. § 90-85.36 (2009).

•  Peer Review Records: The proceedings, records, and produced materials of a peer review or quality assurance committee of a licensed mental health, developmental disability, or substance abuse facility are be confidential and not considered public records. N.C. Gen. Stat. § 122C-30 (2009).

•  Mental Health and Substance Records Inspections: The Secretary of the Department of Health and Human Services may review the medical records of any licensed mental health, developmental disability, or substance abuse facility. It is unlawful for the Secretary or an employee of the North Carolina Department of Health and Human Services to disclose confidential or privileged information. N.C. Gen. Stat. § 122C-25 (2009).

•  Client Rights of Mental Health, Substance Abuse Facilities: Confidential information acquired in attending or treating a client of a mental health, developmental disability, or substance abuse facility is not a public record. No individual having access to confidential information may disclose this information. Each client has the right to ensure that no confidential information acquired be disclosed by the facility. N.C. Gen. Stat. § 122C-52 (2009). However, the Secretary of the Department of Health and Human Services may require information that does not identify clients from state and area facilities for purposes of preparing statistical reports of activities and services and for planning and study. The Secretary of the Department of Health and Human Services may have access to confidential information from private or public agencies or agents for purposes of research and evaluation in the areas of mental health, developmental disabilities, and substance abuse. No confidential information shall be further disclosed. A facility may disclose confidential information to persons responsible for conducting general research or clinical, financial, or administrative audits if there is a justifiable documented need for this information. A person receiving the information may not directly or indirectly identify any client in any report of the research or audit or otherwise disclose client identity in any way. N.C. Gen. Stat. § 122C-56 (2009).
•  Reports of Death: A mental health, developmental disability, or substance abuse facility shall notify the Secretary immediately upon the death of any client of the facility that occurs within seven days of physical restraint or seclusion of the client, and shall notify the Secretary within three days of the death of any client of the facility resulting from violence, accident, suicide, or homicide. Various information in the reports shall be public records available for public review when reported by a state facility. N.C. Gen. Stat. § 122C-31 (2009).
•  Government Records, Generally: All records containing privileged patient medical information that is in the possession of the Department of Health and Human Services, the Department of Environment and Natural Resources, or local health departments shall be confidential and shall not be public records. N.C. Gen. Stat. § 130A-12 (2009). Medical records compiled and maintained by public health authorities in connection with the admission, treatment, and discharge of individual patients are not public records. Charges, accounts, credit histories, and other personal financial records compiled and maintained by public health authorities in connection with the admission, treatment, and discharge of individual patients are not public records. N.C. Gen. Stat. § 130A-45.8 (2009). The personnel files of employees or former employees and the files of applicants for employment maintained by a public health authority are not public records. N.C. Gen. Stat. § 130A-45.9 (2009). Prescription information submitted to the Department of Health and Human Services is privileged and confidential, and is not a public record. Such information shall not be disclosed or disseminated. However, the Department of Health and Human Services may provide data to public or private entities for statistical, research, or educational purposes only after removing information that could be used to identify individual patients who received prescription medications from dispensers. N.C. Gen. Stat. § 90-113.74 (2009).
•  State Center for Health Statistics: Medical records of individual patients shall be confidential and shall not be public records open for public inspection. The State Center for Health Statistics may disclose medical records of individual patients which identify the individual described in the record only if the disclosure is for bona fide research purposes. N.C. Gen. Stat. § 130A-374 (2009).
•  State Insurance Records: All patient medical records in the possession of the Department of Insurance of North Carolina are confidential and are not public records. These records include personal information that relate to an individual’s physical or mental condition, medical history, or medical treatment, and that has been obtained from the individual patient, a health care provider, or from the patient’s spouse, parent, or legal guardian. N.C. Gen. Stat. § 58-2-105 (2009).
•  Insurance Records: An insurance institution, agent, or insurance-support organization shall not disclose any personal or privileged information about an individual collected or received in connection with an insurance transaction unless the disclosure is otherwise permitted or required by law; or made for the purpose of conducting actuarial or research studies. Such studies may not identify any individual in any actuarial or research report, and materials allowing the individual to be identified are returned or destroyed as soon as they are no longer needed. Additionally, studies may not make further disclosure of the data. N.C. Gen. Stat. § 58-39-75 (2009).
•  HIV/AIDS Records:  All information and records, whether publicly or privately maintained, that identify a person who has AIDS virus infection or who has or may have a disease or condition required to be reported pursuant to the provisions of this Article shall be strictly confidential. This information shall not be released or made public. However, release can be made of specific medical or epidemiological information for statistical purposes in a way that no person can be identified. Data may also be released by the Department of Health and Human Services for bona fide research purposes. N.C. Gen. Stat. § 130A-143 (2009).
•  Adult Care Home Resident’s Bill of Rights: Every resident shall have full recognition of his or her individuality and right to privacy. Residents also have the right to have their personal and medical records kept confidential and not disclosed. N.C. Gen. Stat. § 131D-21 (2009).

•  Viactical Settlement Records: A provider, broker, insurance company, insurance producer, information bureau, rating agency or company, or any other person with actual knowledge of an insured’s identity, shall not disclose the identity of the insured, or the financial or medical information of the insured, to any other person. N.C. Gen. Stat. § 58-58-225 (2009).

•  Health Care Facilities: Medical records compiled and maintained by health care facilities in connection with the admission, treatment, and discharge of individual patients are not public records. Charges, accounts, credit histories, and other personal financial records compiled and maintained by health care facilities in connection with the admission, treatment, and discharge of individual patients are not public records. N.C. Gen. Stat. § 131E-97 (2009).

•  Home Care Client Rights: Each client of a home care agency shall have the right to be treated with respect, consideration, dignity, and full recognition of his or her individuality and right to privacy. Clients also have the right to have their personal and medical records kept confidential and not be disclosed. N.C. Gen. Stat. § 131E-144.3 (2009).

•  Statewide Data Processor: Patient data furnished to and maintained by a statewide data processor is not public information. However, compilations of patient data, prepared for release or dissemination by the State, are public records. N.C. Gen. Stat. § 131E-214.3 (2009). The statewide data processor shall  analyze the patient data; compile reports from the patient data and make the reports available upon request to interested persons at a reasonable charge determined by the data processor. N.C. Gen. Stat. § 131E-214.4 (2009).

•  Pharmaceutical Records: Written prescription orders on file in a pharmacy or other place where prescriptions are dispensed are not public records and any person having custody of or access to the prescription orders may divulge the contents or provide a copy only to researchers and surveyors who have approval from the North Carolina Medical Board. N.C. Gen. Stat. § 90-85.36 (2009).

•  Penalties: Any person who violates the confidential medical records maintained by a health maintenance organization shall be guilty of a Class 1 misdemeanor. N.C. Gen. Stat. § 58-67-165 (2009). It shall be unlawful to violate the confidentiality of pharmaceutical records, and it is a Class 1 misdemeanor. N.C. Gen. Stat. § 90-85.40 (2009). Violation of this subsection is a Class 3 misdemeanor punishable only by a fine, not to exceed $ 500. Certain unauthorized disclosure of mental health or substance abuse information obtained by the North Carolina Department of Health and Human Services is a Class 3 misdemeanor punishable only by a fine, not to exceed $500. N.C. Gen. Stat. § 122C-25 (2009). If the person who unlawfully possesses public records shall, without just cause, refuse or neglect for 10 days after a request made in writing by any citizen of the State to deliver such records to their lawful custodian, he shall be guilty of a Class 1 misdemeanor. N.C. Gen. Stat. § 132-5 (2009). Disclosure of confidential mental health, developmental disability, or substance abuse information to someone not authorized to receive the information is a Class 3 misdemeanor and is punishable only by a fine, not to exceed $500. N.C. Gen. Stat. § 122C-52 (2009).

	North Dakota
	SUMMARY

Slander and the protection of personal rights have been codified by North Dakota Statutes. Public health authorities can disclose health information, in a manner that protects patient identity, for Sentinel System activities. University health care providers may also disclose medical information. The Sentinel System may also use vital statistical data. If the System is approved by institutional review boards, it may obtain insurance data as well. Courts have so far declined to recognize that an action for invasion of privacy exists. However, medical professionals and hospitals can be held liable for breaching a fiduciary duty of confidentiality. An individual’s interest in protecting their privacy is recognized under the state constitution.

Areas of concern include: (1) Bloodborne pathogen test results. N.D. Cent. Code, § 23-07.5-02 (2009).

I. COMMON LAW
A. Torts

•  General: While there are few specific North Dakota cases about this issue, courts have acknowledged that judges in other jurisdictions have generally recognized a patient’s right to recover damages from a physician for the unauthorized disclosure of medical information about the patient. Ballensky v. Flattum-Riemers, 716 N.W.2d 110 (N.D. 2006). Courts in other jurisdictions have generally recognized a patient’s right to recover damages from a physician for unauthorized disclosure of medical information as an invasion of privacy, a breach of the physician-patient confidential relationship, a violation of statute, or a breach of the fiduciary relationship between a physician and a patient. Tehven v. Job Serv., 488 N.W.2d 48 (N.D. 1992). The Supreme Court of North Dakota has so far declined to recognize a tort action for invasion of privacy. Hougum v. Valley Mem. Homes, 574 N.D.2d 812 (N.D. 1998).
•  Fiduciary Duties: A fiduciary relationship is “something approximating business agency, professional relationship, or family tie impelling or inducing the trusting party to relax the care and vigilance . . . ordinarily exercised.” A fiduciary relationship develops when someone is under a duty to act for, or to give advice to, another person upon matters within the scope of the relationship. However, a fiduciary relationship ordinarily does not exist when business persons deal at arm’s length. For a fiduciary relationship, the superior party must have a duty to act in the dependent party’s best interest. Whether a fiduciary relationship exists is generally a question of fact. In re Estate of Lutz, 1997 ND 82, 563 N.W.2d 90 (N,D, 1997)
•  Physician Fiduciary Duty: Doctors have a fiduciary duty of confidentiality towards their patients, which extends to hospital records. Tehven v. Job Serv. N.D., 488 N.W.2d 48 (N.D. 1992).

•  Hospital Fiduciary Duty: Hospitals can be held liable for a breach of confidentiality through their employees. Tehven v. Job Serv. N.D., 488 N.W.2d 48 (N.D. 1992).

II. STATUTORY LAW

A. Privacy Torts

•  Personal Rights: Every person has the right of protection from personal insult, from defamation, and from injury to the person’s personal relations. N.D. Cent. Code, § 14-02-01 (2009). Any undesired publication of a person’s medical information infringes upon that individual’s reputation and respect.
•  Civil Slander: Imputing to a person the presence of an infection, contagion, or loathsome disease is slander. N.D. Cent. Code, § 14-02-04 (2009).
B. Health Confidentiality Statutes


•  General: Public health authorities may disclose protected health information for use in a biomedical research project approved by an institutional review board or a privacy board. Public health authorities may also disclose protected health information in a manner that protects the identity of the patient through coding and if the information is disclosed for use in an epidemiological or statistical study, such as the Sentinel System. N.D. Cent. Code, § 23-01.3-02 (2009). A health care provider, public health authority, law enforcement official, school or university, or the agent of any such individual or entity, may disclose protected health information concerning an individual to a public health authority if: (1) there is a specific nexus between the individual’s identity and a threat of a specific disease, death, or injury to any individual or to the public health and (2) the individual’s identity would allow that public health authority to prevent or significantly reduce the possibility of disease, injury, or death to any individual or the public health. There will be no liability for such disclosures if they are made pursuant to a good-faith belief and credible representation made by the authority that the information is required to protect the public health from a threat of a specific disease, injury, or death. There is also no liability for failure to disclosure such information. The disclosure must be limited to the minimum amount necessary. The information received must only be used or disclosed to achieve the purposes of this section. N.D. Cent. Code, § 23-01.3-04 (2009). Sentinel System queries probably would not meet the “specific nexus” requirement. A state health officer may disclose confidential information or protected health information to the public if the state health officer determines that disclosure of the information is required to prevent the spread of disease or identify the cause or source of disease. N.D. Cent. Code, § 23-01.3-07 (2009). While the Sentinel System’s use of medical information may not qualify for this specific disclosure, the System could use any such public disclosures as a source of medical information. Information other than reports relating to vital statistics received by the state department of health, through inspection or as otherwise authorized under this chapter, are confidential and may not be disclosed publicly. N.D. Cent. Code, § 23-16-09 (2009). The Sentinel System may use vital statistics reports as data sources. No agent of the state Department of Health, the state fire marshal, or the Department of Human Services may disclose the contents of the records of a maternity home except to health oversight agencies for oversight activities authorized by law. N.D. Cent. Code, § 50-19-10 (2009). The Sentinel System would probably qualify for this disclosure, as an oversight activity authorized by federal law. Institutions providing maternity care may not disclose the contents of case records. N.D. Cent. Code § 23-16-09 (2001).
•  Vital Health Statistics: Data or copies of health statistical data maintained by the Office of Statistical Services may be furnished for statistical purposes to federal or other public or private agencies. A certified copy may not disclose an individual’s social security number unless the copy is being provided to the individual to whom it pertains, a relative or authorized representative, or by order of a court of competent jurisdiction. N.D. Cent. Code, § 23-02.1-28 (2009).
•  HIV/AIDS: Judicial hearings related to the HIV status of an individual and that individual’s danger to public health are closed, and related documents are confidential. N.D. Cent. Code, § 23-07.4-03 (2009). Physician reports about HIV-positive individuals received by the state department of health may disclose medical or epidemiological information for statistical purposes and in a manner such that no individual can be identified. N.D. Cent. Code, § 23-07-02.2 (2009).
•  Bloodborne Pathogens: The results of a test for bloodborne pathogens are subject to heightened confidentiality standards. The test results may not be disclosed without the test subject’s authorization, except to the exposed individual, the individual’s health care provider, and any other person as authorized by law. If the exposed individual knows the identity of the test subject, the exposed individual may not disclose the identity of the test subject except for the purpose of having the test performed. A record of this test’s results may be kept in the exposed individual’s medical record only if the record does not reveal the original test subject’s identity. Each exposed individual who had an exposure, and to whom the test results are disclosed, must first be given a document indicating the exposed individual may not disclose the test subject’s identity. Disclosing this information constitutes a class C felony. N.D. Cent. Code, § 23-07.5-02 (2009).
•  Insurance: An insurance company may not disclose a customer’s nonpublic personal information to a third party, as it contradicts to the provisions of title V of the Gramm-Leach-Bliley Act. Pub. L. 106-102; 113 Stat. 1436. The Insurance Commissioner may also create rules to prohibit the disclosure of nonpublic personal health and financial information concerning an individual, unless an authorization is obtained from the individual whose nonpublic personal health and financial information is sought to be disclosed. Violation of this section does not create a private right of action. N.D. Cent. Code, § 26.1-02-27 (2009). The Commissioner shall maintain, as confidential, any confidential documents or information received from the National Association of Insurance Commissioners’ government officials. The information may not be disclosed by the Department of Insurance, and is not considered public record available for public examination. The Commissioner may share information that is confidential with federal regulatory officials providing that the officials are required, under law, to maintain its confidentiality. N.D. Cent. Code, § 26.1-03-11.3 (2009). The FDA may qualify as a federal regulatory official that is required to maintain the confidentiality of the information. Any data or information pertaining to the diagnosis, treatment, or health of any enrollee or applicant obtained from the person or from any provider by any health maintenance organization must be held in confidence and may not be disclosed to any person. N.D. Cent. Code, § 26.1-18.1-23 (2009) Any information pertaining to the diagnosis, treatment, or health of any enrollee received by a prepaid limited health service insurance organization must be held in confidence and may not be disclosed to any person. N.D. Cent. Code, § 26.1-17.1-24 (2009). An insurance company must assure that it will maintain confidentiality of medical information under its insurance policies contracts. An insurer shall adopt and maintain procedures to ensure that all identifiable information maintained by the insurer regarding the health, diagnosis, and treatment of persons covered under a policy or contract is adequately protected and remains confidential in compliance with all laws, regulations, and professional ethical standards. Data or information pertaining to the health, diagnosis, or treatment of a person covered under a policy or contract, or a prospective insured, obtained by an insurer from that person or from a health care provider, is confidential and may not be disclosed to any person except if the data or information does not identify either the covered person or prospective insured or the health care provider. In these cases, the data may be disclosed upon request for use for statistical purposes or research. This section does not apply to data or information disclosed by an insurer as part of a biomedical research project approved by an institutional review board established under federal law. N.D. Cent. Code, § 26.1-36-12.4 (2009). Insurer medical information for the Sentinel System can be obtained with permission from an institutional review board. Such information can also be obtained from the insurance companies if identification information is removed from the data.
•  Research Studies: All information procured by the State Department of Health in connection with studies for the purpose of reducing morbidity or mortality is confidential and must be used solely for the purposes of medical or scientific research. Such information may not be exhibited nor its contents disclosed in any way except as may be necessary for the purpose of furthering the research project to which it relates. N.D. Cent. Code, § 23-01-15 (2009).
•  Substance Abuse: Addiction counselors’ patient information is privileged and confidential. N.D. Cent. Code, § 31-01-06.4 (2009). Courts have recognized that this privilege is similar to doctor-patient privileges. Heartview Found v. Glaser, 361 N.W.2d 232 (N.D. 1985).
•  Physical Therapists: Information relating to the physical therapist-patient relationship is confidential and may not be communicated to a third party. N.D. Cent. Code, § 43-26.1-12 (2009).
•  College Student Health Services: Any patient record of a patient at a state college or university student health service, University of North Dakota medical center or family practice center, or other university system medical center or clinic is confidential. N.D. Cent. Code, § 44-04-18.16 (2009).
•  Public Employees: The medical records and related data of state employees and related individuals obtained as the result of enrollment in the uniform group insurance program, are the property of the public employees retirement system. The records and data are confidential and are not public records. N.D. Cent. Code, § 54-52.1-12 (2009). Any records and information pertaining to a public employee’s medical and dependent care reimbursement under the pretax benefits program are confidential and are not public records subject to public review. N.D. Cent. Code, § 54-52.3-05 (2009).
•  Disabilities: All information relating to an individual with a disability, including individually identifiable health information, that is in the possession of any advocate, is confidential and is not subject to disclosure, except to a health oversight agency, or, at the discretion of the Committee on Protection and Advocacy, to any other legally constituted agency serving the interests of an individual with a disability for any other purpose authorized by federal law. N.D. Cent. Code, § 25-01.3-10 (2009). The Sentinel System may qualify as a program serving the interests of disabled individuals, since the System also evaluates medical products that affect such persons.
•  Penalties: A person who knowingly discloses protected health information possessed by a public health authority is guilty of a class A misdemeanor. N.D. Cent. Code, § 23-01.3-09 (2009). A person who permits or allows the unauthorized disclosure of reports or complaints obtained by the Committee on Protection and Advocacy is guilty of an infraction. N.D. Cent. Code, § 25-01.3-12 (2009). Any person violating the physical therapist-patient confidentiality is guilty of a class B misdemeanor. Such violations may also result in disciplinary actions by the Board of Physical Therapy, or suspension or revocation of a physical therapist’s license. N.D. Cent. Code, § 43-26.1-17 (2009). An individual who knowingly violates section 23-07.5-06 of the North Dakota Century Code is liable to the subject of the test for actual damages and costs plus exemplary damages. A conviction for violation of this chapter is not a condition precedent to bringing an action under this section. N.D. Cent. Code, § 23-07.5-07 (2009). A person who knowingly discloses the results of a blood test in violation of this chapter is guilty of a class C felony, if the offense is committed with intent to disclose the identity of the individual who was tested. N.D. Cent. Code, § 23-07.5-08 (2009). A physician’s willful or negligent violation of the confidentiality between physician and patient may result in disciplinary actions. N.D. Cent. Code, § 43-17-31 (2009).
III. CONSTITUTIONAL LAW
•  Article 1, Section 1: “All individuals… have certain inalienable rights… enjoying and defending life and liberty; acquiring, possessing and protecting property and reputation; pursuing and obtaining safety and happiness…” N.D. Const. art. I, § 1 (2009). An individual’s interest in their reputation has been well recognized by the courts. Commission on Medical Competency v. Racek, 527 N.W.2d 262 (N.D. 1995).

	Ohio
	SUMMARY

Ohio courts have adopted the Restatement approach to the invasion of privacy torts. Courts have also allowed recovery for breach of medical confidences under negligence tort and contract law.

I. COMMON LAW
A. Torts

•  Generally: State courts have adopted the Restatement approach to the invasion of privacy torts. The right of privacy is the right of a person to be let alone, to be free from unwarranted publicity, and to live without unwarranted interference by the public in matters with which the public is not necessarily concerned. Sustin v. Fee, 431 N.E.2d 992 (Ohio 1982). A cause of action for invasion of privacy is personal to the individual whose privacy is allegedly invaded, and lapses with his or her death. Kutnick v. Fischer, 2004 Ohio 5378 (Ohio Ct. App. 2004). It is abundantly clear that one who induces such misconduct must also answer for it. It is axiomatic that the physician-patient relationship is a fiduciary one. The policy of the law is to promote a full and free disclosure of all information by a patient to his treating physician; this information entrusted to the doctor creates a fiduciary responsibility in regard to that information. Those confidences in the trust of a physician are entitled to the same consideration as a res in the control of a trustee, and the activities of a doctor in regard to those confidences must be subjected to the same close scrutiny as the activities of a trustee in supervising a res. Hammonds v. Aetna Casualty & Surety Co., 237 F. Supp. 96 (N.D. Ohio 1965).

•  Unwarranted Appropriation or Exploitation of One's Personality: “An actionable invasion of the right of privacy is the unwarranted appropriation or exploitation of one's personality, the publicizing of one's private affairs with which the public has no legitimate concern, or the wrongful intrusion into one's private activities in such a manner as to outrage or cause mental suffering, shame or humiliation to a person of ordinary sensibilities.” Zacchini v. Scripps-Howard Broadcasting Co., 351 N.E.2d 454 (Ohio 1976).

•  Publicizing of One's Private Affairs With Which the Public has No Legitimate Concern: The following five elements must be proved to establish a claim for invasion of privacy by publication of private facts: (1) the disclosure was public in nature; (2) the facts disclosed concerned an individual's private life, not his public life; (3) the matter publicized would be highly offensive and objectionable to a reasonable person of ordinary sensibilities; (4) the publication was made intentionally, not negligently, and (5) the matter publicized was not of legitimate concern to the public. Killilea v. Sears, Roebuck & Co., 499 N.E.2d 1291  (Ohio Ct. App. 1985).

•  Intrusion Into Another’s Seclusion: Intrusion into another’s seclusion gives rise to a cause of action when committed in such a manner as to outrage or cause mental suffering, shame or humiliation to a person of ordinary sensibilities. Courts have employed a two-step analysis: (1) did the appellee undertake the surveillance from bad faith or with a corrupt motive and if so (2) was the appellee's surveillance of the appellants highly offensive to a reasonable person? Sustin v. Fee, 431 N.E.2d 992 (Ohio 1982). An actor is subject to liability for intrusion upon seclusion “only when he has intruded into a private place, or has otherwise invaded a private seclusion that the plaintiff has thrown about his person or affairs.” York v. Gen. Elec. Co., 759 N.E.2d 865 (Ohio Ct. App. . 2001). Thus, the intrusion tort is “akin to trespass in that it involves intrusion or prying into the plaintiff's private affairs.” Haefka v. W.W. Extended Care, 2001 WL 1509200 (Ohio Ct. App. 2001).

•  False Light: The Restatement stance has been adopted. First, the statement made must be untrue. Second, the information must be "publicized," which is different from "published." Third, the misrepresentation made must be serious enough to be highly offensive to a reasonable person. A person who gives publicity to a matter concerning another that places the other before the public in a false light is subject to liability to the other for invasion of his privacy if (a) the false light in which the other was placed would be highly offensive to a reasonable person, and (b) the actor had knowledge of or acted in reckless disregard as to the falsity of the publicized matter and the false light in which the other would be placed. Welling v. Weinfeld, 866 N.E.2d 1051 (Ohio 2007). 
•  Negligence: State courts have recognized an invasion of privacy cause of action founded in negligence torts. Improper disclosure of medical confidences can sound in negligence. Prince v. St. Francis-St. George Hospital, Inc., 484 N.E.2d 265 (Ohio Ct. App. 1985).
•  Breach of Confidence: Ohio law recognizes a cause of action for a doctor's unauthorized disclosure of such privileged communications. Courts have characterized an action for a doctor's unauthorized divulgence of confidences as sounding in tort based on the invasion of the privacy of his patient. "The unauthorized revelation of medical secrets, or any confidential communication given in the course of treatment, is tortious conduct which may be the basis for an action in damages." In determining that "a doctor may be legally culpable for an intentional, unauthorized divulgence of confidences," the court noted that patients repose considerable trust in a doctor's skill and discretion such that "the expectation of confidentiality which results therefrom imposes . . . fiduciary obligations upon the doctor." Id. The court also found that a third party who induces a doctor to divulge patient confidences in derogation of his duty of secrecy is also subject to liability for damages to the patient. In order to be entitled to the privilege of preventing a physician's testimony, a patient must voluntarily seek consultation with the physician. Courts have found that where a patient’s identity is not disclosed, there is less support for a cause of action. "We recognize that the right of privacy and the duty of secrecy are limited by considerations of public policy. We do not recognize an absolute privilege." For instance, protection of national security can be an exception to the privilege. Howes v. United States, 887 F.2d 729 (6th Cir. Ohio 1989).
B. Contract Law

•  Doctor Disclosure of Privileged Communications: The implied condition of a doctor-patient relationship is that the doctor will not release any confidential information derived from the doctor-patient relationship without the patient's permission. When a doctor violates his duty of confidentiality, “he is in violation of part of his obligations under the contract.” In order to be entitled to the confidentiality, a patient must have voluntarily sought the doctor consultation that began the doctor-patient relationship. Courts have found that where a patient’s identity is not disclosed, there is less support for a cause of action. “We recognize that the right of privacy and the duty of secrecy are limited by considerations of public policy. We do not recognize an absolute privilege.” For instance, protection of national security can be an exception to the privilege. Howes v. United States, 887 F.2d 729 (6th Cir. Ohio 1989).

II. STATUTORY LAW

A. Privacy Torts

•  Unlawful Disclosure of Quality Assurance or Utilization Committee Records: A right of action similar to that which a patient may have against an attending physician for misuse of information, data, reports, or records arising out of the physician-patient relationship, shall accrue against a member of a quality assurance committee or utilization committee for misuse of any information, data, reports, or records furnished to the committee by an attending physician. Ohio Rev. Code Ann. § 2305.24 (West 2010). 
B. Health Confidentiality Statutes

•  HIV Information: Information from reports of AIDS cases submitted to the Department of Health is confidential if it includes patient identifiers. Information that does not identify an individual may be released in summary, statistical, or aggregate form. Ohio Rev. Code Ann. § 3701.24 (2009). The Director of Health shall administer funds received under Title XXVI of the Public Health Services Act for programs to improve the quality and availability of care for individuals with AIDS, AIDS-related conditions, and HIV infections. In administering these funds, the Director may enter into contracts with any person or entity for the purpose of administering the programs. Ohio Rev. Code Ann. § 3701.241 (2009). No person or agency of state or local government that acquires the information while providing any health care service or while in the employ of a health care facility or health care provider shall disclose or compel another to disclose any of the following: (1) the identity of any individual on whom an HIV test is performed; (2) the results of an HIV test in a form that identifies the individual tested; (3) the identity of any individual diagnosed as having AIDS or an AIDS-related condition; (4) the results of an HIV test or the identity of an individual on whom an HIV test is performed on or who is diagnosed as having AIDS or an AIDS-related condition may be disclosed only to health care facility staff committees; or accreditation or oversight review organizations conducting program monitoring, program evaluation, or service reviews. Ohio Rev. Code Ann. § 3701.243 (2009).

•  Pharmaceutical Records: Prescriptions, orders, and records, as required by Chapter 3719 of the Revised Code, and stocks of dangerous drugs and controlled substances, shall be open for inspection only to federal, state, county, and municipal officers, and employees of the State Board of Pharmacy whose duty it is to enforce the laws of this state or of the United States relating to controlled substances. Such prescriptions, orders, records, and stocks shall be open for inspection by employees of the State Medical Board for purposes of enforcing Chapters 4730 and 4731 of the Revised Code and employees of the Board of Nursing for purposes of enforcing Chapter 4723 of the Revised Code. No person having knowledge of any such prescription, order, or record shall divulge such knowledge, except in connection with a prosecution or proceeding in court or before a licensing or registration board or officer, to which prosecution or proceeding the person to whom such prescriptions, orders, or records relate is a party. Ohio Rev. Code Ann. § 3719.13  (2010). Persons required to keep files or records of controlled substances shall make such files or records available to an officer or employee designated by the State Board of Pharmacy for inspection and copying. No person shall fail to make such files or records available or to accord an opportunity to check their correctness. Ohio Rev. Code Ann. § 3719.27 (2010). The State Board of Pharmacy may establish and maintain a drug database to monitor the misuse and diversion of controlled substances. Ohio Rev. Code Ann. § 4729.75 (2010). Information contained in the database and any information obtained from it is not a public record. Information contained in the records of requests for information from the database is not a public record. Information that does not identify a person may be released in summary, statistical, or aggregate form. Ohio Rev. Code Ann. § 4729.79 (2010).

•  Public Record Exemptions: Records of nonprofit organizations receiving governmental funds, any information directly or indirectly identifying a present or former individual patient or client or his diagnosis, prognosis, or medical treatment, treatment for a mental or emotional disorder, treatment for mental retardation or a developmental disability, treatment for drug abuse or alcoholism, or counseling for personal or social problems, is not a public record. Ohio Rev. Code Ann. § 149.431 (2010).

•  Information Furnished to Quality Assurance or Utilization Committees: Any information, data, reports, or records made available to a quality assurance committee or utilization committee of a hospital or long-term care facility or of any not-for-profit health care corporation that is a member of the hospital or long-term care facility or of which the hospital or long-term care facility is a member, are confidential and shall be used by the committee and the committee members only in the exercise of the proper functions of the committee. Any information, data, reports, or records made available to a utilization committee of a state or local medical society composed of doctors of medicine or doctors of osteopathic medicine, are confidential and shall be used by the committee and the committee members only in the exercise of the proper functions of the committee. Any information, data, reports, or records made available to a quality assurance committee of the Bureau of Workers' Compensation or the Industrial Commission that is responsible for reviewing the professional qualifications and the performance of providers conducting medical examinations or file reviews for the Bureau or the Commission, are confidential and shall be use by the committee and the committee members only in the exercise of the proper functions of the committee. Ohio Rev. Code Ann. § 2305.24 (2010).

•  Physicians: The State Medical Board, by an affirmative vote of not fewer than six members, shall, to the extent permitted by law, limit, revoke, or suspend a physician’s certificate to practice, refuse to register an individual, refuse to reinstate a certificate, or reprimand or place on probation the holder of a certificate for willfully betraying a professional confidence. Ohio Rev. Code Ann. § 4731.22 (2010).

•  Mental Health Records: A patient hospitalized or committed pursuant to this chapter have the right, at all times, to be treated with consideration and respect for his privacy and dignity, and the right to reasonable privacy, including both periods of privacy and places of privacy. Ohio Rev. Code Ann. § 5122.29 (2010). All certificates, applications, records, and reports directly or indirectly identifying a patient or former patient or person whose hospitalization has been sought under this chapter, shall be kept confidential and shall not be disclosed by any person. Ohio Rev. Code Ann. § 5122.31 (2010). Mental health quality assurance records are confidential and are not public records and shall be used only in the course of the proper functions of a quality assurance program. No person who possesses or has access to quality assurance records and who knows that the records are quality assurance records, shall willfully disclose the contents of the records to any person or entity. Ohio Rev. Code Ann. § 5122.32 (2010).

•  Nursing Homes: Nursing home residents have the right to confidential treatment of medical records, and the right to approve or refuse the release of these records to any individual outside the home, except as required by law or rule. Residents also have the right to privacy during medical examination or treatment and in the care of personal or bodily needs. Ohio Rev. Code Ann. 3721.13 (2010)
•  Penalties: A person who violates the confidentiality of mental health quality assurance committee records shall be fined not more than $2500on a first offense and not more than $20,000 on a subsequent offense. Ohio Rev. Code Ann. § 5122.99 (2010).

	Oklahoma
	SUMMARY

The state legislature has codified all four parts of the Restatement approach to the invasion of privacy torts.

Areas of concern include: (1) Mental health and substance abuse records. Okla. Stat. tit. 43A, § 1-109 (2010).

I. COMMON LAW
A. Torts

•  General: The Restatement stance towards invasion of privacy torts has been adopted. McCormack v. Oklahoma Publ. Co., 613 P.2d 737 (Okla. 1980).

• Intrusion Upon Plaintiff’s Physical Solitude or Seclusion: A claim for invasion of privacy protects against unreasonable interferences with an individual’s solitude. The elements of an intrusion upon seclusion cause of action are: (1) the intrusion was highly offensive to a reasonable person, (2) contained private facts about Parishioner's life, (3) was a public disclosure of private facts and (4) was not of legitimate concern to the public. Guinn v. Church of Christ of Collinsville, 775 P.2d 766 (Okla. 1989). 

•  Appropriation of the Other's Name or Likeness: While this cause of action has been acknowledged by state courts, it has been applied in few cases. McCormack v. Oklahoma Publ. Co., 613 P.2d 737 (Okla. 1980).

•  Unreasonable Publicity Given to the Other's Private Life: A valid cause of action only exists where a disclosure was public and the facts disclosed by a defendant were private and not of legitimate public concern. Additionally, the disclosure must be one which would be offensive to a reasonable person. It is not necessary that the statements be untrue. McCormack v. Oklahoma Publ. Co., 613 P.2d 737 (Okla. 1980). 


•  Publicity that Unreasonably Places the Other in a False Light Before the Public: A valid cause of action does not necessarily involve the publicity of truthful statements. Relaying a false impression to the public is also actionable. Cases relying on publicly putting the plaintiff in a false light in the public eye, go beyond the narrow limits of libel and slander and may afford a needed remedy not covered by defamation. There is no liability for giving publicity to facts about the plaintiff's life which are matters of public record. Being in the public spotlight also might exempt one from action, thus where one is a public personage, an actual participant in a public event, or where some newsworthy incident affecting him is taking or has taken place, the right of privacy is not absolute. However, the fact that a person is a public character or legitimate subject of news comment does not justify misleading publicity or misrepresentation. Generally, once a person's activities become a matter of public interest, he usually cannot revert to a private status. McCormack v. Oklahoma Publ. Co., 613 P.2d 737 (Okla. 1980).

II. STATUTORY LAW

A. Privacy Torts

•  General: “Any person who suffers detriment from the unlawful act or omission of another, may recover from the person in fault a compensation therefore in money, which is called damages.” Okla. Stat. tit. 23, § 3 (2009). This statute has been used to develop the invasion of privacy torts in common law. McCormack v. Oklahoma Publ. Co., 613 P.2d 737 (Okla. 1980).

•  Use of Name or Picture for Advertising Without Consent: Any person, firm or corporation that uses for the purpose of advertising for the sale of any goods, wares or merchandise, or for the solicitation of patronage by any business enterprise, the name, portrait or picture of any person, without having obtained, prior or subsequent to such use, the consent of such person, or, if such person is a minor, the consent of a parent or guardian, and, if such person is deceased, without the consent of the surviving spouse, personal representatives, or that of a majority of the deceased's adult heirs, is guilty of a misdemeanor. Okla. Stat. tit. 21, § 839.1 (2009).

B. Health Confidentiality Statutes

•  HIV Information: All information and records which identify any person who has participated in a public health investigation or who may have any communicable or noncommunicable disease which is required to be reported pursuant to Sections 1-501 through 1-532.1 of this title, or information and records of any disease which are held or maintained by any state agency, health care provider or facility, physician, health professional, laboratory, clinic, blood bank, funeral director, third party payor, or any other agency, person, or organization in the state, shall be confidential. Any information authorized to be released pursuant to paragraphs 1 through 8 of this subsection shall be released in such a way that no person can be identified unless otherwise provided for in such paragraph or by law. Such information shall not be released except where release is made of specific medical or epidemiological information for statistical purposes in such a way that no person can be identified. Okla. Stat. tit. 63, § 1-502.2 (2009).

•  Mental Health and Substance Abuse Records: All mental health and drug or alcohol abuse treatment information, whether or not recorded, and all communications between a physician or psychotherapist and a consumer, are both privileged and confidential. In addition, the identity of all persons who have received or are receiving mental health or drug or alcohol abuse treatment services shall be considered confidential and privileged. Authorization to disclose data in not required for the following, but the disclosure must only contain the minimum amount of information necessary: 1) a review preparatory to research; 2) research on decedents’ information; 3) research conducted when a waiver of authorization has been approved by either an institutional review board or privacy board; or (4) communications necessary for audit and evaluation activities. Such disclosure may not identify the person directly or indirectly as a person with a substance abuse disorder. Disclosure may be required by law when failure to disclose the information presents a serious threat to the health and safety of a person or the public; provided, however, that such disclosure may not identify the person directly or indirectly as a person with a substance abuse disorder. Okla. Stat. tit. 43A, § 1-109 (2010).

•  Pharmaceutical Records: Patient records maintained by pharmacies are privileged and may be released only to the patient or to persons designated by the patient; to those practitioners and other pharmacists where, in the pharmacist's professional judgment, such release is necessary to protect the patient's health and well being; and to such other persons or governmental agencies authorized by law to receive such confidential information. Okla. Admin. Code § 535:15-3-14 (2010). The health and safety of patrons will be a pharmacist's first consideration and the nature of their problems or ailments or any confidence entrusted to him in his professional capacity will not be divulged except in response to legal requirements or in the best interest of the patron. Okla. Admin. Code § 535:10-3-1.1 (2010). It is unprofessional conduct for a pharmacist to violate patient confidentiality. Okla. Admin. Code § 535:10-3-1.2 (2010).

•  Dentists: The following acts or occurrences by a dentist shall constitute grounds for which the penalties specified in Section 328.44a of this title may be imposed by order of the Board of Dentistry: willfully disclosing confidential information. Okla. Stat. tit, 59, § 328.32 (2010).

•  Social Workers: No person licensed under the provisions of the Social Worker's Licensing Act or secretary, stenographer or clerk of such a licensed person or anyone who participates in delivery of social work services or anyone working under supervision of a person licensed under these provisions may disclose any information acquired from persons consulting the licensed social worker in his or her professional capacity or be compelled to disclose such information. The confidential relations and communications between a person licensed under this act and the client are placed on the same basis as provided by law for those between an attorney and client. Okla. Stat. tit. 59, § 1261.6 (2010).

•  Psychologists: All communications between a licensed psychologist and the individual with whom the psychologist engages in the practice of psychology are confidential. No psychologist, colleague, agent or employee of any psychologist, whether professional, clerical, academic or therapeutic, shall disclose any information acquired or revealed in the course of or in connection with the performance of the psychologist's professional services, including the facts, circumstances, findings or records of such services, except where allowed by law. Okla. Stat. tit. 59, § 1376 (2010). A communication is "confidential" if it is not intended to be disclosed to third persons, except persons present to further the interest of the patient in the consultation, examination or interview, persons reasonably necessary for the transmission of the communication, or persons who are participating in the diagnosis and treatment under the direction of the physician or psychotherapist, including members of the patient's family. Okla. Stat. tit. 12, § 2503 (2010).

•  Counselors: No person licensed pursuant to the provisions of the Licensed Professional Counselors Act shall knowingly and willfully disclose any information the licensee may have acquired from persons consulting the licensee in his professional capacity as a professional counselor or be compelled to disclose such information except: (1) with the written consent of the client, or in the case of death or disability of the client, the consent of his personal representative or other person authorized to sue or the beneficiary of any insurance policy on his life, health or physical condition; (2) if the person is a child under the age of eighteen years and the information acquired by the licensed person indicated that the child was the victim or subject of a crime, the licensed person may be required to testify fully in relation thereto upon an examination, trial or other proceeding in which the commission of such a crime is a subject of inquiry; (3) if the client waives the privilege by bringing charges against the licensed person; (4) when failure to disclose such information presents a danger to the health of any person; or (5) if the licensed professional counselor is a party to a civil, criminal or disciplinary action arising from such therapy, in which case any waiver of the privilege accorded by this section shall be limited to that action. Okla. Stat. tit. 59, § 1910 (2010).

•  Genetic Research Studies: All research records of individual subjects in genetic research studies shall be confidential, meaning the records shall not be subject to subpoena or discovery in civil suits, except in cases where the information in the records is the basis of the suit. The records shall not be disclosed to employers or health insurers without the informed consent of the subject. All stored tissues, including blood, that arise from surgery, other diagnostic or therapeutic steps, or autopsy may be disclosed for genetic or other research studies if informed consent has been obtained. Informed consent may be included in a section of the consent for treatment, admission to a hospital or clinic, or permission for an autopsy and no other consent shall be required. It shall be permissible to publish or otherwise use the results of genetic research studies for research or educational purposes if no individual subject is identified. If specific informed consent from the individual has been obtained, the individual may be identified. Okla. Stat.tit. 36, § 3614.4 (2010).
•  Public Records Exceptions: A public body may keep confidential any information related to research, the disclosure of which could affect the conduct or outcome of the research, the ability to patent or copyright the research, or any other proprietary rights any entity may have in the research or the results of the research including, but not limited to, trade secrets and commercial or financial information obtained from an entity financing or cooperating in the research, research protocols, and research notes, data, results, or other writings about the research. Okla. Stat. tit. 51, § 24A.19 (2010). A public body may keep personnel records confidential where disclosure would constitute a clearly unwarranted invasion of personal privacy. Okla. Stat. tit. 51, § 24A.7 (2010).

•  Marital and Family Therapists: No person licensed pursuant to the provisions of the Marital and Family Therapist Licensure Act as a marital and family therapist, nor any of his employees or associates, shall be required to disclose any information which he may have acquired in rendering marital and family therapy services, except when authorized by other state laws. Okla. Stat. tit. 59, § 1925.11 (2010).

	Oregon
	SUMMARY

Oregon courts have adopted the Restatement stance on invasion of privacy torts. Additionally, there is a common law cause of action for physician breach of confidentiality.

I. COMMON LAW
A. Torts

•  Generally: The Restatement stance on invasion of privacy torts has been adopted. Mauri v. Smith, 929 P.2d 307 (Or. 1996). Courts have found that medical professionals cannot be held liable for an invasion of privacy claim for merely the failure to maintain patient confidentiality. The actions that led to the breach of patient confidentiality must prima facie meet one of the four invasion of privacy cause of actions. For instance, a negligent action will not meet the “offensive prying” requirement of the intrusion cause of action. Such breaches of confidentiality must be brought under a breach of confidential duty claim. Humphers v. First Interstate Bank, 696 P.2d 527 (Or. 1985).

•  Intrusion Upon Seclusion: A valid cause of action can be for any intentional intrusion into another’s seclusion, whether it is physical or otherwise. A person intrudes by thrusting himself or herself in without invitation, permission, or welcome. A person acts intentionally when he or she either desires to cause the consequence of an act or believes that the consequence is substantially certain to result from the act. An actor commits an intentional intrusion if the actor either desires to cause an unauthorized intrusion or believes that an unauthorized intrusion is substantially certain to result from committing the invasive act in question. Mauri v. Smith, 929 P.2d 307 (Or. 1996). Courts have also suggested that a cause of action will only lie where the action was unreasonable and performed in an obtrusive manner,, although this may only apply to surveillance activities. In one case, the surveillance and picture taking were done in such an unobtrusive manner that plaintiff was not aware that he was being watched and filmed. There was no cause of action. McLain v. Boise Cascade Corp., 533 P.2d 343 (Or. 1975).

•  Appropriation of Another's Name or Likeness: A person’s name and likeness belong to him or her, and any related pecuniary value also belongs to the individual. A defendant who uses another’s likeness without authorization is responsible for any associated damages. Hinish v. Meier & Frank Co., 113 P.2d 438 (Or. 1941).

•  False Light: A valid cause of action requires that the matter disclosed be both false - or have created a false impression - and be publicized. The publicity element requires communication either to the public generally or to large number of persons. A plaintiff must allege facts demonstrating that the plaintiff’s conduct in making those disclosures was wrongful. However, what a plaintiff discloses publicly cannot be the subject of a false light disclosure. A person who knows facts without obligation of secrecy does not commit tort by disclosing them to another. Marleau v. Truck Ins. Exch., 37 P.3d 148 (Or. 2001).

•  Publication of Private Facts: A valid claim under this cause of action must show that the disclosure of private facts was be public and that the disclosure be done in a highly offensive manner. Tollefson v. Price, 430 P.2d 990 (Or. 1967).

•  Breach of Duty in a Confidential Relationship: The duty of confidentiality is determined by a legal source external to the tort claim itself, such as where there exists a   a statutory requirement for maintaining confidentiality. If the tort claim asserts violation of a statute or regulation, the rule must validly apply to the facts, whether or not it actually is applied by those responsible for enforcement. When the asserted rule is one administered by a specialized agency, such as a professional board, and its scope is disputed, this may on occasion require reference to the agency's primary jurisdiction if the court does not find application of the rule to the facts clear as a matter of law. Humphers v. First Interstate Bank, 696 P.2d 527 (Or. 1985). A physician's duty to keep medical and related information about a patient in confidence is beyond question. It is imposed by statute. State statutory law provides that the Oregon Medical Board may refuse to grant, or may suspend or revoke a license to practice, for the purpose of disqualifying or otherwise disciplining a physician for “wilfully or negligently divulging a professional secret.” Or. Rev. Stat. § 677.190 (2009). The actionable wrong is the breach of duty in a confidential relationship. Humphers v. First Interstate Bank, 696 P.2d 527 (Or. 1985).

II. STATUTORY LAW

A. Privacy Torts

•  Violation of Confidentiality of Genetic Information: An individual or an individual's blood relative, representative or estate may bring a civil action against health care providers who violate the confidentiality of genetic information. Or. Rev. Stat. § 192.541 (2010).

•  Violation of Confidential Insurance Records: An insurance organization that discloses confidential insurance information, or a health insurer that uses or discloses information in violation of state statutory law, is liable for damages sustained by the individual about whom the information relates. Or. Rev. Stat. § 746.680 (2010).

B. Health Confidentiality Statutes

•  Generally: Every individual has the right to have their protected health information safeguarded from unlawful use or disclosure. State statutory law also explicitly recognizes and adopts the rights granted by HIPAA. Or. Rev. Stat. § 192.518 (2009). This creates a legislative policy of confidentiality for medical records created by third persons; they do not create constitutionally protected privacy or possessory interests. State v. Gonzalez, 852 P.2d 851 (Or. Ct. App. 1993).

•  Health Care Providers: A health care providers, medical professionals, or state health plans may use or disclose protected health information of an individual as otherwise permitted or required by state or federal law. Such federal laws include HIPAA. Protected health information only refers to individually identifiable health information that is maintained or transmitted in any form of electronic or other medium by a covered entity. Or. Rev. Stat. § 192.520 (2009). These statements do create a new private right of action against a health care provider or a state health plan. Or. Rev. Stat. § 192.524 (2009).

•  Physicians: A licensed physician shall comply with all patient confidentiality requirements of this state, except as those requirements are expressly prohibited by the law of any other state of the United States where a person's medical records are maintained. Or. Rev. Stat. § 677.141 (2009).

•  HIV Information: No person shall disclose or be compelled to disclose the identity of any individual upon whom an HIV-related test is performed, or the results of such a test in a manner which permits identification of the subject of the test, except as required or permitted by federal law, the law of this state or any rule, including any Department of Human Services rule considered necessary for public health or health care purposes, or as authorized by the individual whose blood is tested. Or. Rev. Stat. § 433.045 (2009).

•  Genetic Records: Genetic information is defined as information about an individual or the individual's blood relatives obtained from a genetic test. Or. Rev. Stat. § 192.531 (2010). A health care provider may disclose individually identifiable genetic information of an individual without obtaining an authorization from the individual or a personal representative of the individual as allowed by state and federal law. Or. Rev. Stat. § 192.529 (2007). An individual's genetic information and DNA sample are private and must be protected, and an individual has a right to the protection of that privacy. Any person authorized by law or by an individual or an individual's representative to obtain, retain or use an individual's genetic information or any DNA sample must maintain the confidentiality of the information or sample and protect the information or sample from unauthorized disclosure or misuse. Or. Rev. Stat. § 192.537 (2010). A health care provider that obtains an individual's biological specimen or clinical individually identifiable health information shall notify the individual that the biological specimen or clinical individually identifiable health information may be disclosed or retained by the provider for anonymous research or coded research. However, the provider must also allow the individual to request that the specimen or information not be disclosed or retained for anonymous research or coded research. Or. Rev. Stat. § 192.538 (2010). Regardless of the manner of receipt or the source of genetic information, including information received from an individual or a blood relative of the individual, a person may not disclose or be compelled, by subpoena or any other means, to disclose the identity of an individual upon whom a genetic test has been performed or the identity of a blood relative of the individual, or to disclose genetic information about the individual or a blood relative of the individual in a manner that permits identification of the individual. Or. Rev. Stat. § 192.539 (2010). A person may use an individual's DNA sample or genetic information that is derived from a biological specimen or clinical individually identifiable health information for anonymous research or coded research if the individual was deceased when the individual's biological specimen or clinical individually identifiable health information was obtained. Or. Rev. Stat. § 192.540 (2010).

•  Public Health Care Providers: Written accounts of individuals served by any public medical personnel are not subject to access and may not be disclosed. However, information may be released at the discretion of the responsible officer of the health care services provider, which in the case of any Department of Human Services facility or community mental health and developmental disabilities program shall be the Director of Human Services, to persons engaged in scientific research, program evaluation, peer review, and fiscal audits. Individual identities may not be disclosed to such persons, except when the disclosure is essential to the research, evaluation, review or audit and is consistent with state and federal law. Or. Rev. Stat. § 179.505 (2010).

•  Public Record Exceptions:  The following public records are exempt from disclosure: information of a personal nature such as but not limited to that kept in a personal, medical or similar file, if public disclosure would constitute an unreasonable invasion of privacy, unless the public interest by clear and convincing evidence requires disclosure in the particular instance. The party seeking disclosure shall have the burden of showing that public disclosure would not constitute an unreasonable invasion of privacy. Or. Rev. Stat. § 192.502 (2010).

•  Insurance Records: A licensee or insurance support organization may not disclose any personal or privileged information about an individual collected or received in connection with an insurance transaction unless: 1) the disclosure is made for the purpose of conducting actuarial or research studies; 2) no individual may be identified in any resulting actuarial or research report; 3) materials allowing the individual to be identified are returned or destroyed as soon as they are no longer needed; and 4) the actuarial or research organization agrees not to disclose the information unless the disclosure would otherwise be permitted by this section if made by a licensee or insurance support organization. Or. Rev. Stat. § 746.665 (2010). A health insurer may use or disclose personal financial information of an individual. Or. Rev. Stat. § 746.607 (2010).

•  Penalties: The Oregon Medical Board may refuse to grant, or may suspend or revoke a license to practice for willfully or negligently divulging a professional secret without the written consent of the patient. ORS § 677.190 (2009). A person commits the crime of unlawfully obtaining, retaining or disclosing genetic information if the person knowingly, recklessly or with criminal negligence obtains, retains or discloses genetic information in violation of state law. Unlawfully obtaining, retaining or disclosing genetic information is a Class A misdemeanor. Or. Rev. Stat. § 192.543 (2010).

	Pennsylvania
	SUMMARY

While no privacy torts are specifically codified, the statute of limitations acknowledges an action for invasion of privacy. Courts have adopted the Restatement stance on invasion of privacy torts. The right to protect one’s reputation is recognized by the state constitution.

Areas of concern include: (1) HIV-related information. 35 Pa. Cons. Stat. § 7607 (2009).

I. COMMON LAW
A. Torts

•  General: The right of privacy is an independent right derived from natural law and is a complement of the rights of personal security and personal liberty. Clayman v. Bernstein, 38 Pa. D. & C. 543 (Pa. C.P. 1955). The Pennsylvania Supreme Court has adopted the Restatement stance on invasion of privacy torts. The central harm in an action for invasion of privacy is mental suffering due to public exposure. Burger v. Blair Med. Assocs., 964 A.2d 374 (Pa. 2009).
•  Unreasonable Intrusion Upon the Seclusion of Another: One who intentionally intrudes, physically or otherwise, upon the solitude or seclusion of another or his private affairs or concerns, is subject to liability to the other for invasion of his privacy, if the intrusion would be highly offensive to a reasonable person. A valid cause of action requires showing an intentional and unwarranted acquisition by the defendant. Restatement (Second) of Torts § 652B. Additionally, there can be no unreasonable intrusion where a plaintiff consents to relinquishing his privacy. Doe v. Dyer-Goode, 566 A.2d 889 (Pa. Super. Ct. 1989).
•  Appropriation of the Other’s Name or Likeness: A cause of action arises when a defendant uses the plaintiff’s name or likeness for the defendant’s own purposes and benefits, whether commercial or otherwise. Restatement (Second) of Torts § 652C.
•  Unreasonable Publicity Given to Another’s Private Life: One who gives publicity to a matter concerning the private life of another is subject to liability to the other for invasion of his privacy, if the matter publicized is of a kind that (a) would be highly offensive to a reasonable person, and (b) is not of legitimate concern to the public. The element of “publicity” requires that the matter is made public, by communicating it to the public at large, or to so many persons that the matter must be regarded as substantially certain to become one of public knowledge. Disclosure of information to a small number of people is insufficient to give rise to this claim. Burger v. Blair Med. Assocs., 964 A.2d 374 (Pa. 2009).
•  Publicity that Unreasonably Places the Other in a False Light: A cause of action for invasion of privacy will be found where a major misrepresentation of a person’s character, history, activities or beliefs is made that could reasonably be expected to cause a reasonable man to take serious offense. “The elements to be proven are publicity, given to private facts, which would be highly offensive to a reasonable person and which are not of legitimate concern to the public.” Rush v. Philadelphia Newspapers, Inc., 732 A.2d 648 (Pa. Super. Ct. 1999). The element of “publicity” requires that the matter is made public, by communicating it to the public at large, or to so many persons that the matter must be regarded as substantially certain to become one of public knowledge. Disclosure of information to a small number of people is insufficient. Burger v. Blair Med. Assocs., 964 A.2d 374 (Pa. 2009). A false light claim can be established where true information is released if the information tends to imply falsehoods. Literal accuracy of separate statements will not render a communication “true” where the implication of the communication as a whole was false. In order to prevail on this theory of false light invasion of privacy, a plaintiff must show discriminate publication of true statements, that is, the defendant must have created a false impression by knowingly or recklessly publicizing selective pieces of true information. The question is whether the defendant made discrete presentations of information in a fashion which rendered the publication susceptible to inferences casting the plaintiff in a false light. Santillo v. Reedel, 634 A.2d 264 (Pa. Super. Ct. 1993).
•  Breach of Physician-Patient Confidentiality: Pennsylvania courts have recognized the breach of physician-patient confidentiality as a distinct cause of action. This tort is distinguishable from other invasion of privacy torts because a confidential relationship must be established and there is no publicity requirement. Disclosure of information to only one person is sufficient to give rise to this action. Additionally, disclosure does not have to be intentional. Since physicians are held to the highest standard of care, they are also held liable for unintentional breaches of confidence. Liability for this tort is limited to situations where disclosure blackens the character of plaintiff, such a releasing information about a sexually transmitted disease. Haddad v. Gopal, 787 A.2d 975, 981 (Pa. Super. 2001). Merely revealing physician-patient information that does not blacken a plaintiff’s character, does not give rise to a cause of action. Grimminger v. Maltra, 887 A.2d 276 (Pa. 2005). A doctor’s own opinions are not covered by this privilege. Evans v. Workmen’s Compensation Appeal Bd. (Julia Rubaudo Home), 617 A.2d 826 (Pa. Commw. Ct. 1992). While identifying data, such as a patient’s name and address, would tend to reveal communications by the patient, such communications would in no way tend to blacken the character of a patient. Woods v. National Life & Acci. Ins. Co., 347 F.2d 760 (3d Cir. 1965). Tissue reports may also be disclosed without liability since such information was not obtained through direct patient communication, but through laboratory testing. In re June 1979 Allegheny County Investigating Grand Jury, 415 A.2d 73 (Pa. 1980). Additionally, any patient-physician privilege also extends to hospital records. The same rules governing that privilege govern a patient’s privilege in maintaining the confidentiality over hospital records. In re June 1979 Allegheny County Investigating Grand Jury, 415 A.2d 73 (Pa. 1980). Therefore, medical information not related to patient communications or that does not blacken a patient’s character may be disclosed to the Sentinel System without liability under this tort.
•  Fiduciary Duties: Members of a profession, especially the medical profession, stand in a confidential or fiduciary capacity as to their patients. They owe their patients a duty of confidentiality. Alexander v. Knight, 25 Pa. D. & C.2d 649 (Pa. C.P. 1961).
•  Physician/Psychiatrist Fiduciary Duties: Violating an employer’s policy against unauthorized access to computerized medical records constitutes willful misconduct. Arbster v. Unemployment Compensation Bd. of Review, 690 A.2d 805 (Pa. Commw. Ct. 1997). Courts have recognized an ethical duty of psychologists to maintain a patient’s confidentiality. Rost v. State Bd. of Psychology, 659 A.2d 626 (Pa. Commw. Ct. 1995). Whether or not a medical professional has a duty of confidentiality toward a patient is a question of fact that necessitates the opinion of a medical expert. Rohrer v. Pope, 918 A.2d 122 (Pa. Super. Ct. 2007). It is likely that experts will find that such professionals have this duty of confidentiality. Such professionals could be held liable for breaching this duty by disclosing information to the Sentinel System. However, no action can hold for a medical malpractice suit if there are no damages. It is unlikely that there would be significant damages for most disclosures to the Sentinel System.
II. STATUTORY LAW

A. Privacy Torts

•  Statute of Limitations: All actions for libel, slander, or invasion of privacy must commence within one year of the offense. 42 Pa. Cons. Stat. § 5523 (2009).

B. Health Confidentiality Statutes

•  General: The Health Care Containment Council shall not release any collected health data. No entity or person who could reasonably be expected to reveal the identity of a patient shall be allowed to gain access to the Council’s raw data. The Council may provide special reports derived from its raw data or allow computer-to-computer access to selected parties. Such computer-to-computer access could be used for auditing data and verifying summary results. In providing such access, the Council shall charge the party requesting the access a reasonable fee. Such data can be disclosed with patient identification. 35 Pa. Cons. Stat. § 449.10 (2009). No physician shall be allowed, in any civil matter, to disclose any information which he acquired in attending a patient in a professional capacity, and which was necessary to enable him to act in that capacity, which shall tend to blacken the character of the patient. 42 Pa. Const. Stat. § 5929 (2009). The privilege is limited to information that directly relates to a patient’s communication and tends to reveal it. In Re June 1979 Allegheny County Investigating Grand Jury, 415 A.2d 73 (Pa. 1980). Courts have also focused on the “blackening of character” requirement in interpreting this statute, and a doctor will not incur liability for revealing patient information that does not do this to a patient’s reputation. Therefore, the opinions of the doctor are not privileged. Grimminger v. Maltra, 887 A.2d 276 (Pa. 2005). Statutory law states that all hospital records shall be treated as confidential and only authorized personnel shall have access to the records. 28 Pa. Code § 115.27 (2009).
•  Pharmaceutical Records: Patient information obtained by a pharmacist is confidential. However, such information may be disclosed if state or federal law authorizes the disclosure. Such laws include HIPAA. 49 Pa. Code § 27.19 (2010).
•  Mental Health: Documents concerning patients receiving inpatient mental health treatment and those receiving involuntary outpatient treatment are confidential and may not be released. Privileged communications also may not be released. 50 Pa. Cons. Stat. § 7111 (2009). Medical and mental health records are not public records subject to disclosure under Pennsylvania’s Right-to-Know Act. Protection from disclosure under statute does not end with the deceased’s death. Hunt v. Pennsylvania Dep’t of Corrections, 698 A.2d 147 (Pa. Commw. Ct. 1997). An individual’s interest in preventing the disclosure of information revealed in a psychotherapist-patient relationship has deeper roots than the doctor-patient privilege in 42 Pa. Cons. Stat. § 5929; the patient’s right to prevent disclosure of the records was constitutionally based. In re “B”, 394 A.2d 419 (Pa. 1978). However, the psychiatrist-patient privilege is not designed to protect the psychotherapist’s own opinion, observations, or diagnosis. Commonwealth v. Carter, 821 A.2d 601 (Pa. Super. Ct. 2003). Records and documents concerning persons in treatment shall be kept confidential and may not be released or disclosed to anyone. In no event shall privileged communications, whether written or oral, be disclosed to anyone. This shall not restrict the collection and analysis of clinical or statistical data by the Department of Health or the county administrator or the facility so long as the use and dissemination of such data does not identify individual patients. 50 Pa. Cons. Stat. § 7111 (2009). Documents concerning persons in treatment are to be kept confidential and may not be released or disclosed to anyone, absent the patient’s written consent, with certain exceptions, none of which apply to the Sentinel System. Commonwealth v. Moyer, 595 A.2d 1177 (Pa. Super. Ct. 1991).
•  Insurance: The commissioner shall maintain as confidential any documents, materials, or other information received from the National Association of Insurance Commissioners. 40 Pa. Cons. Stat. § 65.2-A (2009). A health care insurer shall ensure that all identifiable information regarding enrollee health, diagnosis and treatment is adequately protected and remains confidential in compliance with all applicable federal and state laws and regulations and professional ethical standards. 40 Pa. Cons. Stat. § 991.2131 (2009). Utilization review committees shall also maintain the confidentiality of any such documents that they use. 40 Pa. Cons. Stat. § 991.2152 (2009).
•  School Personnel: No guidance counselor, school nurse, school psychologist, or home and school visitor in the public schools or in private or parochial schools or other educational institutions providing elementary or secondary education, including any clerical worker of such schools and institutions, who, while in the course of his professional or clerical duties for a guidance counselor, home and school visitor, school nurse or school psychologist, has acquired information from a student in confidence shall be compelled or allowed to disclose such information. 42 Pa. Code § 5945 (2009). Such information includes any medical information obtained about students.
•  HIV/AIDS: No person or employee, or agent of such person, who obtains confidential HIV-related information in the course of providing any health or social service, or pursuant to a release of confidential HIV-related information, may disclose or be compelled to disclose the information. Disclosure can be made to the Department of Health and local boards. No person to whom confidential HIV-related information has been disclosed under this act may disclose that information to another person. The information may be disclosed to a peer review organization or committee, or as provided by law to any federal or state government agency with oversight responsibilities over health care providers. 35 Pa. Cons. Stat. § 7607 (2009).

•  Penalties: A person who knowingly releases Health Care Containment Council data violating patient confidentiality to an unauthorized person commits a misdemeanor of the first degree and shall, upon conviction, be sentenced to pay a fine of $ 10,000, or to imprisonment of not more than 5 years, or both. An unauthorized person who knowingly receives or possesses the data commits a misdemeanor of the first degree. Unauthorized use of Council data constitutes a misdemeanor of the first degree and, upon conviction, that person shall be sentenced to pay a fine of $ 10,000, or to imprisonment for not more than 5 years, or both. 28 Pa. Code § 915.25.

III. CONSTITUTIONAL LAW
•  Article 1, Section 1: “All men . . . have certain inherent and indefeasible rights, among which are those . . . of acquiring, possessing, and protecting property and reputation . . . .” Pa. Const. art. 1, § 1. Courts have found a this statement to protect a privacy interest, which is an interest in avoiding disclosure of personal matters. In re June 1979 Allegheny County Investigating Grand Jury, 415 A.2d 73 (Pa. 1980). Additionally, the right to prevent disclosure of one’s records can also be constitutionally derived. In re “B”, 394 A.2d 419 (Pa. 1978).

	Puerto Rico
	SUMMARY

Puerto Rico has little common law on the right to privacy.

Areas of concern: (1) Mental health records. P.R. Laws Ann. tit. 24, § 6153m (2010). (2) Sexually transmitted disease records, including HIV/AIDS. P.R. Laws Ann. tit. 24, § 575(a).

I. COMMON LAW
A. Torts

General: Puerto Rico courts have at least rejected the right to publicity. Russell S. Jones, Jr., “The Flip Side of Privacy: The Right of Publicity, the First Amendment, and Constitutional Line Drawing – A Presumptive Approach,” 39 Creighton L. Rev. 939 (June 2006).

II. STATUTORY LAW

A. Privacy Torts

•  Arbitration Regarding Violation of Patient Rights: Any patients, insured parties, consumers or users of medical and hospital health care services and facilities who deem that their rights under the present chapter have been violated, may file an administrative complaint against the provider or insurer in question with the Department of Health of the Commonwealth of Puerto Rico. Matters subject to an administrative complaint include an insurer or a provider disclosing patient information, or an insurer or provider failing to take measures to protect the patient's right to privacy. P.R. Laws Ann. tit. 24, § 3055 (2009).

B. Health Confidentiality Statutes

•  Patient Rights: All patients, consumers and users of medical and hospital services in Puerto Rico are entitled to: 1) communicate freely, at ease, and in strict confidentiality with their medical and hospital services health care providers; 2) to feel fully confident that their medical and health information will be kept in strict confidentiality by their medical and hospital services health care providers, and to have said information not be disclosed without the patients' written consent, and any case, solely for medical or treatment purposes, including the continuation or modification of medical care or treatment, or for prevention or quality control purposes, or in regards to the payment of medical and hospital health care services; 3) to feel confident that the unauthorized disclosure of information contained in medical or health records will be made solely after a court order has been issued or by specific authorization under the law, including but not limited to investigations concerning the commission of fraud or crimes; 4) to have all providers and insurers keep confidential all those files, clinical records or documents containing information on the medical status of any patient; and 5) to have all providers and insurers take measures to protect the privacy of their patients, safeguarding their identity. P.R. Laws Ann. tit. 24, § 3049 (2009).

•  Medical Records of Minors: Medical evaluations of children and adolescents as well as the reports that arise from the same shall be strictly confidential. For such reason, the consent of the father, mother or legal or de facto guardian of the child or adolescent shall be necessary if said data is to be used for a purpose other than that set forth in this chapter. The Government of the Commonwealth of Puerto Rico, however, may use the results of said tests as a source of statistical data. P.R. Laws Ann. tit. 24, § 183g (2009).

•  Surgical and Osteological Records: Any physician who practices surgery or an osteologist who practices telemedicine shall comply with the legislation or regulations in effect in the Commonwealth of Puerto Rico concerning the management and maintenance of the medical records of his or her patients, including the confidentiality thereof. The physician who practices surgery or the osteologist shall be responsible for keeping those controls or mechanisms that would ensure the integrity of the information contained in the electronic medical record, so that it cannot be accessed or altered by any third party who does not have a doctor-patient relationship, and whose intervention could affect the diagnosis and treatment process on the patient. In the case of physicians who practice surgery or osteologists outside of the jurisdiction, they shall also comply with any other existing provision in the state or territory where said physician who practices surgery or osteology is physically located. P.R. Laws Ann. tit. 20, § 6005 (2009).

•  Department of Health Medical Information: Information received by the Department of Health due to licensing-related reports, inspections or other activities shall not be disclosed publicly in such manner as to identify individuals or institutions, except in a proceeding involving the question of license; provided that nothing heretofore stated in this section shall be construed to mean that the Department of Health may not give such information to any division or dependency of the government of the United States or of the Commonwealth of Puerto Rico to be used in the performance of fulfillment of the purposes and functions for which said divisions or dependencies were created. Any such body requesting information of a confidential nature shall set forth in writing the purpose for which such information is requested; and the same shall be used solely and exclusively for the purpose for which it is requested, and the said agency shall be responsible for maintaining the confidential nature of the information so obtained. P.R. Laws Ann. tit. 24, § 333k (2009).

• Mental Health Information:  Non-authorized disclosure of information related to a person who receives mental health services is hereby prohibited, including any third party who has received this information, be it verbally or in writing, upon express authorization, whether or not said information is contained in the record. P.R. Laws Ann. tit. 24, § 6153m (2010).

•  HIV Information: Every person in charge of a laboratory, or any person or laboratory where tests are processed for the diagnosis or confirmation of sexually-transmitted diseases, shall report all positive or reactive results of said tests to the Sexually-Transmitted Disease Control Program of the Department of Health within 5 days following the test. Said report shall be written on the forms specially provided by the Department, and shall contain that information that the Department deems necessary for the epidemiological study of the sexually-transmitted diseases. The report will include the name, age, sex and residential address of the patient, as well as the name and address of the physician who recommended the test. All these reports shall be marked “confidential” and kept in the files of the laboratory, and identified by serial numbers or codes to that effect; and only the nature of the analysis and the results thereof shall be sent to the Sexually-Transmitted Disease Control Program of the Department of Health under the identification number affixed thereto. P.R. Laws Ann. tit. 24, § 572 (2009). Every doctor that diagnoses a case of sexually-transmitted disease shall submit a report to the Sexually-Transmitted Disease Control Program of the Department of Health within the five days following the diagnosis, indicating the name, age, sex and residential address and type of disease. This information shall be deemed confidential and will be marked as such in the Sexually-Transmitted Disease Control Program of the Department of Health. P.R. Laws Ann. tit. 24, § 574 (2009). The identity of and the information provided by the patients and their sexual contacts shall be of a confidential nature and may not be revealed by the Sexually-Transmitted Disease Control Program of the Department of Health. P.R. Laws Ann. tit. 24, § 575a (2009).

•  Medical Records of Elderly Persons: Every elderly person who is lodged in a public or private institution for the care of the elderly shall be entitled to keep their medical and personal records confidential, and only if the aged person is transferred shall those records be removed from the institution. P.R. Laws Ann. tit. 8, § 344 (2009).

•  Insurance Information: Any data or information related to the diagnosis, treatment or the health of any subscriber or applicant obtained by a health services organization from said person or from any provider shall be deemed confidential and shall not be disclosed to any person. P.R. Laws Ann. tit. 26, § 1926 (2009).

•  Penalties: Any person that violates the confidentiality of HIV information will be guilty of a misdemeanor and, upon conviction, will be sanctioned with a penalty of imprisonment that shall not exceed six months, or a fine that shall not exceed $500, or both penalties, at the discretion of the court. P.R. Laws Ann. tit. 24, § 583 (2009). Anyone violating the confidentiality of medical information held by the Department of Health and related to the licensing activities of health facilities may be guilty of a misdemeanor and, upon conviction, shall be punished by a fine of not less than $100 nor more than $500. Provided, that each day of continuing violation after conviction shall be deemed a new and separate offense. Provided, further, that the Secretary of Health is hereby empowered to levy administrative fines for violations of this chapter and of the regulations or orders issued by him hereunder after due hearing. No administrative fine levied by the Secretary of Health shall exceed $500. P.R. Laws Ann. tit. 24, § 333n (2009). Any insurer, health care plan, health care professional, or medical and hospital health care service provider who does not comply with any of its responsibilities or obligations in regards to patient rights shall be guilty of an administrative fault and sanctioned by a fine of not less than $500 and not greater than $5000 for each instance or violation of the law. P.R. Laws Ann. tit. 24, § 3057 (2009).

III. CONSTITUTIONAL LAW
•  Article 2, Section 8: Every person has the right to the protection of law against abusive attacks on his honor, reputation and private or family life. P.R. Const. art. II, § 8 (2009). A large portion of Puerto Rico’s privacy jurisprudence was developed under this section. Courts have held that this section not only creates a right of privacy, but that it is also enforceable against private actors. Figueroa Ferrer v. E.L.A., 107 D.P.R. 250 (P.R. 1978). Courts have recognized “the primacy of this right as one of the rights of personhood, having an innate and private nature, inherent to man.” Arroyo v. Rattan Specialties, Inc., 117 D.P.R. 35 (P.R. 1986). This right is the right to be free from intrusions. Some experts have written that the right to be free from state interference should still be more broad than the right against private interference. Luis Anibal Aviles Pagan, “Human Dignity, Privacy and Personality Rights in the Constitutional Jurisprudence of Germany, the United States and the Commonwealth of Puerto Rico,” 67 Rev. Jur. U.P.R. 343 (1998).

	Rhode Island
	SUMMARY

Rhode Island has codified the Restatement approach to the invasion of privacy torts. Additionally, statutory law allows a cause of action for breaching HIV and general health care confidentiality.

I. COMMON LAW
A. Torts

•  General: There is no common law invasion of privacy cause of action. Russell v. Salve Regina College, 649 F. Supp. 391 (D.R.I. 1986). 
II. STATUTORY LAW

A. Privacy Torts

•  Generally: Rhode Island codified the entire Restatement. Every person who subjects or causes to be subjected any citizen of this state or other person within the jurisdiction thereof to a deprivation and/or violation of his or her right to privacy shall be liable to the party injured in an action at law, suit in equity, or any other appropriate proceedings for redress in either the superior court or district court of this state. The court having jurisdiction of an action brought pursuant to this section may award reasonable attorneys' fees and court costs to the prevailing party. R.I. Gen. Laws § 9-1-28.1 (2009). Corporations do not enjoy privacy rights. Intercity Maintenance Co. v. Local 254 Serv. Employees Int'l Union, 62 F. Supp. 2d 483 (D.R.I. 1999),. The right of privacy dies when the person who could claim it dies. Cliff v. Narragansett Television, 688 A.2d 805 (R.I. 1996).


•  The Right to be Secure From Unreasonable Intrusion Upon One's Physical Solitude or Seclusion: In order to recover for violation of this right, it must be established that: 1) it was an invasion of something that is entitled to be private or would be expected to be private; and 2) the invasion was or is offensive or objectionable to a reasonable man. The person who discloses the information need not benefit from the disclosure. R.I. Gen. Laws § 9-1-28.1 (2009). This law only protects against an invasion of "one's solitude or seclusion," neither of which is present when activity takes place outside one's house in public view. Swerdlick v. Koch, 721 A.2d 849 (R.I. 1998). In that case there were no allegations in the complaint that bank-deposit records possessed by the Governor were acquired through any wrongful or improper means, so the court found the plaintiffs failed to state a cause of action under subsection (a)(1) even though their names, Social Security numbers, and deposit amounts were distributed to newspapers by the Governor's office. Pontbriand v. Sundlun, 699 A.2d 856 (R.I. 1997).

•  The Right to be Secure From an Appropriation of One's Name or Likeness: In order to recover for violation of this right, it must be established that: (1) the act was done without permission of the claimant; and (2) the act is of a benefit to someone other than the claimant. It need not be established that there was any publication. R.I. Gen. Laws § 9-1-28.1 (2009). This statute only prohibits misappropriation of another’s name or likeness for noncommercial purposes. Mendonsa v. Time Inc., 678 F. Supp. 967 (D.R.I. 1988). A different statute prohibits misappropriation for unauthorized commercial purposes. R.I. Gen. Laws § 9-1-28 (2009).

•  Action for Unauthorized Commercial Use of Name, Portrait, or Picture: Any person whose name, portrait, or picture is used within the state for advertising purposes or for the purposes of trade without his or her written consent may bring an action in the superior court against the person so using his or her name, portrait, or picture to prevent and restrain the use thereof, and may recover damages for any injuries sustained by reason of such use. If the defendant shall have knowingly used the person's name, portrait, or picture in such manner as is prohibited or unlawful, the court, in its discretion, may award the plaintiff treble the amount of the damages sustained by him or her. Nothing in this section shall be so construed as to prevent any person practicing the profession of photography from exhibiting in or about his or her or its establishment specimens of the work of the person or establishment, unless the exhibiting of any such specimen is continued after written notice objecting to it has been given by the person portrayed; and nothing in this section shall be so construed as to prevent any person from using the name, portrait, or picture of any manufacturer or dealer in connection with the goods, wares, and merchandise manufactured, produced, or dealt in by the manufacturer or dealer which the person has sold or disposed of with the name, portrait, or picture used in connection therewith, or from using the name, portrait, or picture of any author, composer, or artist in connection with any literary, musical, or artistic production of the author, composer, or artist which the person has sold or disposed of with the name, portrait, or picture used in connection therewith. R.I. Gen. Laws § 9-1-28 (2009). Courts have found that the three elements of this statute are: (1) use of a plaintiff’s name, portrait, or picture; (2) without written permission; (3) for advertising or trade purposes. Mendonsa v. Time Inc., 678 F. Supp. 967 (D.R.I. 1988).

•  The Right to be Secure From Unreasonable Publicity Given to One's Private Life: In order to recover for violation of this right, it must be established that: (1) there has been some publication of a private fact; and (2) the fact which has been made public must be one which would be offensive or objectionable to a reasonable man of ordinary sensibilities. The fact which has been disclosed need not be of any benefit to the discloser of the fact. R.I. Gen. Laws § 9-1-28.1 (2009). The “publication” requirement means that the fact must have been repeated to a third party. Plaintiffs must also demonstrate that they actually expected a disclosed fact to remain private, and that society would recognize this expectation of privacy as reasonable and be willing to respect it. These issues in the first instance constitute mixed questions of law and fact to be determined by the trier of fact in a trial on the merits. Pontbriand v. Sundlun, 699 A.2d 856 (R.I. 1997).

•  The Right to be Secure From Publicity that Reasonably Places Another in a False Light Before the Public: In order to recover for violation of this right, it must be established that: 1) there has been some publication of a false or fictitious fact which implies an association which does not exist; and 2) the association which has been published or implied would be objectionable to the ordinary reasonable man under the circumstances. The fact which was disclosed need not be of any benefit to the discloser. R.I. Gen. Laws § 9-1-28.1 (2009). If the statements are substantially true, there is no claim for false light, even if the defendant makes overstated or slightly off-the-mark statements. Swerdlick v. Koch, 721 A.2d 849 (R.I. 1998). “If the language is not reasonably capable of conveying to the ordinary mind the false meaning alleged in the innuendo, it is the province and duty of the court to so declare, and to deny the right to maintain an action thereon.” The court should make the threshold determination of whether a statement is capable of implying the objectionable association of which the plaintiff complains. A publication is actionable only if it implies “an association.” Fudge v. Penthouse International, Ltd., 840 F.2d 1012 (1st Cir. R.I. 1988).

•  Violations of HIV Record Privacy: HIV reports and notifications shall be confidential and protected from release except under the provisions of this law. Any person aggrieved by a violation of this section shall have a right of action in the superior court and may recover for each violation against any person who negligently violates a provision of this section, damages of $1,000 or actual damages, whichever is greater. An aggrieved person may also recover damages against any person who intentionally or recklessly violates a provision of this section, in the amount of $5,000 or actual damages, whichever is greater. R.I. Gen. Laws § 23-6-18 (2009).

•  General Violations of Confidential Health Care Information: Anyone who violates the confidentiality of health care information may be held liable for actual and exemplary damages. Attorney's fees may be awarded, at the discretion of the court, to the successful party in any action under this chapter. R.I. Gen. Laws § 5-37.3-9 (2010).

B. Health Confidentiality Statutes

•  Generally: a patient's confidential health care information (all information relating to a patient's health care history, diagnosis, condition, treatment, or evaluation obtained from a health care provider who has treated the patient) shall not be released or transferred except to qualified personnel for the purpose of conducting scientific research, management audits, financial audits, program evaluations, actuarial, insurance underwriting, or similar studies; provided that personnel shall not identify, directly or indirectly, any individual patient in any report of that research, audit, or evaluation, or otherwise disclose patient identities in any manner. R.I. Gen. Laws § 5-37.3-4 (2009). However, health care providers may make confidential health care information available to medical peer review boards without authorization. Confidential health care information before a medical peer review board shall remain strictly confidential. R.I. Gen. Laws § 5-37.3-7 (2010). Any agreement purporting to waive these legal provisions is declared to be against public policy and void. R.I. Gen. Laws § 5-37.3-10 (2010).

•  Public Records: The public's right to access to public records and the individual's right to dignity and privacy are both recognized to be principles of the utmost importance in a free society. The purpose of this chapter is to facilitate public access to public records. It is also the intent of this chapter to protect from disclosure information about particular individuals maintained in the files of public bodies when disclosure would constitute an unwarranted invasion of personal privacy. R.I. Gen. Laws § 38-2-1 (2009). Personally identifiable medical treatment records are not public and do not need to be disclosed for public inspection. Also not public include personal or medical information relating to an individual in any files, including information relating to medical or psychological facts. R.I. Gen. Laws § 38-2-2 (2009). However, courts have held that this section affords no right to prevent the release of private information. Rhode Island Federation of Teachers v. Sundlun, 595 A.2d 799 (R.I. 1991).

•  HIV Records: It is unlawful for any person to disclose to a third party the results of an individual's HIV test without the prior written consent of that individual, or in the case of a minor, the minor's parent, guardian, or agent, on a form that specifically states that HIV test results may be released. There is an exception for release of HIV records to qualified personnel for the purpose of conducting scientific research, management audits, financial audits, program evaluations, actuarial studies, insurance underwriting, or similar studies; provided, that personnel shall not identify, directly or indirectly, any individual patient in any report of that research, audit, or evaluation, or otherwise disclose patient identities in any manner. R.I. Gen. Laws § 23-6-17 (2009). All reports and notifications made pursuant to this section shall be confidential and protected from release except under the provisions of this law. Any person aggrieved by a violation of this section shall have a right of action in the superior court and may recover for each violation. R.I. Gen. Laws § 23-6-18 (2009). Life insurance companies may collect HIV data for statistical purposes, so long as the insured is not identified. R.I. Gen. Laws § 23-6-24 (2009).

•  Mental Health Records: No patient admitted or certified to any facility under any provision of this chapter shall be deprived of any constitutional, civil or legal right solely by reason of such admission or certification, nor shall the certification or admission modify or vary any constitutional or civil right, including, but not limited to, the right or rights to privacy and dignity. R.I. Gen. Laws § 40.1-5-5 (2010). The fact of admission or certification and all information and records compiled, obtained, or maintained in the course of providing services to persons under this chapter shall be confidential. Information and records may be disclosed only for program evaluation and/or research, provided that the director adopts rules for the conduct of the evaluations and/or research. The rules shall include, but need not be limited to, the requirement that all evaluators and researchers must sign an oath of confidentiality, agreeing not to divulge, publish, or otherwise make known, to unauthorized persons or the public, any information obtained in the course of the evaluation or research regarding persons who have received services such that the person who received the services is identifiable. R.I. Gen. Laws § 40.1-5-26 (2010). The mental health advocate, his or her assistants, and every employee of his or her office are hereby expressly prohibited from divulging to any individual not officially connected with his or her office any information obtained by the mental health advocate, his or her assistants or any employee of that office in the regular course of their duty or from any financial statement submitted from the permanent records of that office, which would reveal any of the information relative to the financial status of any person submitting a financial statement; every request for information directed to the mental health advocate shall be denied if the request would necessitate that individual to divulge any information which is herein declared to be held confidential by the mental health advocate. R.I. Gen. Laws § 40.1-5-18 (2010). Nothing in this chapter shall be construed to prohibit the compilation and publication of anonymous statistical data for use by government or researchers under standards. R.I. Gen. Laws § 40.1-5-30 (2010).

•  Pharmaceutical Records: Controlled substance records required to be kept under state law shall at all times be open to inspection by the Director of Health and by the authorized agents of the Director of Health. R.I. Gen. Laws § 21-28-3.17 (2010).

•  Licensing of Health Care Facilities: Information received by a licensing agency through filed reports, inspection, or otherwise for the purpose of licensing health care facilities shall not be disclosed publicly in any manner that identifies individuals except in a proceeding involving the question of licensure. R.I. Gen. Laws § 23-17-15 (2010). Every health care facility licensed under this chapter shall observe the following standards and any other standards that may be prescribed in rules and regulations promulgated by the licensing agency with respect to each patient who utilizes the facility: the patient's right to privacy and confidentiality shall extend to all records pertaining to the patient's treatment except as otherwise provided by law. R.I. Gen. Laws § 23-17-19.1 (2010).

•  Patient Safety Data: The Rhode Island General Assembly has proposed creating a state patient safety organization (PSO) to work with health care facilities to record and research certain patient safety and adverse events. It has also allowed this organization to create a non-identifiable database of such events and provide this information to the national network of patient safety databases. R.I. Gen. Laws § 23-17.21-3 (2010). This organization shall not disclose identifiable patient safety work product (including documents that: 1) a health care facility or provider prepares for the purpose of disclosing a patient safety event to a patient safety organization; 2) are received from a reporting entity, or are created or analyzed by a patient safety organization; or 3) directly or indirectly contain deliberations, analytical process, recommendations, conclusions, or other communications of a patient safety organization or between a patient safety organization and health care providers or facilities) to the Rhode Island Department of Health, the Quality of Care Advisory Committee, or the public. Nothing in this chapter shall be construed to prohibit a PSO from choosing to disclose patient safety work product, or portions of patient safety work product solely to a reporting entity, in conformity with the PSO's mission and within its contractual obligations to the reporting entity submitted the information. No patient safety organization may release protected health information or patient identifying information without meeting the requirements of state laws and the federal Health Insurance Portability and Accountability Act of 1996 as amended from time to time. R.I. Gen. Laws § 23-17.21-7 (2010). Notwithstanding any other laws to the contrary, patient safety work product and document logs shall be privileged and shall not be subject to disclosure pursuant to federal and state freedom of information statutes. Notwithstanding any other provision of federal, state or local law to the contrary, the patient safety work product and document log shall be confidential and shall not be disclosed. Confidentiality shall not apply to, and shall not be construed to prohibit one or more of the following: 1) voluntary disclosures of patient safety work product and document logs to a reporting entity to carry out patient safety activities; 2) disclosure of patient safety work product and document log to grantees, contractors, or other entities carrying out research, evaluation, or demonstration projects authorized, funded, certified, or otherwise sanctioned by rule or other means by the Director of the Department of Health, for the purpose of conducting research, to the extent that disclosure of protected health information would be allowed for such purpose under the Health Insurance Portability and Accountability Act of 1996, and its implementing regulations (45 C.F.R. Parts 160-164); or 3) disclosure by a provider to the Food and Drug Administration with respect to a product or activity regulated by the Food and Drug Administration. Patient safety work product and/or a document log that is disclosed shall continue to be privileged and confidential as provided for above. R.I. Gen. Laws § 23-17.21-8 (2010).

•  Penalties: Anyone who intentionally and knowingly violates the confidentiality of health care information shall, upon conviction, be fined not more than $1000, or imprisoned for not more than six months, or both. R.I. Gen. Laws § 5-37.3-9 (2010). Any person who willfully withholds from or denies to any mental health patient any of his or her rights shall, on conviction thereof, be fined not exceeding $2000 or imprisoned not exceeding two years at the discretion of the court. R.I. Gen. Laws § 40.1-5-39 (2010). Any employee of any facility who shall deny to or withhold from any patient any right granted him or her by this chapter shall, independently of the above criminal sanctions, be subject to such disciplinary action as the officer in charge shall see fit to impose, after notice, a hearing, and a finding of a violation of the right. R.I. Gen. Laws § 40.1-5-40 (2010).

III. CONSTITUTIONAL LAW
•  Article 1, Section 5: Every person within this state ought to find a certain remedy, by having recourse to the laws, for all injuries or wrongs which may be received in one's person, property, or character. R.I. Const. art. I, § 5 (2010).

	South Carolina
	SUMMARY

There is no South Carolina false light cause of action, but state courts have recognized the other three invasion of privacy causes of action.

I. COMMON LAW
A. Torts

•  Generally: State common law does not recognize the false light cause of action. The right to control the use of one's identity is a property right that is transferable, assignable, and survives the death of the named individual. Gignilliat v. Gignilliat, Savitz & Bettis, L.L.P., 684 S.E.2d 756 (S.C. 2009).
•  Wrongful Intrusion Into Private Affairs: A valid cause of action consists of the following elements: (1) an intrusion that may consist of watching, spying, prying, besetting, overhearing, or other similar conduct; (2) the intrusion on the plaintiff must concern those aspects of himself, his home, his family, his personal relationships, and his communications which one normally expects will be free from exposure to the defendant; (3) the intrusion must have been substantial and unreasonable; and (4) the defendant's act or course of conduct must be intentional. An act is intentional if (A) it is done willingly; and either (B) the actor desires the result of his conduct, whatever the likelihood of that result happening; or the actor knows or ought to know the result will follow from his conduct, whatever his desire may be as to that result. A wrongful intrusion into private affairs must involve an intentional act. Snakenberg v. Hartford Casualty Ins. Co., 383 S.E.2d 2 (S.C. Ct. App. 1989).
•  Misappropriation: Misappropriation of identity is a tort arising from the right to privacy and is designed to prevent the commercial use of one's name or image without consent. To plead misappropriation of identity, the plaintiff must claim “an appropriation without consent, of one's name or likeness for another's use or benefit.” A claimant alleging misappropriation of identity need not prove actual damages, because the court will presume damages if someone infringes another's right to control his identity.” The right to control the use of one's identity is a property right that is transferable, assignable, and survives the death of the named individual. Gignilliat v. Gignilliat, Savitz & Bettis, L.L.P., 684 S.E.2d 756 (S.C. 2009).
•  Public Disclosure of Private Facts: The elements of a cause of action include: (1) publicizing, (2) absent any waiver or privilege, (3) private matters in which the public has no legitimate concern, (4) so as to bring shame or humiliation to a person of ordinary sensibilities. Swinton Creek Nursery v. Edisto Farm Credit, 514 S.E.2d 126 (S.C. 1999).
II. STATUTORY LAW

A. Health Confidentiality Statutes

•  Physicians: The physician is the owner of medical records in his possession that were made in treating a patient, and of records transferred to him concerning prior treatment of the patient. S.C. Code Ann. § 44-115-20 (2009). Except as otherwise provided by law, a physician shall not honor a request for the release of copies of medical records without the receipt of express written consent of the patient or person authorized by law to act on behalf of the patient. S.C. Code Ann. § 44-115-40 (2009). A physician may not sell medical records to someone other than a physician or osteopath licensed by the South Carolina State Board of Medical Examiners or a hospital licensed by the South Carolina Department of Health and Environmental Control. Exceptions to this prohibition may be granted and approved by the South Carolina State Board of Medical Examiners. Before a physician may sell medical records, he must cause to be published a public notice of his intention to sell the records in a newspaper of general circulation in the area of his practice at least three times in the ninety days preceding the sale. The notice shall advise patients that they may retrieve their records if they prefer that their records not be included in the sale. S.C. Code Ann. § 44-115-130 (2009).

•  Sexually Transmitted Disease Records: All information and records held by the Department of Health and Environmental Control and its agents, relating to a known or suspected case of a sexually transmitted disease, are strictly confidential. However, release is permissible if it is made of medical or epidemiological information for statistical purposes in a manner that no individual person can be identified. S.C. Code Ann. § 44-29-135 (2009).

•  HIV Records: A person who collects and anonymously submits a sample of the person's own body fluid or tissue for HIV testing is not required to report a positive test result, and the test results are confidential. However, the person or laboratory performing the test on an anonymous sample shall report a positive HIV infection test result to the Department of Health and Environmental Control, as well as certification to the Department of Health and Environmental Control that counseling options, including community-based resources, and referrals to appropriate medical providers have been made or offered to the positive subject, but the report must not contain any information identifying the subject of the report or any information that may lead to the identification of the subject of the report. S.C. Code Ann. § 44-29-250 (2009).

•  Mental Health Records: Medical facility certificates, applications, records, and reports made, that directly or indirectly identifying a mentally ill or alcohol and drug abuse patient or former patient or individual whose commitment has been sought, must be kept confidential and must not be disclosed unless disclosure is required for research conducted or authorized by the Department of Mental Health or the Department of Alcohol and Other Drug Abuse Services and with the consent of the patient; or disclosure is necessary to cooperate with law enforcement, health, welfare, and other state or federal agencies. S.C. Code Ann. § 44-22-100 (2009).

•  Insurance Documents: Information concerning complaints and malpractice claims filed pursuant to this section must be held in confidence and are not subject to disclosure under the Freedom of Information Act. S.C. Code Ann. § 38-33-110 (2009). Any data or information pertaining to the diagnosis, treatment, or health of any enrollee or applicant obtained from such person or from any provider by any health maintenance organization is confidential and may not be disclosed to any person. S.C. Code Ann. § 38-33-260 (2009). There may be no monetary liability on the part of, and no cause of action may arise against, any person who participates in quality of care or utilization reviews by a peer review committee established in accordance with regulations of the Department of Insurance for any act performed during such reviews, provided such person acts in good faith and without malice, has made a reasonable effort to obtain the facts of the matter, and reasonably believes that the action taken is warranted by the facts. S.C. Code Ann. § 38-33-300 (2009). All applications and filings required to obtain a certificate of authority and any annual and quarterly financial reports required of health maintenance organizations must be treated as public documents. Nothing herein may be construed to require disclosure of trade secrets, privileged or confidential commercial information, or replies to a specific request for information made by the director or his designee. S.C. Code Ann. § 38-33-250 (2009).

•  Penalties: Any person who violates the confidentiality of sexually transmitted disease records held by the Department of Health and Environmental Control is guilty of a misdemeanor and, upon conviction, must be fined not more than $200 or be imprisoned for not more than 30 days. S.C. Code Ann. § 44-29-140 (2009). A person who violates the confidentiality of mental health records is guilty of a misdemeanor and, upon conviction, must be fined not more than $500 or imprisoned not more than one year, or both. S.C. Code Ann. § 44-22-100 (2009). A person who willfully causes, or conspires with or assists another to cause, the denial of rights to a mental health patient, upon conviction, must be fined not more than $1000 or imprisoned not more than one year, or both. A person acting in good faith, either upon actual knowledge or information thought to be reliable, is immune from criminal liability under the provisions of this subsection. S.C. Code Ann. § 44-22-220 (2009).

	South Dakota
	SUMMARY

South Dakota courts have adopted the Restatement approach to the invasion of privacy torts.

I. COMMON LAW
A. Torts

General: There is no reasonable expectation of privacy where the public has a legitimate concern. Krueger v. Austad, 545 N.W.2d 205 (S.D. 1996).
•  Interfering with Another's Interest in Not having His Affairs Known to Others or His Likeness Exhibited to the Public: The publication of a person's picture in connection with news or information of legitimate public interest does not constitute actionable invasion of the right of privacy unless the publisher "should have realized that it would be offensive to persons of ordinary sensibilities." Truxes v. Kenco Enters., 119 N.W.2d 914 (S.D. 1963).
•  Unwarranted Appropriation or Exploitation of One’s Personality: Although state courts have recognized this cause of action, there have been very few cases addressing it.
•  Publication of One’s Private Affairs with which the Public has No Legitimate Concern: This cause of action protects those personal affairs with which the community has no legitimate concern from being dragged into an undesirable and undesired publicity, and to protect all persons, whatever their position or station, from having matters which they may properly prefer to keep private, made public against their will. However, if use of a name or photograph, within bounds of propriety and decency, is in connection with disseminating news and information of public concern, the right of privacy cannot be invoked. Moreover, the right of privacy is determined by the norm of the ordinary man; that is to say, liability exists only if the publisher of a photograph should have known that publication would be offensive to a person of ordinary sensibilities. Truxes v. Kenco Enters., 119 N.W.2d 914 (S.D. 1963).
II. STATUTORY LAW

A. Health Confidentiality Statutes

•  Mental Health Records: Information in the record of a person, and other information acquired in the course of providing mental health services to a person, shall be kept confidential and are not open to public inspection. S.D. Codified Laws § 27A-12-26 (2010). A complete medical record shall be kept current for each person receiving mental health services. The record shall include information pertinent to the services provided to the person, pertinent to the legal status of the recipient, required by this title or other provision of law, and required by rules or policies. The material in the record shall be confidential. S.D. Codified Laws § 27A-12-25 (2010). Any information acquired by a peace officer pursuant to his authority under this title regarding any person subject to any proceedings under this title shall not be open to public inspection, and any records regarding such person shall be sealed upon the termination of proceedings for which the information was acquired, and shall be opened only by order of the circuit court. S.D. Codified Laws § 27A-12-25.1 (2009). If requested, information shall be disclosed to the Department of Human Services if the information is necessary to enable the Department of Human Services to discharge a responsibility placed upon it by law. S.D. Codified Laws § 27A-12-27 (2009). Information may be disclosed in the discretion of the holder of the record as necessary or beneficial for evaluation and accreditation. S.D. Codified Laws § 27A-12-29 (2010). Any release of information by the holder of the record shall be approved by the administrator or facility director holding the records. The holder of the record shall keep a record of any information released, to whom, the date it was released, and the purpose for such release. S.D. Codified Laws § 27A-12-30 (2009). If information is disclosed, the identity of the individual to whom it pertains shall be protected and may not be disclosed unless it is germane to the authorized purpose for which disclosure was sought. S.D. Codified Laws § 27A-12-31 (2009). A person may assert grievances with respect to infringement of the rights described in this chapter, including the right to have such grievances considered in a fair, timely and impartial grievance procedure which provides a meaningful review. S.D. Codified Laws § 27A-12-32.1 (2009).

•  Alcohol and Substance Abuse Records: The registration and other records of treatment facilities shall remain confidential and are privileged to the patient. S.D. Codified Laws § 34-20A-90 (2010). The director may make available information from patients' records for purposes of research into the causes and treatment of alcohol and drug abuse. Information under this section may not be published in a way that discloses patient names or other identifying information. S.D. Codified Laws § 34-20A-91 (2010).

•  Social Workers: No licensed certified social worker, social worker, or social work associate or his employee may disclose any information he may have acquired from persons consulting him in his professional capacity that was necessary to enable him to render services in his professional capacity to those persons. S.D. Codified Laws § 36-26-30 (2010). The license of a certified social worker, social worker, or social work associate may be revoked, suspended or canceled upon the following grounds: (1) the licensee has been found in violation of the code of ethics of the National Association of Social Workers; (2) the licensee has violated any provision of this chapter or the rules and regulations promulgated hereunder. S.D. Codified Laws § 36-26-32 (2009). The proceedings for cancellation, revocation or suspension of a license may be initiated when the Board of Social Work Examiners has information that any person may have been guilty of any misconduct, gross incompetence, or unprofessional or dishonorable conduct. S.D. Codified Laws § 36-26-33 (2009).

•  Psychologists: The confidential relations and communications between a licensed psychologist and a person consulting him in his professional capacity are confidential. S.D. Codified Laws § 36-27A-38 (2009).

•  Counselors: No licensed professional mental health counselor or licensed professional counselor may disclose any information the counselor acquired from persons consulting the counselor in a professional capacity that was necessary to enable the counselor to render services in a professional capacity to those persons. S.D. Codified Laws § 36-32-27 (2010). The license of a licensed professional counselor, licensed counselor, or licensed professional counselor may be revoked, suspended, or canceled due to a violation of the ethical standards of the American Counseling Association. S.D. Codified Laws § 36-32-29 (2009). The proceedings for cancellation, revocation or suspension of a license may be initiated when the board has information that any person may have been guilty of any misconduct or is guilty of gross incompetence or unprofessional or dishonorable conduct. S.D. Codified Laws § 36-32-30 (2009).

•  Insurance Records: Any data or information pertaining to the diagnosis, treatment, or health of any enrollee, or any application obtained from any person, shall be confidential and shall not be disclosed to any person. S.D. Codified Laws § 58-41-74 (2010).

	Tennessee
	SUMMARY

Tennessee courts have adopted the Restatement stance on the invasion of privacy torts. Additionally, courts have also found that individuals can recover damages for unauthorized disclosure of their medical information under an implied covenant of confidentiality cause of action.

I. COMMON LAW
A. Torts

•  Appropriation of Another’s Likeness or Interfering With Another’s Interest in Not Having His Affairs Known: A person who unreasonably and seriously interferes with another's interest in not having his affairs known to others, or his likeness exhibited to the public, is liable to the other. Tennessee courts have adopted the Restatement stance towards this tort. Martin v. Senators, Inc., 418 S.W.2d 660 (Tenn. 1967).
•  False Light: Tennessee courts have adopted the Restatement stance towards this tort. Secured Fin. Solutions, LLC v. Winer, 2010 Tenn. App. LEXIS 70 (Tenn. Ct. App. Jan. 28, 2010).

•  Intrusion Upon Another’s Seclusion: The tort of invasion of privacy by intrusion upon seclusion requires intent. The courts have adopted the Restatement stance towards this tort. Harris v. Horton, 2009 Tenn. App. LEXIS 839 (Tenn. Ct. App. 2009).

•  Unreasonable Publicity Given to the Other's Private Life: Tennessee courts have adopted the Restatement stance towards this tort. Major v. Charter Lakeside Hosp., Inc., 1990 Tenn. App. LEXIS 621 (Tenn. Ct. App. 1990).

B. Contract Law

•  Implied Covenant of Confidentiality: An implied covenant of confidentiality can arise from a doctor-patient relationship. Such covenants are a result of the original contract of treatment for payment. Givens v. Mullikin, 75 S.W.3d 383 (Tenn. 2002).

II. STATUTORY LAW

A. Health Confidentiality Statutes

•  Medical Records: The name and address and other identifying information of a patient shall not be divulged. However, access may be granted to interested third-party payors or their designees, for the purpose of utilization review, case management, peer reviews, or other administrative functions. Notwithstanding the provisions of any law to the contrary, it is not unlawful to disclose, nor shall there be any liability for disclosing, medical information in response to a request authorized by state or federal law, including HIPAA. Tenn. Code Ann. § 63-2-101 (2010).

•  Public Record Exceptions: The medical records of patients in state, county and municipal hospitals and medical facilities, and the medical records of persons receiving medical treatment, in whole or in part, at the expense of the state, county, or municipality, shall be treated as confidential and shall not be open for inspection by members of the public. Any records containing the source of body parts for transplantation or any information concerning persons donating body parts for transplantation shall be treated as confidential and shall not be open for inspection by members of the public. The records of students in public educational institutions shall be treated as confidential. Information in such records relating to medical or psychological treatment or testing shall not be made available to unauthorized personnel of the institution or to the public or any agency, except those agencies authorized by the educational institution to conduct specific research or otherwise authorized by the governing board of the institution. All memoranda, work notes or products, case files, and communications related to mental health intervention techniques conducted by mental health professionals in a group setting to provide job-related critical incident counseling and therapy to law enforcement officers, county and municipal correctional officers, dispatchers, emergency medical technicians, emergency medical technician-paramedics, and firefighters, both volunteer and professional, are confidential. Statistical information not identified with a particular student may be released to any person, agency, or the public; and information relating only to an individual student's name, age, address, dates of attendance, grade levels completed, class placement and academic degrees awarded may likewise be disclosed. Tenn. Code Ann. § 10-7-504  (2009).

•  Sexually Transmitted Disease (STD):  All records and information held by the Department of Health or a local health department relating to known or suspected cases of STDs shall be strictly confidential. This information shall not be released or made public except where release is made of medical or epidemiological information for statistical purposes, in such form that no individual person can be identified. Tenn. Code Ann. § 68-10-113 (2009).

•  Insurance Records: It is unlawful for an insurer or carrier that provides accident or health insurance, a nonprofit hospital or medical service corporation, a health, hospital or medical service corporation, a health maintenance organization, including any that participates in TennCare or any successor program, a Multiple Employer Welfare Arrangement (MEWA), a preferred provider organization, a pharmacy benefit management organization, or any other network providing health benefits, to market or sell information that directly identifies the patient who is the subject of the information and that relates to the physical or mental health of that patient or to the provision of health care to that patient. This section does not apply to release of information that does not readily identify the patient for bona fide research or audit purposes. Nothing in this section shall prohibit the transfer of information as part of arrangements to assure the delivery of health care, health care payment, health care management, disease state management, or health care oversight. Tenn. Code Ann. § 56-7-124 (2009).

•  Penalties: Any health officer or any other person who violates the confidentiality of Department of Health STD records commits a Class C misdemeanor. Each violation is a separate offense. Tenn. Code Ann. § 68-10-111 (2009). Unlawful marketing or selling of medical insurance records shall be punished as a Class C misdemeanor. The Commissioner of Commerce and Insurance may assess a civil penalty against any entity violating this section in an amount not to exceed $1000 for each separate violation, or the amount realized by the entity, whichever is greater. Tenn. Code Ann. § 56-7-124 (2009).

III. CONSTITUTIONAL LAW
•  Generally: There is a right of individual privacy guaranteed under and protected by the liberty clauses of the Tennessee Declaration of Rights. Davis v. Davis, 842 S.W.2d 588 (Tenn. 1992). 

	Texas
	SUMMARY

Texas state courts have only recognized the intrusion and unreasonable publicity causes of action in the category of invasion of privacy torts. The state legislature has also provided for recovery of damages due to unauthorized disclosure of an individual’s HIV information, the unauthorized release of physician communications, and the unauthorized disclosure of hospital records.

Areas of concern include: (1) Genetic records. Tex. Occ. Code § 58.103 (2010).

I. COMMON LAW
A. Torts

•  General: The Texas Supreme Court has recognized the torts of intrusion upon seclusion, and unreasonable publicity given to an aspect of one’s private life. The Texas Supreme Court has indicated probable acceptance of the tort of appropriation of one’s name or likeness. The Texas Supreme Court has expressly declined to recognize the false light tort. Carr v. H. E. Butt Grocery Co., 2009 Tex. App. LEXIS 7900 (Tex. App. 2009).

•  Unreasonable Intrusion Upon the Seclusion or Private Affairs of Another: The Restatement stance towards this tort has been adopted. This was the first cause of action for an invasion of privacy tort recognized by state courts. Billings v. Atkinson, 489 S.W.2d 858 (Tex. 1973).


•  Unreasonable Publicity Given to an Aspect of One's Private Life in Which the Public has No Legitimate Concern: In order for an injured party to recover for public disclosure of private facts about himself, he must show: (1) that publicity was given to matters concerning his private life and such matters must have been highly intimate or embarrassing; (2) the publication of which would be highly offensive to a reasonable person of ordinary sensibilities; and (3) that the matter publicized is not of legitimate public concern. Additionally, publication of the facts must have been highly objectionable to a person of ordinary sensibilities. Industrial Foundation of South v. Texas Industrial Acci. Bd., 540 S.W.2d 668 (Tex. 1976). 


II. STATUTORY LAW

A. Privacy Torts

•  Issuer Violation of HIV-Related Test Results: A person who is injured by an issuer’s violation of HIV-related test results may bring a civil action for damages. An "issuer" is a person who delivers, issues for delivery, or renews coverage in this state, including a group policy, contract, or certificate of health insurance or evidence of coverage delivered, issued for delivery, or renewed in this state by an insurer, including a group hospital service corporation operating under Chapter 842, or by a health maintenance organization operating under Chapter 843. If it is found in a civil action that a person or entity has released or disclosed a test result or allowed a test result to become known in violation of Section 545.057, the person or entity is liable for actual damages or a civil penalty of not more than $1000 if the release or disclosure was negligent; or a fine between $1000 and $5000 if the release or disclosure was willful. A defendant in a civil action brought under this section is not entitled to claim a privilege as a defense to the action. Tex. Ins. Code § 545.702 (2009).

•  Physician Communications: A person aggrieved by a violation of the unauthorized release of confidential and privileged physician-patient communications may petition the district court of the county in which the person resides, or in the case of a nonresident of the state, the district court of Travis County, for appropriate injunctive relief. The petition takes precedence over all civil matters on the docketed court except those matters to which equal precedence on the docket is granted by law. The aggrieved person may prove a cause of action for civil damages. Tex. Occ. Code § 159.009 (2010).

•  Unauthorized Disclosure of Hospital Records: A patient aggrieved by the unauthorized release of the patient’s confidential hospital records may bring an action for appropriate injunctive relief and damages resulting from the release. Tex. Health & Safety Code § 241.156 (2010).

B. Health Confidentiality Statutes

•  HIV Records: The department shall maintain the confidentiality of test results of an inmate indicating HIV infection at all times, including after the inmate's discharge, release from a state jail, or release on parole or mandatory supervision. Tex. Gov't Code § 501.054 (2009). Each state agency shall develop and implement guidelines regarding confidentiality of AIDS and HIV-related medical information for employees of the agency and for clients, inmates, patients, and residents served by the agency. Each entity that receives funds from a state agency for residential or direct client services or programs shall develop and implement guidelines regarding confidentiality of AIDS and HIV-related medical information for employees of the entity and for clients, inmates, patients, and residents served by the entity. The confidentiality guidelines shall be consistent with guidelines published by the department and with state and federal law and regulations. Tex. Health & Safety Code § 85.115 (2009). Any statement that an identifiable individual has or has not been tested with a home collection kit for HIV infection testing, including a statement or assertion that the individual is positive, is negative, is at risk, or has or does not have a certain level of antigen or antibody, is confidential. Tex. Health & Safety Code § 85.260 (2009). The department shall compile the data and information included in reports required by this subchapter into composite form and shall prepare at least annually a written report of the composite data and information subject to Section 38.106, and the department shall make the report available to the public. Tex. Ins. Code § 38.104 (2009). An HIV-related test result is confidential. An issuer may not release or disclose the test result or otherwise allow the test result to become known except as required by law. Tex. Ins. Code § 545.057 (2009).

•  Communicable Disease Information: The result of a test for a communicable disease is confidential. A person that possesses or has knowledge of a test result may not release or disclose the test result or allow the test result to become known. However, a person may release or disclose a test result for statistical summary purposes without the written consent of the person tested if information that could identify the person is removed from the report. Tex. Health & Safety Code § 81.103 (2009). The department shall make available epidemiologic projections and other analyses, including comparisons of Texas and national trends, to state and local agencies for use in planning, developing, and evaluating AIDS and HIV-related programs and services. Tex. Health & Safety Code § 81.052 (2009).

•  Records to be Used for Morbidity and Mortality Studies: Medical care providers may provide interviews, reports, statements, memoranda, or other information relating to the condition and treatment of any person, to be used in a study to reduce morbidity or mortality or to identify persons who may need immunization, to the Texas Department of Health. Tex. Health & Safety Code § 161.021 (2010). The Texas Department of Health, a medical organization, a hospital, a hospital committee, or a cancer registry may use or publish information only to advance medical research or medical education in the interest of reducing morbidity or mortality, except that a summary of the studies may be released by those entities for general publication. The identity of a person whose condition or treatment has been studied is confidential and may not be revealed except in immunization surveys conducted for the Department to identify persons who need immunization. Tex. Health & Safety Code § 161.022 (2010).

•  Public Record Exceptions: Reports, records, and information furnished to the Commissioner of Public Health or the Texas Natural Resource Conservation Commission that relate to an epidemiologic or toxicologic investigation of human illnesses or conditions and of environmental exposures that are harmful or believed to be harmful to the public health are not public information and are confidential. Tex. Health & Safety Code § 161.0213 (2010).

•  Physicians: A communication between a physician and a patient, relative to or in connection with any professional services as a physician to the patient, is confidential and privileged and may not be disclosed. Record of the identity, diagnosis, evaluation, or treatment of a patient by a physician that is created or maintained by a physician is confidential and privileged and may not be disclosed. The prohibitions of this chapter continue to apply to a confidential communication or record relating to a patient regardless of when the patient receives the services of a physician, except for medical records at least 100 years old that are requested for historical research purposes. Tex. Occ. Code § 159.002 (2010). An exception to the privilege of confidentiality in a situation other than a court or administrative proceeding, allowing disclosure of confidential information by a physician, exists only with respect to the following: a governmental agency, if the disclosure is required or authorized by law, or qualified personnel for research or for a management audit, financial audit, or program evaluation, but the personnel may not directly or indirectly identify a patient in any report of the research, audit, or evaluation or otherwise disclose identity in any manner. Tex. Occ. Code § 159.004 (2010).

•  Genetic Information: Genetic information is confidential and privileged regardless of the source of the information. Genetic information may be disclosed without the individual's authorization if: (1)  the disclosure is for information from a research study in which the procedure for obtaining informed written consent and the use of the information is governed by national standards for protecting participants involved in research projects, including guidelines issued under 21 C.F.R. Part 50 and 45 C.F.R. Part 46; (2)  the information does not identify a specific individual; and (3)  the information is provided to the Texas Department of Health to comply with Chapter 87, Health and Safety Code. Tex. Occ. Code § 58.103 (2010).

•  Reporting of Occupational Conditions: Certain medical professionals are required to report suspected cases of work-related disease or health conditions to the Texas Department of Health. Tex. Health & Safety Code § 84.004 (2010). All information and records relating to reportable conditions are confidential. That information may not be released or made public on subpoena or otherwise, except that release of information may be made for statistical purposes, but only if a person is not identified. Tex. Health & Safety Code § 84.006 (2010).

•  Communicable Diseases: Reports, records, and information received from any source, including from a federal agency or from another state, furnished to a public health district, a health authority, a local health department, or the Texas Department of Health that relate to cases or suspected cases of diseases or health conditions are confidential. Reports, records, and information relating to cases or suspected cases of diseases or health conditions are not public information and may not be released or made public. Medical or epidemiological information may be released for statistical purposes if: (1) released in a manner that prevents the identification of any person; (2) appropriate state agencies in this state or another state, a health authority or local health department in this state or another state, or federal, county, or district courts to comply with this chapter and related rules relating to the control and treatment of communicable diseases and health conditions or under another state or federal law that expressly authorizes the disclosure of this information; (3) to appropriate federal agencies, such as the Centers for Disease Control and Prevention of the United States Public Health Service, but the information must be limited to the name, address, sex, race, an occupation of the patient, the date of disease onset, the probable source of infection, and other requested information relating to the case or suspected case of a communicable disease or health condition. Tex. Health & Safety Code § 81.046 (2010). Subject to the confidentiality requirements of this chapter, the Texas Department of Health shall require epidemiological reports of disease outbreaks and of individual cases of disease suspected or known to be of importance to the public health. The Texas Department of Health shall evaluate the reports to determine the trends involved and the nature and magnitude of the hazards. Tex. Health & Safety Code § 81.047 (2010). The Texas Department of Health shall: (1) every quarter, compile certain submitted HIV-related information and make the compiled data available to the public within six months of the last day of each quarter; (2) annually analyze and determine trends in incidence and prevalence of AIDS and HIV infection by region, city, county, age, gender, race, ethnicity, national origin, transmission category, and other factors as appropriate; and (3) annually prepare a report on the analysis and make the report available to the public. The Texas Department of Health may not include any information that would allow the identification of an individual in any analysis or prepared report. The Texas Department of Health shall make available epidemiologic projections and other analyses, including comparisons of Texas and national trends, to state and local agencies for use in planning, developing, and evaluating AIDS and HIV-related programs and services. Tex. Health & Safety Code § 81.052 (2010).

•  Hospital Records: A patient's health care information may be disclosed without the patient's authorization if: (1) the disclosure is directory information, unless the patient has instructed the hospital not to make the disclosure or the directory information is otherwise protected by state or federal law; (2) to an employee or agent of the hospital who requires health care information for health care education, quality assurance, or peer review or for assisting the hospital in the delivery of health care or in complying with statutory, licensing, accreditation, or certification requirements; (3) to a federal, state, or local government agency or authority to the extent authorized or required by law; (4) for use in a research project authorized by an institutional review board under federal law; or (5) to a health maintenance organization for purposes of maintaining a statistical reporting system as required by a rule adopted by a state agency or regulations adopted under the federal Health Maintenance Organization Act of 1973. Tex. Health & Safety Code § 241.153 (2010). A hospital shall adopt and implement reasonable safeguards for the security of all health care information it maintains. Tex. Health & Safety Code § 241.155 (2010).

•  Inmate Records: Notwithstanding any other law of this state, the health care information of a patient who is a defendant or inmate confined in a facility operated by or under contract with the Texas Department of Criminal Justice may be exchanged between health care personnel of the Department and health care personnel of the University of Texas Medical Branch at Galveston or the Texas Tech University Health Sciences Center. The authorization of the defendant or inmate is not required for the exchange of information. Tex. Health & Safety Code § 241.1531 (2010).

•  Penalties: A person commits an offense if the person violates the confidentiality of an individual’s HIV home testing information. The punishment for an offense under this section is the same as the punishment for an offense under Section 81.103. Tex. Health & Safety Code § 85.260 (2009). It is an offense to criminally and negligently release or disclose an HIV-related test result or other information held by a health coverage issuer; or allowing a test result or other information to become known. An offense under this Section is a Class A misdemeanor. Each release or disclosure made or allowance of a test result to become known in violation of this chapter constitutes a separate offense. Tex. Ins. Code § 545.703 (2009). A person who discloses confidential genetic information is liable for a civil penalty not to exceed $10,000. Tex. Occ. Code § 58.105 (2010).

	Utah
	SUMMARY

Utah courts have recognized the four invasion of privacy causes of action.

I. COMMON LAW
A. Torts

•  Intrusion Upon Seclusion: A plaintiff must prove two elements by a preponderance of the evidence: (1) that there was an intentional substantial intrusion, physically or otherwise, upon the solitude or seclusion of the complaining party; and (2) that the intrusion would be highly offensive to the reasonable person. Furthermore, there must be something in the nature of prying or intrusion that is particularly offensive. While there is no requirement that some physical area be entered, courts do not seem to have applied this cause of action to a non-physical intrusion. In making its threshold determination of offensiveness, a court should consider such factors as “the degree of intrusion, the context, conduct and circumstances surrounding the intrusion as well as the intruder's motives and objectives, the setting into which he intrudes, and the expectations of those whose privacy is invaded.” Stien v. Marriott Ownership Resorts, 944 P.2d 374 (Utah Ct. App. 1997).

•  Appropriation of Name or Likeness for the Benefit of Another: The three elements of this cause of action are: (1) appropriation; (2) of another's name or likeness that has some “intrinsic value”; (3) for the use or benefit of another. The interest being protected is the interest of the individual in the exclusive use of his own identity, in so far as it is represented by his name or likeness, and in so far as the use may be of benefit to him or to others." Stien v. Marriott Ownership Resorts, 944 P.2d 374 (Utah Ct. App. 1997).

•  Publicity Given to Private Facts: The Restatement stance towards this tort has been adopted. The elements to this cause of action are: (1) the disclosure of the private facts must be a public disclosure and not a private one; (2) the facts disclosed to the public must be private facts, and not public ones; and (3) the matter made public must be one that would be highly offensive and objectionable to a reasonable person of ordinary sensibilities. Additionally, the public must not have a legitimate interest in having the information made available. Recovery is permitted for truthful disclosures. Stien v. Marriott Ownership Resorts, 944 P.2d 374 (Utah Ct. App. 1997).

•  False Light: The Restatement stance has been adopted. One is subject to liability to another for invasion of privacy if: (1) he or she gives publicity to a matter concerning another that places the other before the public in a false light; (2) the false light in which the other was placed would be highly offensive to a reasonable person; and (3) the actor had knowledge of or acted in reckless disregard as to the falsity of the publicized matter and the false light in which the other would be placed. Stien v. Marriott Ownership Resorts, 944 P.2d 374 (Utah Ct. App. 1997).

•  Breach of Confidential Duty: If a doctor violates a patient's confidence, the patient can recover damages. Certain situations can give rise to a conditional privilege to make a disclosure reasonably necessary. Such a privilege may also extend to the protection of the interests of third persons under proper circumstances. Where life, safety, well-being or other important interest is in jeopardy, one having information which could protect against the hazard, may have a conditional privilege to reveal information for such purpose, even though it is defamatory and may prove to be false. One purveying such information about one person to protect another is obliged to consider the likelihood and the extent of benefit to the recipient, if the matter is true, as compared with the likelihood of injury and the extent thereof to the subject, if it prove false, or improper to reveal. Whether the privilege exists, depends upon generally accepted standards of decent conduct. Applying that standard, the privilege exists if the recipient has the type of interest in the matter, and the publisher stands in such a relation to him, that it would reasonably be considered the duty of the publisher to give the information. The privilege to pass on derogatory information, which proves false, must have been exercised with at least reasonable discretion, or the publisher will be held responsible. Berry v. Moench, 331 P.2d 814 (Utah 1958).

II. STATUTORY LAW

A. Privacy Torts

•  Abuse of Personal Identity: The personal identity of an individual is abused if an advertisement is published in which the personal identity of that individual is used in a manner which expresses or implies that the individual approves, endorses, has endorsed, or will endorse the specific subject matter of the advertisement. Utah Code Ann. § 45-3-3 (2009). An individual whose personal identity has been abused may bring an action against a person who caused the publication of the advertisement, and is entitled to injunctive relief, damages alleged and proved, exemplary damages, and reasonable attorney's fees and costs. Utah Code Ann. § 45-3-4 (2009). An individual whose personal identity has been abused may bring an action against a person who published the advertisement if: (a) the advertisement, on its face is such that a reasonable person would conclude that it is unlikely that an individual would consent to such use; and (b) the publisher did not take reasonable steps to assure that consent was obtained. A plaintiff may be entitled to injunctive relief, damages alleged and proved, exemplary damages, and reasonable attorney's fees and costs. Utah Code Ann. § 45-3-5 (2009). This act does not limit or supersede any causes of action otherwise available to the parties, and common law suits are not limited. Utah Code Ann. § 45-3-6 (2009).

•  Crime of Using Another’s Personal Identity: Any person is guilty of a class B misdemeanor who knowingly or intentionally causes the publication of an advertisement in which the personal identity of an individual is used in a manner which expresses or implies that the individual approves, endorses, has endorsed, or will endorse the specific subject matter of the advertisement without the consent for such use by the individual. Utah Code Ann. § 76-9-407 (2009). Any person, or the heirs of any deceased person, who has been injured by a violation of this part may bring an action against the person who committed the violation. If in the action the court finds the defendant is violating or has violated any of the provisions of this part, it shall enjoin the defendant from a continuance thereof. It shall not be necessary that actual damages to the plaintiff be alleged or proved, but if damages are alleged and proved, the plaintiff in the action shall be entitled to recover from the defendant the actual damages, if any, sustained in addition to injunctive relief. A finding that the defendant is in violation of this part shall entitle the plaintiff to reasonable attorney's fees. Exemplary damages may be awarded where the violation is found to be malicious. Utah Code Ann. § 76-9-406 (2009).

•  Crime of General Privacy Invasion: A person is guilty of privacy violation if he trespasses on property with intent to subject anyone to eavesdropping or other surveillance in a private place; or installs in any private place, without the consent of the person or persons entitled to privacy there, any device for observing, photographing, recording, amplifying, or broadcasting sounds or events in the place, or uses any such unauthorized installation; or installs or uses outside of a private place any device for hearing, recording, amplifying, or broadcasting sounds originating in the place which would not ordinarily be audible or comprehensible outside, without the consent of the person or persons entitled to privacy there. A violation of these provisions is a class B misdemeanor. Utah Code Ann. § 76-9-402 (2009). Any person, or the heirs of any deceased person, who has been injured by a violation of this part may bring an action against the person who committed the violation. If in the action the court finds the defendant is violating or has violated any of the provisions of this part, it shall enjoin the defendant from a continuance thereof. It shall not be necessary that actual damages to the plaintiffs be alleged or proved, but if damages are alleged and proved, the plaintiff in the action shall be entitled to recover from the defendant the actual damages, if any, sustained in addition to injunctive relief. A finding that the defendant is in violation of this part shall entitle the plaintiff to reasonable attorney's fees. Exemplary damages may be awarded where the violation is found to be malicious. Utah Code Ann. § 76-9-406 (2009).

•  Criminal Defamation: A person is guilty of criminal defamation if he knowingly communicates to any person orally or in writing any information which he knows to be false and knows will tend to expose any other living person to public hatred, contempt, or ridicule. Criminal defamation is a class B misdemeanor. Utah Code Ann. § 76-9-404 (2009). Any person, or the heirs of any deceased person, who has been injured by a violation of this part may bring an action against the person who committed the violation. If in the action the court finds the defendant is violating or has violated any of the provisions of this part, it shall enjoin the defendant from a continuance thereof. It shall not be necessary that actual damages to the plaintiff be alleged or proved, but if damages are alleged and proved, the plaintiff in the action shall be entitled to recover from the defendant the actual damages, if any, sustained in addition to injunctive relief. A finding that the defendant is in violation of this part shall entitle the plaintiff to reasonable attorney's fees. Exemplary damages may be awarded where the violation is found to be malicious. Utah Code Ann. § 76-9-406 (2009).

B. Health Confidentiality Statutes

•  Communicable Diseases: The Department of Health shall conduct or oversee the investigation, control, and monitoring of suspected or confirmed tuberculosis infection and disease within the state. Local health departments shall investigate, control, and monitor suspected or confirmed tuberculosis infection and disease within their respective jurisdictions. Utah Code Ann. § 26-6-8 (2009). Information collected pursuant to this chapter in the possession of the Department of Health or local health departments relating to an individual who has or is suspected of having a disease designated by the department as a communicable or reportable disease under this chapter shall be held by the Department of Health and local health departments as strictly confidential. The Department of Health Organization and local health departments may not release or make public that information except that specific medical or epidemiological information may be released to authorized personnel within the Department of Health, local health departments, official health agencies in other states, the United States Public Health Service, the Centers for Disease Control and Prevention (CDC), or when necessary to continue patient services or to undertake public health efforts to interrupt the transmission of disease; specific medical or epidemiological information may be released in such a way that no individual is identifiable. Utah Code Ann. § 26-6-27 (2009). These confidentiality requirements do not apply to information that relates to an individual who is or has been in the custody of the Department of Corrections, a county jail, or the Division of Juvenile Justice Services within the Department of Human Services; or any information relating to an individual who willfully or maliciously or with reckless disregard for the welfare of others transmits a communicable or infectious disease. Utah Code Ann. § 26-6-30 (2009).

•  Child Abuse Reports: Except as otherwise provided in this chapter, reports made pursuant to this part, as well as any other information in the possession of the Division of Child and Family Services of the Department of Human Services obtained as the result of a report are private, protected, or controlled records and not to be publicly available. Utah Code Ann. § 62A-4a-412 (2009).

•  Epidemic Infections and Communicable Diseases: The Department of Health has authority to investigate and control the causes of epidemic infections and communicable disease, and shall provide for the detection, reporting, prevention, and control of communicable diseases and epidemic infections or any other health hazard which may affect the public health. Utah Code Ann. § 26-6-3 (2009). Information collected pursuant to this chapter in the possession of the Department of Health or local health departments relating to an individual who has or is suspected of having a disease designated by the Department of Health as a communicable or reportable disease under this chapter shall be held by the department and local health departments as strictly confidential. The Department of Health and local health departments may not release or make public that information upon subpoena, search warrant, discovery proceedings, or otherwise. The Department of Health or local health departments may release specific medical or epidemiological information in such a way that no individual is identifiable. Utah Code Ann. § 26-6-27 (2009). These confidential requirements do not apply to information that relates to an individual who is in the custody of the Department of Corrections, a county jail, or the Division of Juvenile Justice Services within the Department of Human Services. Utah Code Ann. § 26-6-30 (2009).

•  Penalties: Any individual or entity entitled to receive confidential communicable disease information from the Department of Health or a local health department and who violates that confidentiality is guilty of a class B misdemeanor. This statement does not apply to any individual or entity that holds or receives information relating to an individual who has or is suspected of having a disease designated by the department as a communicable or reportable disease under this chapter, if that individual or entity has obtained the information from a source other than the Department of Health or a local health department. Utah Code Ann. § 26-6-29 (2009).

	Vermont
	SUMMARY

Vermont case law is sparse when it comes to addressing privacy rights.
I. COMMON LAW
A. Torts

•  Intrusion Upon Another’s Solitude or Seclusion: Courts have adopted the Restatement approach. In order to state a valid claim, the intrusion must be substantial. Denton v. Chittenden Bank, 655 A.2d 703 (Vt. 1994).

•  Unreasonable Publicity Given to a Person's Private Life: While it appears that courts do support this cause of action, there do not seem to be any decisions addressing this cause of action. Lemnah v. Am. Breeders Serv., 482 A.2d 700 (Vt. 1984).
•  Publicity that Unreasonably Places the Person in a False Light: While it appears that courts do support this cause of action, there do not seem to be any decisions addressing this cause of action. Lemnah v. Am. Breeders Serv., 482 A.2d 700 (Vt. 1984).
•  Appropriation of a Person's Identity: The Restatement has been adopted in so far as the tort is recognized. A cause of action arises only when the appropriation is for commercial purposes. A defendant must have appropriated to his own use or benefit the reputation, prestige, social or commercial standing, public interest or other values of the plaintiff's name or likeness for a plaintiff to bring a valid cause of action to court. Staruski v. Continental Tel. Co., 581 A.2d 266, 268 (Vt. 1990).
II. STATUTORY LAW

A. Health Confidentiality Statutes

•  Hospital Patient Bill of Rights: A patient has the right to every consideration of privacy concerning the patient's own medical care program. Case discussion, consultation, examination, and treatment are confidential and shall be conducted discreetly. The patient has the right to expect that all communications and records pertaining to his or her care shall be treated as confidential. Only medical personnel, or individuals under the supervision of medical personnel, directly treating the patient, or those persons monitoring the quality of that treatment, or researching the effectiveness of that treatment, shall have access to the patient's medical records. Vt. Stat. Ann. tit. 18, § 1852 (2010).

•  Communicable Diseases: All information and reports in connection with persons suffering from venereal diseases shall be regarded as absolutely confidential and for the sole use of the State Board of Health in the performance of its duties, and such records are not accessible to the public or to be deemed public records. The State Board of Health may not disclose the names or addresses of persons reported or treated. Vt. Stat. Ann. tit. 18, § 1099 (2010). Public health records that relate to HIV or AIDS that contain any personally identifying information, or any information that may indirectly identify a person and was developed or acquired by state or local public health agencies, shall be confidential. Vt. Stat. Ann. tit. 18, § 1001 (2010). The result of a test ordered due to a worker or personnel’s exposure to a communicable disease is protected health information subject to the "Standards for Privacy of Individually Identifiable Health Information" established under the Health Insurance Portability and Accountability Act of 1996. Test results shall be confidential. Vt. Stat. Ann. tit. 18, § 1141 (2010).

•  Patient Safety Surveillance and Improvement System: The Commissioner of Health or his designee shall establish a comprehensive patient safety surveillance and improvement system for the purpose of improving patient safety, eliminating adverse events in Vermont hospitals, and supporting and facilitating quality improvement efforts by hospitals. The department may contract with a qualified organization having expertise in patient safety to develop and implement all or part of the safety system. Vt. Stat. Ann. tit. 18, § 1913 (2010). All information made available to the Department of Health and its designees shall be confidential and privileged, and exempt from the Public Access to Records law. Within the Department of Health, access to peer review protected information shall be limited to individuals responsible for verifying compliance with the safety system and for providing necessary consultation and supervision to that program. Hospitals may replace health care provider identifying information in peer review materials with a surrogate identifier that allows for tracking of adverse events involving the same provider without disclosing the provider's identity. Vt. Stat. Ann. tit. 18, § 1917 (2010).

•  Cancer Registry: The Commissioner of Health or his designee shall establish a uniform statewide population-based cancer registry system for the collection of information determining the incidence of cancer and related data. Vt. Stat. Ann. tit. 18, § 152 (2010). All reported health care information is confidential and privileged. The Commissioner or his designee shall take strict measures to ensure that all identifying information is kept confidential. All identifying information regarding an individual patient, health care provider, or health care facility contained in records of interviews, written reports, and statements procured by the Commissioner or his designee, or by any other person, agency, or organization, acting jointly with the commissioner in connection with cancer morbidity and mortality studies shall be confidential and privileged and shall be used solely for the purposes of the study. Nothing in this section shall prevent the Commissioner or his designee from publishing statistical compilations relating to morbidity and mortality studies which do not identify individual cases or sources of information. Vt. Stat. Ann. tit. 18, § 154 (2010). The Commissioner may furnish confidential information to other states’ cancer registries, federal cancer control agencies, or health researchers; in order to collaborate in a national cancer registry; or to collaborate in cancer control and prevention research studies. However, before releasing confidential information, the Commissioner shall first obtain from such state registries, agencies, or researchers agreement in writing to keep the identifying information confidential and privileged. In the case of researchers, the commissioner of health shall also first obtain evidence of the approval of their academic committee for the protection of human subjects. Vt. Stat. Ann. tit. 18, § 155 (2010).

•  Penalties: Any person who: (1) willfully or maliciously discloses the content of any confidential public health record related to HIV or AIDS and does so without authorization shall be subject to a civil penalty of not less than $10,000 and not more than $25,000, costs and attorney fees as determined by the court, compensatory and punitive damages, or equitable relief, including restraint of prohibited acts, costs, reasonable attorney's fees, and other appropriate relief. Any person who negligently discloses the content of any confidential public health record related to HIV or AIDS and does so without authorization shall be subject to a civil penalty in an amount not to exceed $2,500 plus court costs, as determined by the court, which penalty and costs shall be paid to the subject of the confidential information. Willfully, maliciously, or negligently and without authorization disclosing the results of an HIV test to a third party in a manner that identifies or provides identifying characteristics of the person to whom the test results apply and that results in economic, bodily, or psychological harm to the subject of the test, is guilty of a misdemeanor, punishable by imprisonment for a period not to exceed one year, or a fine not to exceed $25,000, or both. Committing any act described above creates liability to the injured subject for all actual damages, including damages for any economic, bodily, or psychological harm that is a proximate result of the act. Each unauthorized disclosure is a separate and actionable offense. Vt. Stat. Ann. tit. 18, § 1001 (2010). Unauthorized disclosures of the communicable disease test results of workers and personnel may be subject to the penalties provided under the Health Insurance Portability and Accountability Act of 1996 and may be considered unprofessional conduct under applicable licensing, certification, and registration laws. Vt. Stat. Ann. tit. 18, § 1141 (2010). A person who violates a provision of the state’s health laws for which no other penalty is provided shall be fined not more than $100 nor less than $50. Vt. Stat. Ann. tit. 18, § 7 (2010).

	Virginia
	SUMMARY

Virginia courts do not recognize a cause of action for the false light invasion of privacy tort.

I. COMMON LAW
A. Torts

•  General: Virginia courts do not recognize the common law action of false light invasion of privacy. Abadian v. Lee, 117 F. Supp. 2d 481 (D. Md. 2000).

II. STATUTORY LAW

A. Privacy Torts

•  Unauthorized Use of Name or Picture of Any Person: A cause of action is allowed for any use of a person’s name, portrait or picture for advertising purposes or for the purposes of trade and without having first obtained the person’s written consent. Aggrieved individuals may maintain a suit in equity against the person, firm, or corporation so using such person's name, portrait, or picture to prevent and restrain the use thereof; and may also sue and recover damages for any injuries sustained by reason of such use. If the defendant shall have knowingly used such person’s name, portrait or picture in such manner as is forbidden or declared to be unlawful by this chapter, the jury, in its discretion, may award exemplary damages. Va. Code Ann. § 8.01-40 (2009). Courts have held that corporations cannot maintain an action under this provision because the tort only exists for natural persons. Silver Ring Splint Co. v. Digisplint, Inc., 567 F. Supp. 2d 847 (W.D. Va. 2008). An exception exists under this section for items that are “newsworthy” or “matters of public interest,” which covers articles in newspapers and magazines, as well as pictures used to illustrate the articles, unless the picture bears no real relationship to the article or the article is an advertisement in disguise. There is an exception to the statute for uses that are incidental to the purpose of the work, and according to this exception, a publisher will be liable for the publication of an unauthorized picture only if there is a direct and substantial connection between the appearance of the plaintiff's name or likeness and the main purpose and subject of the work. Williams v. Newsweek, Inc., 63 F. Supp. 2d 734 (E.D. Va. 1999). Virginia recognizes no right of privacy other than that specifically conferred by this section. Falwell v. Penthouse Int'l, Ltd., 521 F. Supp. 1204 (W.D. Va. 1981).

•  Unauthorized Disclosures of HIV Test Results: Any person who is the subject of an unauthorized HIV test result disclosure shall be entitled to initiate an action to recover actual damages, if any, or $100, whichever is greater. In addition, such person may also be awarded reasonable attorney's fees and court costs. Va. Code Ann. § 32.1-36.1 (2009).

B. Health Confidentiality Statutes

•  Hospital Health Records: Individuals have the right to keep their hospital health records private. Records are generally the property of the health entity maintaining them. No health care entity or person working in a health care setting may disclose the records. However, health care entities may furnish health records in aggregate, or other data from which individually identifying prescription information has been removed, encoded or encrypted, to qualified researchers, including for purposes of clinical, pharmaco-epidemiological, pharmaco-economic, or other health services research. Va. Code Ann. § 32.1-127.1:03 (2010).

•  HIV Test Results: The results of every test to determine infection with human immunodeficiency virus shall be confidential. Such information may only be released to the following persons: (1) medical or epidemiological researchers for use as statistical data only; (2) any person authorized by law to receive such information; and (3) Departments of Health located outside the Commonwealth by the Virginia Department of Health for the purposes of disease surveillance and investigation. Va. Code Ann. § 32.1-36.1 (2009).

•  Virginia Immunization Information System: The Board of Health shall establish the Virginia Immunization Information System (VIIS), a statewide immunization registry that consolidates patient immunization histories from birth to death into a complete, accurate, and definitive record that may be made available to participating health care providers throughout Virginia, to the extent funds are appropriated by the General Assembly or otherwise made available. The purposes of VIIS shall be to (i) protect the public health of all citizens of the Commonwealth, (ii) prevent under- and over-immunization of children, (iii) ensure up-to-date recommendations for immunization scheduling to health care providers and the Board, (iv) generate parental reminder and recall notices and manufacturer recalls, (v) develop immunization coverage reports, (vi) identify areas of under-immunized population, and (vii) provide, in the event of a public health emergency, a mechanism for tracking the distribution and administration of immunizations, immune globulins, or other preventive medications or emergency treatments. The Board of Health shall promulgate regulations to implement the VIIS that shall address procedures for releasing aggregate data, from which personal identifying data has been removed or redacted, to qualified persons for purposes of research, statistical analysis, and reporting. Va. Code Ann. § 32.1-46.01 (2009).

•  Virginia Hearing Impairment Identification and Monitoring System: The State Health Commissioner and all other persons to whom data is submitted under the system shall keep such information confidential. No publication of information shall be made except in the form of statistical or other studies which do not identify individuals. However, the Commissioner shall contact the parents of children identified with hearing impairment or at risk of hearing impairment, their physicians and the relevant local early intervention program to provide them with information about available public and private health care and educational resources including any hearing impairment clinics. Va. Code Ann. § 32.1-64.2 (2009).

•  Newborn Screening: The results of the newborn screening services conducted pursuant to this article may be used for research and collective statistical purposes. No publication of information, biomedical research, or medical data shall be made that identifies any infant having a heritable or genetic disorder. All medical records maintained as part of newborn screening services shall be confidential and shall be accessible only to the State Board of Health, or the State Health Commissioner or his agents. Va. Code Ann. § 32.1-67.1 (2009).

•  Screening of Genetic or Metabolic Diseases: The results of any particular screening program shall be sent to the physician of the person tested, if known, and either to the parents when the person screened is under the age of eighteen or to the person if he is eighteen years of age or over. The results of a screening program may be used for research and collective statistical purposes. Except as hereinabove provided, all records maintained as part of any screening program shall be strictly confidential and shall be accessible only to the State Board of Health, the State Health Commissioner or his agents or to the local health director who is conducting the screening program, except by explicit permission of the person who has been screened if such person is eighteen years of age or over or of such person's parent or guardian if he is under age eighteen. Va. Code Ann. § 32.1-69 (2009).

•  Virginia Congenital Anomalies Reporting and Education System: In order to collect data to evaluate the possible causes of birth defects, improve the diagnosis and treatment of birth defects and establish a mechanism for informing the parents of children identified as having birth defects and their physicians about the health resources available to aid such children, the State Health Commissioner shall establish and maintain a Virginia Congenital Anomalies Reporting and Education System using data from birth and death certificates and fetal death reports filed with the State Registrar of Vital Records and data obtained from hospital medical records. The chief administrative officer of every hospital shall make or cause to be made a report to the Commissioner of any person under two years of age diagnosed as having a congenital anomaly. Va. Code Ann. § 32.1-69.1 (2009). The Commissioner and all other persons to whom data is submitted shall keep such information confidential. No publication of information shall be made except in the form of statistical or other studies which do not identify individuals. However, the Commissioner may contact the parents of children identified as having birth defects and their physicians to collect relevant data and to provide them with information about available public and private health care resources. Va. Code Ann. § 32.1-69.2 (2009).

•  Statewide Cancer Registry: Records of patients having malignant tumors or cancers submitted to the State Health Commissioner and other persons shall be kept confidential. No release of any such information from these records shall be made except in the form of statistical or other studies which do not identify individual cases. However, the Commissioner, in his sole discretion, may divulge the identity of such patients and practitioners if pertinent to a research or study. Any person to whom such identities are divulged shall preserve their anonymity. Va. Code Ann. § 32.1-71 (2009).

•  Public Record Exemptions: Patient level data collected pursuant to this chapter shall be exempt from the provisions of the Virginia Freedom of Information Act, shall be considered confidential, and shall not be disclosed other than as specifically authorized by this chapter; however, upon processing and verification by the nonprofit organization, all patient level data shall be publicly available, except patient, physician, and employer identifier elements, which may be released solely for research purposes if otherwise permitted by law and only if such identifier is encrypted and cannot be reasonably expected to reveal patient identities. No report published by the nonprofit organization, the State Health Commissioner, or other person may present information that reasonably could be expected to reveal the identity of any patient. Publicly available information shall be designed to prevent persons from being able to gain access to combinations of patient characteristic data elements that reasonably could be expected to reveal the identity of any patient. The nonprofit organization, in its discretion, may release physician and employer identifier information. Outpatient surgical charge data shall be made publicly available only pursuant to a review by the Joint Commission on Health Care. Va. Code Ann. § 32.1-276.9 (2009).

•  Penalties: If a person has willfully or through gross negligence made an unauthorized disclosure of HIV test result information, the Attorney General, any attorney for the Commonwealth, or any attorney for the county, city or town in which the violation occurred may recover for the Literary Fund, upon petition to the court, a civil penalty of not more than $ 5000 per violation. Va. Code Ann. § 32.1-36.1 (2009). Any person who uses, discloses or releases data maintained in the statewide cancer registry in violation of state law shall be subject, in the discretion of the court, to a civil penalty not to exceed $25,000 for each violation, which shall be paid to the general fund. Va. Code Ann. § 32.1-71.01 (2009). Any unauthorized disclosure of collected patient level information shall be subject to a civil penalty of not more than $5000 per violation. This provision shall be enforceable upon petition to the appropriate circuit court by the Attorney General, any attorney for the Commonwealth, or any attorney for the county, city or town in which the violation occurred. Any penalty imposed shall be payable to the Literary Fund. In addition, any person or entity who is the subject of any disclosure in violation of this article shall be entitled to initiate an action to recover actual damages, if any, or $500, whichever is greater, together with reasonable attorney's fees and court costs. Va. Code Ann. § 32.1-276.9 (2009).

	Washington
	SUMMARY

State courts have adopted the Restatement stance on invasion of privacy torts.

I. COMMON LAW
A. Torts

•  Generally: The common law right of privacy exists in Washington state, and courts have recognized that individuals may bring a cause of action for invasion of that right. Courts have generally adopted the Restatement approach to the tort. Immediate relatives of a decedent have a protectable privacy interest in the autopsy records of the decedent. That privacy interest is grounded in maintaining the dignity of the deceased. Reid v. Pierce County, 961 P.2d 333 (Wash. 1998). The right to privacy is violated if the disclosure of private information about the person: (1) would be highly offensive to a reasonable person, and (2) is not of legitimate concern to the public. Lopez v. City of Seattle, 2002 Wash. App. LEXIS 2384 (Wash. Ct. App. 2002).

II. STATUTORY LAW

A. Privacy Torts

•  Intercepting, Recording, or Divulging Private Communication: It shall be unlawful for any individual, partnership, corporation, association, or the state of Washington, its agencies, or political subdivisions, to intercept or record any private communication transmitted by telephone, telegraph, radio, or other device between two or more individuals between points within or without the state by any device, electronic or otherwise, designed to record and/or transmit said communication regardless of how such device is powered or actuated, without first obtaining the consent of all the participants in the communication. Wash. Rev. Code § 9.73.030 (2009). This section prohibits only recording or intercepting private phone conversations without the consent of the other party; it does not prohibit disseminating such conversations to others. Kearney v. Kearney, 974 P.2d 872 (Wash. Ct. App. 1999). Any person who, directly or indirectly, violates these provisions shall be subject to legal action for damages, to be brought by any other person claiming that a violation of this statute has injured his business, his person, or his reputation. A person so injured shall be entitled to actual damages, including mental pain and suffering endured by him on account of violation of the provisions of this chapter, or liquidated damages computed at the rate of $100 a day for each day of violation, not to exceed $1000, and reasonable attorney's fee and other costs of litigation. Wash. Rev. Code § 9.73.060 (2009).
•  Disclosure of Confidential HIV Information: Any person aggrieved by a violation of the confidentiality of HIV information shall have a right of action in superior court and may recover for each violation. For negligent violations of this confidentiality, the aggrieved person may recover $1000, or actual damages, whichever is greater, for each violation. For suits against any person who intentionally or recklessly violates a provision of this chapter, an aggrieved individual may recover $10,000, or actual damages, whichever is greater, for each violation. It is a negligent violation to cause an unauthorized communication of confidential sexually transmitted disease information by facsimile transmission, or otherwise communicate the information to an unauthorized recipient when the sender knew or had reason to know the facsimile transmission telephone number or other transmittal information was incorrect or outdated. Wash. Rev. Code § 70.24.084 (2009).
•  Cause of Action Against Health Care Provider and Facilities: An action may be maintained against a health care provider or facility who has unlawfully disclosed patient health care information in violation of state statute. Wash. Rev. Code § 70.02.170 (2009).
B. Health Confidentiality Statutes

•  Health Care Providers and Facilities: A health care provider or health care facility may disclose health care information about a patient without the patient's authorization to the extent a recipient needs to know the information, if the disclosure is to any other person who requires health care information for health care education, or to provide quality assurance, peer review, or other health care operations for or on behalf of the health care provider or health care facility; or for assisting the health care provider or health care facility in the delivery of health care. The health care provider must reasonably believes that the recipient will not use or disclose the health care information for any other purpose, and will take appropriate steps to protect the health care information. Additionally, information may be provided for use in a research project that an institutional review board has determined is of sufficient importance to outweigh the intrusion into the privacy of the patient that would result from the disclosure. The institutional review board must determine that the research project is impracticable without the use or disclosure of the health care information in individually identifiable form; and that the project contains reasonable safeguards to protect the information from re-disclosure and contains reasonable safeguards to protect against identifying, directly or indirectly, any patient in any report of the research project. The research project must also contain procedures to remove or destroy at the earliest opportunity, consistent with the purposes of the project, information that would enable the patient to be identified, unless an institutional review board authorizes retention of identifying information for purposes of another research project. Wash. Rev. Code § 70.02.050 (2009).
•  Sexually Transmitted Disease Test Results: No person may disclose or be compelled to disclose the identity of any person who has investigated, considered, or requested a test or treatment for a sexually transmitted disease. No person may disclose or be compelled to disclose the identity of any person upon whom an HIV antibody test is performed, or the results of such a test, nor may the result of a test for any other sexually transmitted disease when it is positive be disclosed. This protection against disclosure of test subject, diagnosis, or treatment also applies to any information relating to diagnosis of or treatment for HIV infection and for any other confirmed sexually transmitted disease. Information regarding the sexually transmitted disease status of an offender or detained person is confidential and may be disclosed by a correctional health care administrator or infection control coordinator or local jail health care administrator or infection control coordinator only as necessary for disease prevention or control and for protection of the safety and security of the staff, offenders, and the public. Wash. Rev. Code § 70.24.105 (2009). There is established in the Department of Health an office dedicated to AIDS activities. This office shall be the repository and clearinghouse for all education and training material related to the treatment, transmission, and prevention of AIDS. Wash. Rev. Code § 70.24.250 (2009).
•  Tuberculosis: All local health departments in this state are hereby required to receive and keep a record, for a period of ten years from the date of the report, of the tuberculosis reports; such records shall not be open to public inspection, but shall be submitted to the proper inspection of other local health departments and of the Department of Health alone, and such records shall not be published nor made public. Wash. Rev. Code § 70.28.020 (2009).
•  Penalties: Any person who shall violate the confidentiality of HIV information shall be deemed guilty of a gross misdemeanor. Wash. Rev. Code § 70.24.080 (2009).

	West Virginia
	SUMMARY

State courts have adopted the Restatement stance on common law invasion of privacy torts.

I. COMMON LAW
A. Torts

•  General: West Virginia courts have adopted the Restatement stance on the four types of invasion of privacy torts. Crump v. Beckley Newspapers, 320 S.E.2d 70 (W. Va. 1983). However, “the ‘right of privacy’ does not extend to communications which are privileged under the law of defamation; which concern public figures or matters of legitimate public interest; or which have been consented to by the plaintiff.” Greenfield v. Schmidt Baking Co., 485 S.E.2d 391 (W. Va. 1997). The Restatement has been adopted. One who has established a cause of action for invasion of his privacy is entitled to recover damages for (a) the harm to his interest in privacy resulting from the invasion; and (b) his mental distress proved to have been suffered if it is of a kind that normally results from such an invasion; and special damage of which the invasion is a legal cause. Courts have also allowed plaintiffs to recover for nominal damages when no actual injury is shown. Rohrbaugh v. Wal-Mart Stores, 572 S.E.2d 881 (W. Va. 2002). Courts have stated that there are two classes of newsworthy subjects which are privileged under privacy law: public figures and matters of legitimate public interest. In making a determination as to whether an individual has obtained “public figure” status, the inquiry “focuses on the person to whom the publicity relates and asks whether the individual either by assuming a role of special prominence in the affairs of society or by thrusting himself to the forefront of a particular public controversy . . . . has become a public figure.” Courts have looked at an individual’s accomplishments, fame, mode of living, and profession as insight into whether the public has a legitimate interest in the individual’s doings and affairs. The same absolute and qualified privilege defenses which are available in defamation suits are also available in invasion of privacy cases. In determining whether a matter of legitimate public interest is involved, the inquiry “focuses on the information disclosed by the publication and asks whether truthful information of legitimate concern to the public is publicized in a manner that is not highly offensive to a reasonable person.” Matters of public interest also include current events and any informational material of legitimate interest. As with the “public figure” doctrine, the “public interest” doctrine acts as a qualified privilege which immunizes a publisher from liability so long as abuse of privilege or actual malice are not present. Crump v. Beckley Newspapers, 320 S.E.2d 70 (W. Va. 1983).
II. STATUTORY LAW

A. Health Confidentiality Statutes

•  Mental Health Records: Communications and information obtained in the course of treatment or evaluation of any client or patient are confidential information. Such confidential information includes the fact that a person is or has been a client or patient, information transmitted by a patient or client or family thereof for purposes relating to diagnosis or treatment, information transmitted by persons participating in the accomplishment of the objectives of diagnosis or treatment, all diagnoses or opinions formed regarding a client's or patient's physical, mental or emotional condition, any advice, instructions or prescriptions issued in the course of diagnosis or treatment, and any record or characterization of the matters hereinbefore described. It does not include information which does not identify a client or patient, information from which a person acquainted with a client or patient would not recognize such client or patient, and uncoded information from which there is no possible means to identify a client or patient. Confidential information shall not be disclosed. W. Va. Code § 27-3-1 (2009).

•  Pharmaceutical Records: Information maintained by the pharmacist in the patient’s record, or which is communicated to the patient as part of patient counseling, or which is communicated by the patient to the pharmacist, is confidential. This information is privileged, but may be released to other persons or governmental agencies authorized by law to receive the privileged information as necessary for the limited purpose of peer review and utilization review. Appropriate disclosure may occur by the pharmacist either directly or through an electronic data intermediary. W. Va. Code § 30-5-1b (2009).

•  Public Record Exceptions: The following information is exempt from disclosure under the state’s freedom of information act: information of a personal nature such as that kept in a personal, medical or similar file, if the public disclosure thereof would constitute an unreasonable invasion of privacy, unless the public interest by clear and convincing evidence requires disclosure in the particular instance. W. Va. Code § 29B-1-4 (2009).

•  Social Workers: No person licensed under this statute or an employee of the licensee may disclose any confidential information he or she may have acquired from persons consulting him or her in his or her professional capacity except where otherwise required by law. W. Va. Code § 30-30-12 (2009).

•  West Virginia Health Information Network: The Health Care Authority shall ensure that patient specific protected health information be disclosed only in accordance with the patient's authorization, or in the patient’s best interest, to those having a need to know, in compliance with state confidentiality laws and the Health Insurance Portability and Accountability Act of 1996 and any amendments and regulations under the act. The health information, data and records of the network shall be exempt from disclosure under the state’s freedom of information act. W. Va. Code § 16-29G-8 (2009).

•  HIV-Related Test Information: No person may disclose or be compelled to disclose the identity of any person upon whom an HIV-related test is performed, or the results of such a test in a manner which permits identification of the subject of the test, except health facility staff committees ,or accreditation or oversight review organizations which are conducting program monitoring, program evaluation or service reviews, so long as any identity remains anonymous. W. Va. Code § 16-3C-3 (2009).

•  Sexually Transmitted Disease Reports: Municipal and county health officers shall file and preserve the reports required by this section, provided that all records, reports and other information provided under this section shall be confidential and exempt from public disclosure. However, all reports shall be open to inspection by the Director of the Division of Health, and by local health officers, or officers whose duties are connected with executing the laws against these diseases. W. Va. Code § 16-4-6 (2009).

•  Health Maintenance Organizations: Any data or information pertaining to the diagnosis, treatment or health of any enrollee or applicant obtained from that person or from any provider by any health maintenance organization shall be held in confidence and shall not be disclosed to any person except to the extent that it may be necessary to facilitate an assessment of the quality of care delivered. W. Va. Code § 33-25A-26 (2009).

•  Penalties: Any person who knowingly and willfully divulges or discloses any sexually transmitted disease report is guilty of a misdemeanor and, upon conviction thereof, shall be fined not more than $5000, or imprisoned in the county jail for not more than one year, or both fined and imprisoned. W. Va. Code § 16-4-6 (2009). Any custodian of any public records who willfully discloses records exempt from disclosure under the state’s freedom of information act is guilty of a misdemeanor, and, upon conviction thereof, shall be fined not less than $200 nor more than $1000, or be imprisoned in the county jail for not more than twenty days, or, in the discretion of the court, by both fine and imprisonment. W. Va. Code § 29B-1-6 (2009). The West Virginia State Board of Pharmacy shall have the power to withhold, revoke or suspend any license or any certificate issued under this article or to penalize or discipline any pharmacist or pharmacy for violating the confidentiality of pharmaceutical records. W. Va. Code § 30-5-7 (2009).

	Wisconsin
	SUMMARY

Wisconsin courts only recognize one invasion of privacy tort: the commercial appropriation of another’s identity. However, the state legislature has codified the Restatement approach to invasion of privacy torts.

I. COMMON LAW
A. Torts

•  General: The state legislature has codified a general invasion of privacy tort. State courts have declined to recognize any invasion of privacy torts except for commercial appropriation. Hirsch v. S. C. Johnson & Son, Inc., 280 N.W.2d 129 (Wis. 1979).

•  Commercial Exploitation of Another’s Identity: The right to control the commercial exploitation of aspects of a person's identity is recognized in state common law. Individuals have the right to “control the commercial exploitation of the property right in the use of that person's name.” Even the use of nicknames is protected. “All that is required is that the name clearly identify the wronged person.”  Hirsch v. S. C. Johnson & Son, Inc., 280 N.W.2d 129 (Wis. 1979).

II. STATUTORY LAW

A. Privacy Torts

•  General: One whose privacy is unreasonably invaded is entitled to the following relief: (a) equitable relief; (b) compensatory damages; and (c) attorney fees. An invasion of privacy is any of the following: (a) intrusion upon the privacy of another of a nature highly offensive to a reasonable person, in a place that a reasonable person would consider private or in a manner which is actionable for trespass; (b) the use, for advertising purposes or for purposes of trade, of the name, portrait or picture of any living person, without having first obtained the written consent of the person or, if the person is a minor, of his or her parent or guardian; (c) publicity given to a matter concerning the private life of another, of a kind highly offensive to a reasonable person, if the defendant has acted either unreasonably or recklessly as to whether there was a legitimate public interest in the matter involved, or with actual knowledge that none existed. It is not an invasion of privacy to communicate any information available to the public as a matter of public record. The right of privacy is to be interpreted in accordance with the developing common law of privacy, including defenses of absolute and qualified privilege, with due regard for maintaining freedom of communication, privately and through the public media. Wis. Stat. § 995.50 (2009). An action for invasion of privacy requires: (1) a public disclosure of facts regarding the plaintiff; (2) the facts disclosed were private; (3) the private matter is one that would be highly offensive to a reasonable person of ordinary sensibilities; and (4) the party disclosing the facts acted either unreasonably or recklessly as to whether there was a legitimate public interest in the matter or with actual knowledge that none existed. In order to find public disclosure, the matter must be regarded as substantially certain to become one of public knowledge. Olson v. Red Cedar Clinic, 681 N.W.2d 306 (Wis. Ct. App. 2004).

•  State-Collected Medical Data: Any person violating the patient confidentiality of state-collected medical data is liable to the patient for actual damages and costs, plus exemplary damages of up to $1000 for a negligent violation and up to $5000 for an intentional violation. Wis. Stat. § 153.85 (2009).

B. Health Confidentiality Statutes

•  General: All patient health care records shall remain confidential. Patient health care records may be released to a federal or state governmental agency performing a legally authorized function, including program monitoring and evaluation activities. Additionally, records may be released for purposes of research if the researcher is affiliated with the health care provider and provides written assurances to the custodian of the patient health care records that the information will be used only for the purposes for which it is provided to the researcher, the information will not be released to a person not connected with the study, and the final product of the research will not reveal information that may serve to identify the patient whose records are being released under this paragraph without the informed consent of the patient. The patient may deny access to his or her records by annually submitting to the health care provider a signed, written request on a form provided by the Department of Health Services. Wis. Stat. § 146.82 (2009).

•  Alcohol, Drug Abuse and Mental Health Records: All treatment records are confidential and are privileged to the subject individual. Treatment records of an individual may be released for purposes of research if the research project has been approved by the Department of Health Services, and the researcher has provided assurances that the information will be used only for the purposes for which it was provided to the researcher, the information will not be released to a person not connected with the study under consideration, and the final product of the research will not reveal information that may serve to identify the individual whose treatment records are being released under this subsection without the informed written consent of the individual. Such information shall remain confidential. In approving research projects under this subsection, the Department of Health Services shall impose any additional safeguards needed to prevent unwarranted disclosure of information. Wis. Stat. § 51.30 (2009).

•  Sexually Transmitted Diseases: Reports, examinations and inspections, and all records concerning sexually transmitted diseases are confidential and not open to public inspection. The contents of such documents may not be divulged except as may be necessary for the preservation of the public health. Wis. Stat. § 252.11 (2009).

•  HIV-Related Information: The Department of Health Services shall perform tests for the presence of HIV and, if appropriate, related infections, and shall conduct behavioral surveys among population groups determined by the Department to be highly at risk of becoming infected with or transmitting HIV and related infections. Information obtained shall be used to develop targeted HIV infection and related infection prevention efforts for these groups and to evaluate the states prevention strategies. The results of any test performed are confidential and may not be disclosed. Wis. Stat. § 252.12 (2009). No one may disclose an individual’s test results except to the following persons or under the following circumstances: to the state epidemiologist, for the purpose of providing epidemiologic surveillance or investigation or control of communicable disease; to health care facility staff committees or accreditation or health care services review organizations for the purposes of conducting program monitoring and evaluation and health care services reviews; or to a person who conducts research, for the purpose of research. Wis. Stat. § 252.15 (2009).

•  State-Collected Medical Data: To ensure that the identity of patients is protected when information is obtained by the Department of Health Services or by entities under contract with the Department. The Department or entities under contract with the Department shall aggregate any data element category containing small numbers. The Department, in so doing, shall use procedures that are developed by the Department and that follow commonly accepted statistical methodology. Additionally, all personal identifiers should be removed and destroyed from any data collected. Wis. Stat. § 153.50 (2009).

•  Insurance Records: An insurance organization may only disclose personal medical information concerning an individual to a professional peer review organization, bill review organization, health care provider or medical consultant or reviewer for the purpose of reviewing the services, fees, treatment or conduct of a medical care institution or health care provider, or as otherwise permitted by law. Information may also be released to a medical care institution or health care provider for purposes of actuarial or research studies, or for accreditation or auditing. With respect to a disclosure made under this paragraph, any materials that allow for the identification of an individual must be returned to the insurer or destroyed as soon as reasonably practicable, and no individual may be identified in any actuarial, research, accreditation, or auditing report. Wis. Stat. § 610.70 (2009).

•  Penalties: Any person who violates the patient confidentiality of state-collected medical data may be fined not more than $15,000 or imprisoned for not more than one year in the county jail or both. Wis. Stat. § 153.90 (2009)

	Wyoming
	SUMMARY

Wyoming courts have not accepted the tort of invasion of privacy and there are no specific fiduciary duty cases.

I. COMMON LAW
A. Torts

•  General: There are no recorded invasion of privacy tort cases in Wyoming.
•  Fiduciary Duties: A fiduciary duty is not created by a unilateral decision to repose trust and confidence; it derives from the conduct or undertaking of the purported fiduciary. A fiduciary is defined as someone having duty, created by his own undertaking, to act primarily for another's benefit in matters connected with such an undertaking. Of the two essential kinds of fiduciary relationships, the first arises from specific legal relationships, such as cases of trustee and beneficiary, principal and agent. The second kind is implied in law due to the factual situation surrounding the involved transactions and the relationship of the parties to each other and to the questioned transactions. Lee v. LPP Mortg. LTD., 74 P.3d 152 (Wyo. 2003). While it is likely that medical professionals have a fiduciary duty towards their patients, there are no on-point cases about this.

II. STATUTORY LAW


A. Health Privacy Statutes

•  Public Record Exemptions: Wyoming makes most government documents open for public inspection. However, medical, psychological and sociological data on individual persons, exclusive of coroners' autopsy reports, are confidential. Additionally, hospital records relating to medical administration, medical staff, personnel, medical care and other medical information, is also barred from inspection. The capabilities of individual medical facilities to prevent or respond to security threats also may not be disclosed. Wyo. Stat. Ann. § 16-4-203 (2009). Courts have found that the hospital record exception is not limited to medical care information only, but can cover medically-related information. The meaning of hospital record is the body of information developed or maintained by a hospital concerning its day-to-day business of providing medical or surgical care to the sick or injured. Houghton v. Franscell, 870 P.2d 1050 (Wyo. 1994). Also under this statute, courts have found that physicians are entitled to an exception from disclosure with regard to financial statements they were required to submit to the district under contract. Sublette County Rural Health Care Dist. v. Miley, 942 P.2d 1101 (Wyo. 1997).

•  Mental Health Records: Records and reports which directly or indirectly identify a patient, a former patient, or an individual for whom an application for mental health hospitalization has been filed, shall be confidential and shall not be disclosed by any person. Wyo. Stat. § 25-10-122 (2009).

•  Medical Insurance Records: Any data or information pertaining to the diagnosis, treatment, or health of any enrollee or applicant, obtained from that person or from any provider by any health maintenance organization, shall be held in confidence and shall not be disclosed to any person. A person who, in good faith and without malice, takes any action or makes any decision or recommendation as a member, agent or employee of a health care review committee or who furnishes any records, information or assistance to such a committee, shall not be subject to liability for civil damages or any legal action in consequence of that action, nor shall the health maintenance organization which established such a committee or the officers, directors, employees or agents of the health maintenance organization be liable for the activities of any such person. Wyo. Stat. § 26-34-130 (2009). The Sentinel System may qualify as a health care review committee. If it does, the System would have direct access to insurance records.

•  Hospitals: All reports, findings, proceedings, and data of medical staff committees are confidential. A hospital may disclose health care information about a patient without the patient's authorization to the extent a recipient needs to know the information for use in a research project that an institutional review board has authorized. In order to give such an authorization, the board must determined that the disclosure is of sufficient importance to outweigh the intrusion into the privacy of the patient, the disclosure of individually identifiable information is necessary, it would be impractical for the researchers to not access such identifiable information, and the information will not be re-disclosed. The information must also be removed or destroyed at the earliest possible opportunity, consistent with the purposes of the project. Additionally, a hospital may disclose health care information about a patient without the patient's authorization if the disclosure is to federal, state, or local public health authorities, to the extent needed to protect the public health. Wyo. Stat. § 35-2-609 (2009).

•  Counselors, Marriage and Family Therapists, Social Workers and Chemical Dependency Specialists: None of the listed medical professionals shall disclose any communication made by the client or advice given to the client by the professional in the course of professional practice. Employees of the professional are also prohibited from revealing such information. Wyo. Stat. § 33-38-109 (2009).

•  Penalties: Any person who willfully and knowingly allows confidential records to be inspected by the public is guilty of a misdemeanor and upon conviction thereof, shall be punished by a fine not to exceed $750. Wyo. Stat. § 16-4-205 (2009). Failure of a health maintenance organization to maintain the confidentiality of medical information may result in suspension or revocation of the organization’s certification. Wyo. Stat. § 26-34-121 (2009). Additionally, an administrative penalty may be levied in an amount not less than $1000 nor more than $10,000 for such failures. Wyo. Stat. § 26-34-127 (2009). Counselors, therapists, social workers and chemical dependency specialists that violate the confidentiality of client information are guilty of a misdemeanor punishable by a fine of not more than $750, by imprisonment for not more than six months, or both. A third or subsequent conviction for violation of this section during a 36 month period shall constitute a felony punishable by imprisonment for not more than 2 years, a fine of not more than $2000, or both. Each violation shall constitute a separate offense. Wyo. Stat. § 33-38-110 (2009).
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