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We are responding to this RFI on behalf of the Verifiable Credentials Policy Committee of the
Blockchain Advocacy Coalition of California. Similar to other state-level, grassroots organizations, we
are a collection of businesses and identity experts who specialize in verifiable credentials.

We believe that an open standard, called Verifiable Credentials (VCs), as defined by the World Wide
Web Consortium (W3C) can serve as the basis of a secure, private and effective digital ID system for
use by REALID at the State level and recognized by the Federal government.

Many of these standards were developed with the support of the United States Government and
continue to be supported in the Department of Homeland Security (DHS) Science and Technology
Directorate Silicon Valley Innovation Program (SVIP)[1], which has been investing in products that use
the standards and complete a testing regimen to demonstrate that they are interoperable. In addition,
the US Citizenship and Immigration Services (USCIS) is planning on issuing digital Permanent
Resident Cards (also known as “green cards”) using this technology.

This standard was developed by consensus-driven open processes that are publicly observable and
subject to public review by any interested party. Verifiable Credentials is the standard at the heart of
the discussion and we will center our comments on it, but it is worth noting there are many other
standards, such as Decentralized Identifiers (DIDs), DID Communications (DIDComm), Linked Data
Signature Credentials (JSON-LD), Presentation Exchange, etc. that complement VCs to shape out a
complete ecosystem.

Verifiable Credentials were developed from a digital-first perspective and designed to serve a broad
range of use-cases for one entity to assert claims about another. Other federal agencies are investing
in the issuance and acceptance of verifiable credentials because it has  a very broad expressive
capacity and can be adapted by many different business, organizational and government entities. The
Department of Education is investing in the development of a universal learner wallet that will hold
Verifiable Credentials from training and courses from a range of institutions including the military,
businesses, colleges, universities, and K-12 schools [2].
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Given the global momentum around the development and use of open-source software, combined
with community-driven, open standards for digital identity proofing and management, the
implementation of the emerging mDL ISO standard would require a significant investment in process
and infrastructure that lacks “future-proofing” that encompasses evolving identity standards and
architectures. . In moments like these, Maya Angelou said it best, “Do the best you can until you know
better. Then, when you know better, do better.” Below, we’ll try to articulate the better path in support
of a digital identity solution.

The Importance and Relevance of Governance
A new digital identity solution requires a strong governance framework to support the technology. The
use of words like “must”, “may”, and “should”, while being cornerstones of written governance
frameworks can also be applied with great effect to a technical approach. For example, by choosing a
technology pattern that “must not” send holder data from a verifier to an issuer, we can enforce a
specific type of privacy protection into the technology instead of leaving it up to changing regulatory
environments. Prioritizing personal privacy while still supporting data integrity and system resiliency as
a foundational principle, will result in a more secure and more adoptable solution without creating or
exacerbating broader societal risks.

Recognizing the need to foster ecosystems to advance adoption of digital identities, organizations like
the Trust over IP Foundation (ToIP) have emerged to bring “good technology” and “good governance”
together through community-driven efforts. As part of the Linux Foundation, this group publishes
governance frameworks, templates, implementation guides and other materials to assist global
organizations with the implementation of open-source software and open standards to address private
and portable digital identity. For best results, the DHS would do well to participate with organizations
like ToIP to ensure the final “standards” are open, transparent, and interoperable.

[1] DHS Science and Technology Directorate Silicon Valley Innovation Program “Interoperability Plugfest #2”
VC/DID Multi-Platform/Multi-Vendor Interoperability Showcase/Demo March 18, 2021
https://docs.google.com/presentation/d/1MeeP7vDXb9CpSBfjTybYbo8qJfrrbrXCSJa0DklNe2k/edit#slide=id.p1

[2] Building the digital credential infrastructure for the future: A White Paper by the Digital Credentials
Consortium, February 2020
https://digitalcredentials.mit.edu/wp-content/uploads/2020/02/white-paper-building-digital-credential-infrastructur
e-future.pdf

We have comments on the following posed in the RFI:

1. Security Generally. Provide comments on what security risks, including data interception,
alteration, and reproduction, may arise from the use of mDLs by Federal agencies for official
purposes, which includes accessing Federal facilities, boarding federally-regulated
commercial aircraft, and entering nuclear power plants.

a. Explain what digital security functions or features are available to detect, deter, and mitigate
the security risks from mDL transactions, including the advantages and disadvantages of each
security feature.
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b. Provide comments on how mDL transactions could introduce new cybersecurity threat
vectors into the IT systems of Federal agencies by, for example, transmitting malicious code
along with the mDL Data. c. Sections 37.15 and 37.17 of 6 CFR part 37 set forth specific
requirements for physical security features for DL/ID and other requirements for the surface of
DL/ID. Provide comments on what requirements are necessary to provide comparable security
assurances for mDLs.

The authors of this response to the RFI have focused on the Verifiable Credentials standard. This was
designed specifically with key security design features.

The standard was developed with a digital-firsterspective to support institutions being able to sign
cryptographic credentials with claims about individuals (or other organizations or things). When the
individual who holds those credentials presents the to a verifier - in the use case you are asking about
the federal agency - they can determine that the credential was not altered and that it was signed by
the institution that controls the private keys associated with the public keys that can be looked up via
resolving the decentralized identifier.

The DHS Science and Technology Directorate via the Silicon Valley Innovation Program is working
with TSA to accept Verifiable Credentials.

2. Privacy Generally. Provide comments on what privacy concerns or benefits may arise from
mDL transactions, and how DHS should or should not address those concerns and benefits in
the REAL ID context. Explain what digital security functions or features are available to protect
the privacy of any personally identifiable information submitted in mDL transactions, including
the advantages and disadvantages of each security feature.

We believe people having credentials with verifiable assertions from authoritative sources is  a key
innovation needed to support all types of government and commercial use-cases.

We have serious concerns about the privacy implications of an architecture where the state level
department of motor vehicles are pinged every time a person uses an mDL as defined by ISO 18013
that is leveraging the phone home feature to pull current attributes. While this need has been referred
to as ‘data freshness’,do agencies really need to know a person’s driver's licence details on a daily
basis? Chances are their name hasn’t changed from when it was issued and neither has their birth
date. And there are existing ways to capture things like address changes in our everyday lives. We
should be mindful of implementing a large scale surveillance system to address a small set of
unverified and not yet quantified use cases.

We strongly recommend against this architecture and strongly recommend that DHS consider the
Verifiable Credentials standard. The Science and Technology Directorate of DHS has been funding
the development of these standards and has an interoperability program to ensure a multi-vendor
ecosystem.
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There are more than just driver’s licenses at the state level that should be accepted by federal
agencies as well. USCIS is planning on issuing digital Green Cards using the verifiable credentials
standard.

3. Industry Standards. Executive Order 12866 directs Federal agencies to use
performance-based standards whenever feasible. DHS is considering including technical
standards for mDL transactions in its proposed rule, drawing heavily on standards under
development by the industry, to support compatibility and technical interoperability across all
interested Federal agencies nationwide. If commenters believe an industry standard should be
chosen, provide comments on how DHS should choose the correct standard(s) for mDLs, and
on the appropriate baseline standard(s) that DHS should impose.

We agree that the rule making in this process should draw heavily on standards under development
by the industry and government. This is why we recommend that DHS leverage the Verifiable
Credentials standard for the issuance of drivers licences and identity documents in digital form.

The Verifiable Credential standard was created with a goal of broad compatibility and technical
interoperability. It is a standard that was created in an open forum, it is free for anyone to implement
and reading the technical standard is also free (the proposed ISO standard requires payment to even
read it). The DHS has developed in collaboration with industry testing suites for interoperability.

The Verifiable Credential standard is designed for broad expressive capacity - and can be leveraged
by any entity to create a credential about any person, organization or thing.  It also was designed to
support semantic meaning discernment (using JSON-LD). This is really important at scale when there
are credentials being issued by millions of organizations.

Choosing a standard that was only designed for drivers licences might seem reasonable. We need
mobile drivers licences so lets pick a standard that “does that.” This is a narrow view.  DHS oversees
many different agencies  Many of them  issue credentials to people and organizations. States who
issue driver's licences also issue thousands of other credentials. The Blockchain Working Group[3] in
California found that there were over 150 different licenses that the state issues and recommended:

“The California Legislature should enact legislation that allows public entities to issue as authorized
verifiable credentials the identification documents set forth in Section 1798.795(c) of the California
Civil Code as verifiable credentials. Verifiable credentials would store no substantive personal
information on the blockchain. Instead, decentralized identifiers (DIDs) would be stored verifying that
the document was validly issued and shared with the individual’s consent.”

The report goes on to identify that “two near-term opportunities present themselves for the state to
pilot applications of digital identity and verifiable credentials: health records and driver’s licenses.”

[3] Blockchain in California: A Roadmap by the California Blockchain Working Group, July 1, 2020.
https://www.govops.ca.gov/wp-content/uploads/sites/11/2020/07/BWG-Final-Report-2020-July1.pdf
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4. Industry Standard ISO/IEC 18013– 5: Communication Interfaces Between mDL Device and
Federal Agency, and Federal Agency and DMV. DHS may adopt certain requirements that may
be established in forthcoming international industry standards that specify digital security
mechanisms and protocols with respect to the communication interface between a mobile
device and a Federal agency, and the communication interface between a Federal agency and
a DMV.

The communication protocol in ISO/IEC 18013– 5 for online verification means that every time an
individual presents their mDL/mID to any party in an online mode, the protocol pings the state level
database to get the data directly from the database.

This architectural design is known in the identity management business as a “phone home” style
architecture. It may makes sense in the case of an individual who is an employee and they are using
an identity as an employee to access a third party service.

However this type of architecture is totally inappropriate for a citizen government relationship. It is
none of the government’s business where a person uses the identity documents issued to them by a
government.  It is a massive architectural privacy violation.

It is concerning that DHS is moving to adopt a standard that is not actually viewable by the public. The
ISO standards sit behind a paywall and this one isn’t even complete.

This is in contrast to the W3C standard that has been completed for 2 years. It was made in public
view and anyone can comment, see the process involved, and listen to the calls.  Does DHS have
confidence in making a recommendation for a standard developed in a closed process that was not
accessible or transparent to the public?

The European Union[4] is also actively working on the development of this standard and is adapting
its eID regulation in the coming years to be compatible with Verifiable Credentials.

[4] Digital Identity for all Europeans by the European Commission
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-digital-identity_en

4e. Identity what, if any, alternative standards or requirements DHS should consider.

DHS should consider the Verifiable Credentials Standard from the W3C that the DHS Science and
Technology directorate has been funding. They are moving towards adopting this standard for the
issuance of verifiable credentials for green cards while at the same time working with the TSA to be
able to verify these credentials at check points.

4a. Provide comments on what concerns commenters have regarding such standards and
DHS’s adoption of their requirements. In particular, explain whether commenters believe the
current drafts of industry standard ISO/ IEC 18013–5 are mature enough to support secure and
widespread deployment of mDLs.
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No we don’t believe the current standard is mature enough.
The Department of Homeland Security is moving towards implementation of Verifiable Credentials for
the Issuance of Green Cards.
Verifiable Credentials has been standardized for the last two years. There is work on a particular
flavor that has enhanced privacy preserving capabilities (JSON-LD ZKP with BBS+)[5] outlined in this
paper Verifiable Credentials Flavors Explained.  This is an emergent part of the standard but it has
been developed in public, has clear

[5] Verifiable Credentials Flavors Explained published by the COVID-19 Credentials Intiative and Linux
Foundation Public Health by Kaliya Young “Identity Woman”
https://www.lfph.io/wp-content/uploads/2021/02/Verifiable-Credentials-Flavors-Explained.pdf

4b. Explain the impact on stakeholders and mDL issuance if such standards are not approved
in a timely manner.

The Verifiable Credentials standard is already standardized and the Silicon Valley Innovation that is
part of the Science and Technology Security Directorate of DHS has been supporting the development
of the standards and importantly interoperability between implementers.

4c. Quantify the initial and ongoing costs to a stakeholder to implement these standards.

The ISO standard costs money to even read.

It is not clear how much it costs to implement but it wasn’t designed to be implemented by “anyone” it
was specifically designed by and for the incumbent secure document industry with the paradigms
based on putting a card on to a cell phone. This in contrast to the starting point for Verifiable
Credentials that was based on digital first. The mDL was designed with one type of document in mind.

The Drivers Licence it is a very narrow lane. How many different documents and licences do DMVs
issue and how many does the federal government issue? It would be wise to adopt a standard that
was designed from the beginning with a broad expressive capacity, not one that was changed in
retrospect.

4d. Provide comments on what, if any, key areas related to mDLs are not covered in these
standards that DHS should consider addressing by regulation.

Drivers Licences just like Passports are a very common document issued by 100’s of jurisdictions.
There are international standards that define what fields should appear on these documents. They are
well understood.

However there are literally hundreds  of thousands of different documents issued by different
institutions. It is vital that governments who are issuing regulation for digital credentials look beyond
the most  common credential types.

What is the semantic meaning of fields on the vast range of documents that governments issue to
their citizens? How do the entities that share these documents h know what they mean. These
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semantic meaning issues are not trivial and should not be left unresolved in next generation of identity
systems. Ignoring these issues will  add to the comlexity and difficulty of managing identity for the
foreseeable future.

DHS should be thinking about how to accept a range of credentials issued by many different issuers
that meet its assurance requirements. DHS needs to be able to make sense of what they are reading
and not be reliant on just one narrow type of credential, the mDL.

Looking at the problem from  this broader perspective, the semantic meaning issues need to be seen
and addressed. The Verifiable Credential standard leverages JSON-LD to support users being explicit
in articulating what the terms in their credentials mean. Then publishing their credentials via the
@context field they are pointing to existing RDF semantic databases.

The mDL standard has no embedded capacity to look up semantic meaning. Different types of
credentials as proposed by the mDoc standard require these different credential types to be registered
one by one in a global registry. The need to register will inhibit the use of this format  in a wide  range
of contexts.
The challenge of responding to this  RFI is separately articulating  the semantic, cryptographic,
communications standards and trust framework (rules of issuance). These are actually all different
problems. DHS could with this rulemaking actually separate how the different elements are
addressed.

In some ways the REALID statue is an accidental trust or governance framework. It articulates the
rules that states must follow when doing identity proofing prior to issuance of Driver Licences and
identity documents by state level DMVs.  However it might be worth exploring how to develop a trust
framework that supports more understanding of a range of identity processes that lead to the issuance
and acceptance of identity documents. The Government of Canada its 13 provincial and territorial
jurisdictions and the private sector have developed the Pan Canadian Trust Framework [6] [7]

[6] Pan-Canadian Trust Framework https://diacc.ca/trust-framework/
https://diacc.ca/wp-content/uploads/2016/08/PCTF-Overview-FINAL.pdf

[7] Public Sector Profile of the Pan-Canadian Trust Framework | Cadre de Confiance pancanadien
https://canada-ca.github.io/PCTF-CCP/
https://digitalcanada.io/pctf%E2%80%8B-overview/

5. Industry Standard ISO/IEC 23220– 3: Communication Interface Between DMV and mDL
Device. DHS understands that forthcoming international industry standard ISO/IEC 23220–3
may specify digital security mechanisms and protocols with respect to the communication
interface between a DMV and a mobile device, specifically concerning provisioning methods,
data storage, and related actions. Although DHS may seek to adopt certain requirements
anticipated to appear in this standard, the Department understands that this standard may not
be finalized for several years.

5a. Explain whether commenters believe the current drafts of standard ISO/IEC 23220–3
are mature enough to support secure and widespread deployment of mDLs. b. With the
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ongoing development of ISO/IEC 23220–3, provide comments on what, if any, alternative
standards or requirements DHS should consider before the standard is finalized.

No.
DHS should consider the Verifiable Credentials Standard from the W3C that your science and
technology directorate has been funding and moving towards adopting for the issuance of verifiable
credentials for green cards while at the same time working with the TSA to be able to verify these
credentials at checkpoints.

6. Provisioning. DHS understands that provisioning may be conducted in person, remotely, or
via other methods.

There are several problems that need to be solved. How do you know that the person who has  this
credential is the same person other credentials have been issued to?

One way this is solved with verifiable credentials is a technology called blinded secrets that are
shared with the issuer of all of their credentials and cryptographically links them in a way that is
provable.

The Province of British Columbia in Canada does remote issuance via a video call protocol.

b. Provide comments on the security protocols that would be required for DMVs to
mitigate security and privacy risks presented by in-person, remote, or other
provisioning methods, and to ensure at a high level of certainty that a REAL ID
compliant mDL is securely provisioned to the rightful owner of the identity and the
target mDL device, for in-person or remote applications.

One way this is solved with verifiable credentials is a technology called blinded secrets that are
shared with the issuer of all of their credentials and cryptographically links them in a way that is
provable.

c. Provide comments on whether mDL Data should include data fields populated with
information concerning the method of provisioning used.

It could be part of the data included.
With the Verifiable Credential format it can be expanded.

As commented above the mDL standards as defined in the ISO  are narrow in their definition and are
required to be registered in a global registry.

These different paths to issuance could be documented and tracked using a new field this would be
easy to do with a Verifiable Credential JSON-LD @context field that DHS could define.
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8. Data Freshness. Provide comments regarding whether and to what extent security risks
concerning data validity and freshness can be mitigated by defining the frequency by which
mDL Data should synchronize with its DMV database.

There are ways to prove data freshness that don’t involve pulling the information from the DMV in real
time. One way is to support individuals pinging the issuer and getting a proof from them that the
credential is still current. This can also be shared with the verifier.

a. Provide comments regarding what data synchronization periods commenters believe
are appropriate for mDL transactions. Explain the advantages and disadvantages of a
longer or shorter periods.

Verifiable Credentials can do proof of still being current.
Having the verifier ping the issuer directly about a particular person is a privacy invasive way of
knowing if a credential is current.

The Verifiable Credentials community has a standard for this. Revocation List 2020: A
privacy-preserving mechanism for revoking Verifiable Credentials https://w3c-ccg.github.io/vc-status-rl-2020/

b. Provide estimated costs to a stakeholder to implement the data synchronization
periods stated above.

The solution should not be synchronized to the state level databases.

9. IT Security Infrastructure. Provide comments on whether IT security infrastructure, such as
Public Key Infrastructure, would provide the level of privacy and security sufficient to
implement a secure and trusted operating environment, for both offline and online use cases,
and if not, explain what alternative approaches would be better. a. Identify any what additional
or alternative IT security infrastructure (e.g., a public key distributor or aggregator such as a
trusted public certificate list, Federal PKI) that would be required to facilitate trusted mDL
transactions between mDL holders, verifying entities, and issuing authorities. b. Provide
estimated costs for a DMV or Federal agency to implement necessary IT security
infrastructure. Costs may include IT contracts, hiring full or part-time IT staff, as well as
software and hardware.

Public Key Infrastructure for VCs uses Decentralized Identifiers. The Trust over IP Foundation is
working on creating protocols and systems for managing these relative to trust frameworks that
manage what keys belong to what institutions. There are DID methods that build on and leverage the
existing security infrastructure if the internet including DID:Web or the Well-Known method that anchor
into DNS records.

10. Alternative IT Security Solutions. Provide comments on whether DHS should consider
privacy or security solutions adopted in other industries, such as finance (e.g., mobile
payments), automotive/telecommunications (e.g., vehicle-to-vehicle or ‘‘V2V’’/‘‘V2X’’
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communications), or medical (e.g., electronic prescriptions for controlled substances), that
rely on digital identity and/or secure device-to-device transactions. Explain what those
solutions are and how they could be adapted or implemented for Federal mDL use cases.

Verifiable Credentials should be considered.
The Department of Homeland Security Science and Technology Directorate has supported the
development of the technology and is planning on using it to issue digital Green Cards.
Please see all of our

11. Offline and Online Data Transfer Modes. DHS understands that mDL Data may be
transferred to a Federal agency via offline and online modes. a. Explain the security and
privacy risks, from the perspective of any stakeholder, presented by both offline and online
data transfer modes. b. Provide comments on the security protocols that would be required to
mitigate security and privacy risks presented by both offline and online data transfer modes.

One of the protocols that has been developed  to support the exchange of Verifiable Credentials is
Decentralized Identifier Communications (DIDComm), It creates a secure peer to peer connection
between the issuer and the holder wallet/agent and between the holder wallet/agent and the verifier.

12. Unattended Online mDL Verification. Provide comments on what capabilities or
technologies are available to enable unattended online mDL verification by Federal agencies.
Explain the possible advantages and disadvantages of each approach.

a. Explain the security and privacy risks, from the perspective of any stakeholder,
presented by unattended online mDL verification.

Credentials with authoritative attributes about people need to be usable by them in online contexts.
The mDL standard was not designed for this use case. Verifiable Credentials was designed with a
digital first use-case.

13. Costs to Individuals. Provide comments on the estimated costs, including savings, to an
individual to obtain an mDL, including:

c. Any charges for inclusion of additional information on an mDL, such as HAZMAT
endorsements, hunting, fishing, or boating licenses.

Are Hunting and Fishing and Boating Licences currently on Drivers Licences? It is our understanding
that for the most part they are not. They are separate licences issued by separate departments.

They should be issued as separate verifiable Credentials by the state agencies  that are responsible
for these different licences.
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It is not a good idea for states to collect all the different attributes/licences about a person in a singular
DMV database. This puts too much power in the hands of one agency and all those who have access
to it.

The blockchain working group in California identified 150 different licences that the state issued.
Should all of these be collected and tracked at the DMV as some ultra-complete record of all an
individual’s interactions with the state? This seems like quite concerning design development.

14. Considerations for mDL Devices Other than Smartphones. Provide comments on whether
provisioning an mDL on, or accessing an mDL from, a device other than a smartphone (e.g., a
smartwatch accessing mDL Data from a smartphone paired to it, or a mobile device authorized
to access mDL Data stored remotely), poses security or privacy considerations different than
provisioning an mDL on, or accessing an mDL from, a smartphone. Explain such security or
privacy considerations and how they can be mitigated.

Not all people have smartphones and systems for digital identity need to take this into account.
Some systems address this issue by having cloud wallets that store people’s information for them that
they unlock before connecting to a verifier.  One of the companies in the DHS SVIP program has a
web based cloud wallet.

Another approach is custodianship of wallets with other forms of authentication to unlock. I Sierra
Leone has worked with the nonprofit Kiva to establish cloud wallets for all citizens that are accessible
at banks.  They are unlocked via fingerprint (biometric) authentication via a API to the national identity
registry.

One proposed solution to the problem of people not having smart phones is to give people printable
QR Codes of digitally signed information. We have strong reservations about this solution as it creates
tremendous risk for people. The QR code “Is” the credential and it can be copied by any party it is
shared with.  This solution creates tremendous risk for people as the credential can be re-presented
by others.  If it is stolen a QR code like a physical card or paper document -- can be used  by others.
(QR-codes pose more danger because they can simply be replicated - and it is not obvious it is a
copy).

15. Obstacles to mDL Acceptance. Describe any obstacles to public or industry acceptance of
mDLs that DHS should consider in developing its regulatory requirements. Provide comments
on recommendations DHS should consider addressing such obstacles, including how to
educate the public about security and privacy aspects of digital identity and mDLs.

There many obstacles to adoption of identity systems and digital identity technologies.

The public is rightfully weary of these systems. The are many potential risks people face. These must
be addressed by designers and implementers of these systems if they expect individuals to have
confidence and trust in them.
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US Government Creating Databases about Citizens
In the 1960’s there was proposals that the US government create a National Databank and share
information extensively across US Agencies about people. This lead to a large scale public
conversation about how much information the government collects about people and how to mitigate
the the risks of doing so. In the 1970s after several different congressional hearings, agency reports
and a presidential commission, laws were passed to strictly limit how agencies could share data.
These laws are one reason that people accept and have confidence in these systems. They believe
the US government is not creating large scale databases about people across contexts. These laws
address the verifier collusion risk within the US government.  There are also requirements that US
agencies disclose new databases that will hold information about citizens.

Verifier Collusion
Verifier collusion occurs when  verifiers share information about their seperate interaction with
individuals and thus create profiles using the combined records of people’s interactions. This can
happen a number of ways.

● Assigned persistent identifiers across contexts. An example of this is a social security number
or phone number. These are used by people in many contexts and if collected and shared
people can be correlated.

● Digital signatures that seal digital credentials. If one must share the actual signature then this
can be correlated. The Verifiable Credentials standard when shared in digital form presents
proof of a signature that the verifier can confirm but not the actual signature. Each Verifiable
Presentation is unique and thus the signatures on them cannot be used to correlate
presentations.

● Attributes such as Name and Birthdate can be used to correlate people.. These are often
requested when they are not really needed by verifiers. If they are needed then the best way to
address the risk of correlation is to prohibit it by law.

Who has what rights to ask for what information.
This concern needs to be addressed as digital identities become easier to share. It is a concern that
civil liberties and privacy advocates raise when they predict  problems with these systems. We agree
that guard rails can and should be created to prevent every website or every physical store from
requiring people to disclose their name and birthdate before entering. We need the default anonymity
of every day life to be protected.

Issuers or Identity Providers seeing where credentials are used and profiling people.
If a systems is designed so that the issuer of an identifier is pinged for either authentication or
information then the individuals  are at risk. The issuer can profile everywhere an individual uses the
identifier (identity document). One reason that paper and card based credentials are trusted by people
who use them is because they don’t ping or phone home to the issuer.

The mDL 18013 standard explicitly pings the state level DMV database every time it is used in online
mode and the RFI says that US Agencies requesting/accepting mDL will do so in online mode. This
means that the state level DMV will have information about when and where each  the individual
citizen contacts any  US government agency.

Sharing more information then needed with relying parties/ verifiers.
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One way to reduce this risk is to give people credentials that have the capacity to selectively reveal or
withold parts of the information they contain. This is a feature that paper based identity credential
documents do not now have. Individuals can either share all or none the information on a credential.
The great advantage of digital credentials is that they enable new capabilities that paper doesn’t have.
While the mDL standard does have a way to present limited  information in a credential - it does so by
phoning home to the issuer.  The Verifiable Credentials standard designed for credentials for people
JSON-LD ZKP with BBS+ allows any credential issued with this format to be presented to an issuer
with selective disclosure.

Verifier collusion.
Verifier collusion is where verifiers share information about their interaction with individuals and thus
create profiles using the records of people’s interactions. This can happen a number of ways.

● Assigned persistent identifiers across contexts. An example of this is a social security number
or phone number. These are used by people in many contexts and if collected and shared
people can be correlated.

● Digital signatures that seal digital credentials. If one must share the actual signature then this
can be correlated. The Verifiable Credentials standard when shared in digital form presents
proof of a signature that the verifier can check but not the actual signature. Each Verifiable
Presentation is unique and thus the signatures on them are not a correlating factor.

● Attributes can be used to correlate people's examples being Name and Birthdate. These are
often requested when perhaps they are not really needed by verifiers. If they are needed then
the best way to address the risk of correlation is to prohibit it by law. This is one area where
the United States regulatory landscape is concerning because once data is shared with
issuers (except under certain circumstances like health records and video rental records) it is
the “property” of the verifier and they can do what they want with it.

Robust Identity systems need a lot of public input from many different constituencies engaging in the
design process.. Jurisdictions that have done extensive public engagement to build public confidence
in these systems have had good results.. A prime example is British Columbia’s engagements around
the policy and practical use of its BC Citizen Services Card [8]. The process whereby the mDL
standard was pushed forward from the main vendor of US Drivers Licences via their capture of
AAMVA has lead to design that has many flaws. It will raise red flags with civil liberties and privacy
groups especially but with everyday citizens as well.

[8] BC’s Citizen Engagement: A Model for Future Programs, by Kaliya Young in RE:ID, A Survey of ID
Technology, Spring 2014, Issue number 37, Page 37.
https://identitywoman.net/wp-content/uploads/2011/09/reid_spring_14-BC.pdf

Thank you for considering our views. Please reach out to Kaliya Young (Kaliya@identitywoman.net)
and Ally Medina (ally@blockadvocacy.org) with any further questions.

Sincerely,
The Verifiable Credentials Policy Committee
of the Blockchain Advocacy Coalition.
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